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1. PARTER  
Hyresgäst: Byggmax AB, org.nr. 556645-6215 

Hyresvärd: 5G DESIGN AB, org.nr. 556766-9121 

2. HYRESOBJEKT OCH DESS SKICK 
Hyresobjektet, som är beläget inom fastighet Askersundsby 1:36, Åkerbyvägen 8 i Askersund, ska på 

Tillträdesdagen tillhandahållas av Hyresvärden i avtalat skick och för avsett ändamål i funktionellt 

skick av god standard och omfattar följande:  

 

Mark ex. byggnader: 4 697 kvm   

Butik:      464 kvm  

Personalutrymme:       50 kvm 

Kallhall (drive in):    794 kvm 

P-platser, väg mm.    717 kvm  

Totalt:  6 722 kvm 

Omfattningen av Hyresobjektet och dess skick har angivits i ritningar bilaga 1 a-c samt Teknisk 

beskrivning, bilaga 2. Hyresvärden tillhandahåller nybyggnation som är anpassad för Hyresgästen och 

dennes verksamhet  

P-platser: I förhyrningen ingår 9 stycken parkeringsplatser i enlighet med ritning, bilaga 1 a. 

Hyresvärden svarar för att Hyresobjektet senast på Tillträdesdagen är färdigställt och 

funktionsdugligt i enlighet med Hyresavtalet. I Hyresvärdens ansvar ingår förutsett och oförutsett 

arbete (efterarbete samt erforderligt material, även om det inte explicit framgår av Hyresavtalet) 

som krävs för att sätta Hyresobjektet i ett för Hyresgästens verksamhet i alla avseenden 

funktionsdugligt skick och för att det ska uppfylla gällande lag- och myndighetskrav. Hyresvärden har 

med anledning av sitt åtagande noga granskat Hyresavtalet och dess bilagor, samt svarar för 

eventuella oklarheter som kan komma att uppstå vid genomförandet av arbetet med att ställa 

Hyresobjektet i avtalat skick. Hyresvärden ansvarar för allt markarbete.  

Det noteras särskilt att Hyresvärden svarar för och bekostar samtliga myndighetslov för att sätta 

Hyresobjektet i avtalat skick såsom nödvändiga marklov, bygglov, skyltlov, krav på brandskydd mm. 

Hyresvärden har säkerställt att detaljplanen för vilket område Askersundsby 1:36 ligger inom  

medger Handel och/eller Hyresgästens verksamhet, samt att byggnader får uppföras enligt ritningar 

bilaga 1 a-c. Hyresvärden ska informera Hyresgästen om ev. prickmark, ledningsnät eller dylikt som 

kan påverka utformningen av Hyresobjektet. Den omständigheten att Hyresgästen överlämnat vissa 

ritningar eller andra dokument eller givit Hyresvärden information kring Hyresobjektets skick i 

illustrerande eller annat syfte ska inte påverka frågorna om ansvar som har angivits i detta 

Hyresavtal.  

Snarast efter Hyresgästens undertecknande av detta avtal ska Hyresvärden lämna in fullständiga 

ansökningar för erforderliga myndighetslov för att sätta Hyresobjektet i avtalat skick.  

Före Tillträdesdagen ska Hyresvärden tillse att Hyresobjektets skick är godkänt vid en slutbesiktning, 

genomförd av en oberoende besiktningsman. Hyresgästen har rätt att vid påkallande få ta del av det 

skriftliga protokollet från slutbesiktningen.  
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Före Tillträdesdagen ska Parterna gemensamt göra en besiktning av Hyresobjektet för att säkerställa 

att skicket och samtliga övriga krav är uppfyllda i enligt med Hyresavtalet.  

För det fall det i samband med ovan genomförda besiktningar framkommer att det föreligger mindre 

fel/brister, som inte innebär någon påverkan på Hyresgästens arbeten inför Öppningsdag eller 

verksamhet samt övriga krav, ska Tillträde ske under förutsättning att dessa fel/brister åtgärdas av 

Hyresvärden snarast, dock senast inom tre (3) veckor från besiktningen. Har Hyresvärden inte inom 

ovan angiven tidsfrist åtgärdat fel/brister får Hyresgästen göra det på Hyresvärdens bekostnad och 

kvitta kostnaden mot nästkommande hyresbetalningar.   

Hyresgästen äger rätt att kontrollmäta Hyresobjektet samt ingående byggnader enligt vid avtalets 

tecknande gällande svensk standard (LOA). I det fall sådan mätning visar att aktuellt Hyresobjekt eller 

byggnad är mindre än avtalat och Hyresgästen accepterar en sådan avvikelse, ska hyran minskas 

proportionerligt.     

För det fall Parterna inte kan komma överens om vilket arbete som ska anses ingå i hyresvärdens 

kostnads- och utförandeansvar enligt detta avtal, ska Hyresgästens uppfattning äga 

tolkningsföreträde i avvaktan på att saken avgörs slutgiltigt mellan Parterna.  

3. ÄNDAMÅL OCH LOKALENS ANVÄNDNING 
Hyresobjektet med tillhörande delar ska användas för Handel och därtill närliggande verksamhet. 

Hyresgästens eventuella önskan om förändrad användning ska ej nekas utan saklig grund.  

4. HYRESTID 
Hyrestiden är 2023-04-03 till och med den 2033-03-31. Skulle Tillträdesdagen infalla på annan dag än 

2023-04-03 är Hyrestidens sista dag dock alltid 2033-03-31.   

5. UPPSÄGNING OCH FÖRLÄNGNING 
Uppsägning av detta Hyresavtal ska ske skriftligen minst nio (9) månader före den avtalade 

hyrestidens utgång. I annat fall är Hyresavtalet för varje gång förlängt på befintliga villkor i ytterligare 

tre (3) år.  

6. TILLTRÄDESDAG 
Den preliminära tillträdesdagen ("Preliminära Tillträdesdagen") är 2023-04-03. Hyresvärden skall 

senast 4 månader före den Preliminära Tillträdesdagen, dvs. 2022-12-03, skriftligt lämna besked till 

Hyresgästen avseende datum för Definitiv Tillträdesdag (”Definitiva Tillträdesdagen”). Den Definitiva 

Tillträdesdagen skall dock infalla senast 2023-05-08. Om sådant besked inte lämnas skriftligt senast 

2022-12-03 ska den Preliminära Tillträdesdagen 2023-04-03 utgöra den Definitiva tillträdesdagen. 

Om faktiska Tillträdesdagen infaller senare än den Definitiva Tillträdesdagen, alternativt senare än 

2023-05-08 (det tidigaste datumet av de två alternativen), ska Hyresvärden betala ett vite till 

Hyresgästen om 10 000 kr per förseningsdag från och med den Definitiva Tillträdesdagen alternativt 

från och med 2023-05-08 (det tidigaste datumet av de två alternativen), till och med faktisk 

Tillträdesdag. Hyresgästen har rätt att fakturera detta vite månadsvis eller kvitta mot hyran. Vitet 

inskränker inte Hyresgästens rätt till ersättning för direkt eller indirekt skada.   

I det fall Tillträdesdagen inte kommer infalla senast per 2023-08-07 äger Hyresgästen utöver ovan en 

ensidig rätt att löpande säga upp hyresavtalet till upphörande med omedelbar verkan. Väljer 
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Hyresgästen att inte nyttja denna rätt till uppsägning kvarstår Hyresvärdens skyldighet att erlägga 

vite om 10 000 kr per förseningsdag, samt eventuell ersättning för kostnader samt skada, till och med 

faktisk Tillträdesdag.  

Tillträdesdag ska alltid vara på en måndag. 

Om Tillträdesdagen justeras ska Parterna efter Öppningsdagen teckna ett förtydligande tilläggsavtal 

med angivande av ny Tillträdesdag samt eventuell justering av bastal för indexjustering. 

7. HYRESGÄSTENS RÄTT TILL UPPSÄGNING I FÖRTID  
Hyresgästen har rätt att med nio (9) månaders uppsägningstid säga upp hyresavtalet i förtid till  

2029-03-31. 

Nyttjar Hyresgästen denna rätt och Hyresgästen väljer att avflytta, ska Hyresgästen till Hyresvärden 

erlägga 1 111 800 kr i ett för allt i samband med frånträdet. Betalning regleras genom att 

Hyresvärden skickar en faktura på ovan belopp med 60 dagars betalningstid. Hyresvärden har rätt att 

fakturera tidigast i samband med hyresavtalets upphörande. 

8. HYRESGÄSTENS OPTION OM FÖRLÄNGNING 
Hyresgästen har efter första hyresperioden en ensidig rätt att förlänga hyresavtalet vid två (2) 

efterföljande tillfällen om ytterligare tre (3) år per gång på oförändrade villkor. Hyresgästen ska 

skriftligen påkalla optionen senast nio (9) månader före den avtalade hyrestidens utgång. Om 

hyresgästen väljer att nyttja optionen ska detta regleras skriftligen i ett tilläggsavtal.   

9. HYRESGÄSTENS ARBETEN INOM HYRESOBJEKTET INNAN TILLTRÄDESDAGEN 

Hyresgästen äger rätt att två (2) veckor innan Tillträdesdagen själv eller genom anlitad entreprenör 

utföra arbeten inom Hyresobjektet. Sådant arbete ska samordnas av Hyresvärden som till och med 

Tillträdesdagen också ska bära arbetsmiljöansvaret.   

10. HYRA OCH DESS BETALNING 
Bashyran debiteras från och med Tillträdesdagen och uppgår till 1 111 800 kr exkl. mervärdesskatt 

per år. Ändring av Bashyran sker årligen i enlighet med nedanstående indexklausul.  

Hyran ska erläggas månadsvis i förskott mot av Hyresvärden utställd avi med 30 dagars 

betalningsfrist.  

11. HYRESFRI PERIOD 
Öppningsdag är det datum då Hyresgästen öppnar butiken för försäljning till allmänheten 

(”Öppningsdag”). Från Tillträdesdagen till och med Öppningsdagen ska Hyresgästen erhålla en 

hyresrabatt vilken motsvarar Bashyra samt alla övriga tillägg enligt detta hyresavtal, dock ska den 

hyresfria perioden utgå under maximalt fyra (4) veckor.  

12. INDEX 
Under Hyrestiden ska med hänsyn till förändringarna i konsumentprisindex (totalindex med 1980 

som basår) tillägg till hyresbeloppet enligt ovan utgå med viss procent av Bashyran enligt följande 

grunder. Bashyran ska till 100 % indexeras och anpassas till indextalet för oktober 2022 vid tillträde 

senast 2023-06-30 och oktober 2023 vid tillträde från och med 2023-07-01, d.v.s. Bastalet. Skulle 

indextalet någon påföljande oktobermånad ha ändrats i förhållande till Bastalet, ska justering göras 
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med det procenttal varmed indextalet ändrats i förhållande till Bastalet. Justering av indextillägget 

uppåt eller nedåt ska ske fr.o.m. 1 januari efter det att oktoberindexet föranlett omräkning.    

13. FASTIGHETSSKATT  
I den mån de delar av fastigheten som utgörs av lokaler blir eller är skattepliktig till fastighetsskatt 

ska Hyresgästen samtidigt med hyran till Hyresvärden betala ersättning för fastighetsskatt enligt 

följande;  

Hyresgästen ska utöver i avtalet angivet hyresbelopp årligen betala ersättning för sin andel av vid 

varje tillfälle utgående fastighetsskatt för lokaler. Lokalens andel (dvs Hyresgästens förhyrda lokalyta 

av fastighetens totala uthyrningsbara lokalyta) är vid hyresavtalets tecknande 100 % av den totala 

utgående fastighetsskatten.  

Enligt de regler som gäller vid avtalets tecknande är ersättningen vid hyrestidens början okänd. 

Hyresgästens andel kan komma att förändras om fastighetens uthyrningsbara lokalyta förändras. 

14. MERVÄRDESSKATT  
Hyresvärden är skattskyldig för mervärdesskatt (moms) för uthyrning av lokaler. Till den avtalade 

bashyran, liksom på tillägg till hyran, skall Hyresgästen samtidigt med hyreslikviden erlägga vid varje 

tillfälle gällande moms. 

15. EL, VÄRME, VARMVATTEN OCH VENTILATION 
Hyresvärden tillhandahåller, ombesörjer och bekostar samtliga installationsarbeten som behövs för 

att Hyresgästen ska kunna teckna och använda egna abonnemang för förbrukning av rubricerade 

medier. Hyresvärden iordningställer och bekostar att erforderliga mätare finns installerad. 

Hyresgästen har eget abonnemang för förbrukning av rubricerade media.  

16. AVFALLSHANTERING 
Hyresgästen ska svara för och bekosta borttransport av avfall som härrör från den verksamhet som 

hyresgästen bedriver i lokalen.  

17. SNÖRÖJNING OCH SANDNING 
Hyresvärden ansvarar och bekostar snöröjning på hela Hyresobjektets tak, inklusive borttagning av 

istappar. Hyresgästen ansvarar och bekostar för snöröjning samt sandning/sopning av hyresobjektets 

gårdsytor.  

18. DATA OCH TELEFONI 
Hyresvärden ombesörjer och bekostar inkoppling på fibernät, telefoni och data i enlighet med 
Tekniska beskrivningen, bilaga 2. Hyresgästen tecknar egna abonnemang avseende data och telefoni. 

19. ÄNDRINGS- OCH TILLÄGGSARBETEN (ÄTA-ARBETEN) INNAN TILLTRÄDE 
För det fall Hyresgästen framställer önskemål om ändrings- och/eller tilläggsarbeten som inte 

omfattas av Hyresvärdens åtagande enligt Hyreskontraktet ska Hyresvärden till Hyresgästen 

framställa en skriftlig redogörelse för kostnaden för det aktuella arbetet samt eventuell påverkan 

som arbetet kan få i förhållande till övrigt färdigställande av Hyresobjektet. 
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Hyresgästen har därefter att ta ställning till kostnad och tidspåverkan och hur man önskar ta detta 

vidare. Hyresvärden har inte rätt att vägra utföra ÄTA-arbeten om Hyresgästen accepterar villkoren 

enligt framställan. Hyresvärdens framställda kostnadsberäkning ska vara baserad på självkostnad, dvs 

kostnad för material samt för bygg- och/eller monteringsarbete.  

Innan arbetet påbörjas ska parterna skriftligen i tilläggsavtal reglera överenskomna ÄTA-arbeten 

avseende hur arbetet ska genomföras, vad kostnaden är samt eventuell tidspåverkan på 

Tillträdesdagen för att kostnadsansvar ska föreligga för Hyresgästen och för att eventuell påverkan av 

Tillträdesdagen ska vara giltig. Faktura avseende tillkommande eller avgående kostnad får tidigast 

ställas ut efter Tillträdesdagen, dock senast två (2) månader efter Tillträdesdagen med 60 dagars 

betalningstid, för att Hyresgästen ska vara betalningsskyldig.  

I Hyresvärdens åtagande avseende skriftligen reglerade ÄTA-arbeten ingår även samtliga arbeten, 

inklusive förberedande arbeten, ändrings- och tilläggsarbete, samt erforderligt material, som är 

nödvändiga för att ÄTA-arbetena och Hyresobjektet på Tillträdesdagen ska uppnå ett 

funktionsdugligt och gott skick för Hyresgästens verksamhet, i enlighet med gällande lagar, 

förordningar, myndighetsföreskrifter och beslut.  

20. ARBETEN INOM HYRESOBJEKTET EFTER TILLTRÄDET 
Hyresgästen äger rätt att utföra arbeten och förändringar inom Hyresobjektet så länge dessa inte 

inverkar på byggnadernas bärande delar eller för fastighetens funktion viktiga installationer för el, 

brandskydd, vatten och ventilation.   

21. UNDERHÅLL 
Hyresgästen ska utföra och bekosta erforderligt inre underhåll i lokalen av ytskikt på golv, väggar och 
tak samt av egen butiksinredning. Hyresvärden ansvarar för och bekostar övrigt underhåll och service 
av Hyresobjektet. Med underhåll avses även utbyte av sådant som är förbrukat. Hyresgästen svarar 
för utbyte av ljuskällor i butik, kallhall och personalutrymme.  

22. SKYLTAR 
Hyresgästen äger rätt att vid var tid skylta Hyresobjektet på så sätt som är sedvanligt för dennes 

verksamhet. Vid avtalets tecknande gäller fasadritning, bilaga 1b, för skyltning.  

Hyresgästen har en exklusiv rätt, men ej skyldighet, att sätta upp pylon inom Hyresobjektet 

23. HYRESOBJEKTETS SYNLIGHET 
Hyresvärden är medveten om att Hyresobjektets synlighet och förmåga att attrahera kunder är av 

synnerlig vikt varför Hyresvärden förbinder sig att ej vidta åtgärder, eller låta andra vidta åtgärder, 

inom fastigheten eller andra omkringliggande fastigheter (i det fall Hyresvärden äger rådighet över 

sådana) som försämrar Hyresobjektets synlighet.  

24. FÖRSÄKRINGAR 
Det åligger Hyresvärden att teckna sedvanlig fullvärdes fastighetsförsäkring avseende den fastighet 

inom vilken Hyresobjektet är beläget. Hyresgästen är skyldig att teckna och vidmakthålla en 

företagsförsäkring avsedd för den egna verksamheten.  
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25. ANDRAHANDSUTHYRNING OCH ÖVERLÅTELSE 
Hyresvärden äger inte rätt att neka överlåtelse av hyresrätten utan synnerliga skäl, koncernintern 

överlåtelse är alltid på förhand godkänd. Andrahandsupplåtelse av hela eller delar av Hyresobjektet 

är på förhand godkänd så länge detta inte är till men för Hyresvärden.  

26. NEDSÄTTNING AV HYRA 
Nedsättning av hyran för hinder eller men i nyttjanderätten till följd av att Hyresvärden låter utföra 

sedvanligt underhåll av Hyresobjektet eller fastigheten i övrigt utgår enligt hyreslagens regler.  

27. FORCE MAJEURE 
Parterna fritar sig från skyldighet att fullgöra sin del av Hyresavtalet och från skyldighet att betala 

skadestånd om parts åtagande inte alls eller endast till onormalt hög kostnad kan fullgöras på grund 

av krig eller upplopp, på grund av sådan arbetsinställelse, blockad, eldsvåda, explosion eller ingrepp 

av offentlig myndighet som part inte råder över och inte heller kunnat förutse.  

28. BRANDSKYDD 
Hyresvärden ansvarar på egen bekostnad för anordnande, installation och underhåll av allt tekniskt 

brandskydd som är hänförligt till Hyresobjektet. Hyresvärden ansvarar vidare för att lokalen vid 

hyrestidens början uppfyller det krav på brandskydd som för avsedd användning av lokalen följer av 

gällande regler samt upprättande av lokalens utrymningsplan. 

Hyresvärd och Hyresgäst ansvarar gemensamt för fastighetens systematiska brandskydd enligt Lagen 

om skydd mot olyckor (2003:778). Hyresvärd och Hyresgäst ska på begäran av den andre lämna de 

uppgifter som denne behöver för att kunna fullgöra sin skyldighet enligt lagen.  

Vid ombyggnad eller ändringar i lokalen som medför att brandskyddet påverkas ska parterna skriftligt 

informera varandra för att ge den andre möjlighet att revidera fastighetens branddokumentation. 

Kostnaden för ändring av brandskyddsdokumentation ska bäras av den part som varit initiativtagare 

till förändringen. 

Hyresgästen ansvarar för underhåll av lokalens utrymningsplan, utrymningsvägar, uppskyltning. Den 

av parterna som bryter igenom en brandcellsgräns, med rör eller annat, ansvarar för att brandtätning 

utförs 

29. SEKRETESS 
Parterna är överens om att inte bereda utomstående insyn i detta avtalsförhållande. Dock ska 

hyresnämnd och prövning däri samt andra av hyresförhållandet berörda myndigheter inte omfattas 

av denna bestämmelse. Teknisk beskrivning, bilaga 2, får dock i nödvändig omfattning delges 

parternas respektive entreprenörer eller konsulter.  

30. SKRIFTLIGHET  
Hyresavtalet utgör vid tecknandet fullständig reglering av hyresförhållandet. Alla eventuella 

förändringar ska regleras skriftligen och behörigen undertecknas av båda parter för att vara gällande.  

31. ÅTERSTÄLLANDE VID AVFLYTTNING 
Senast vid hyresförhållandets upphörande ska hyresgästen, om inte annan överenskommelse 

träffats, bortföra honom tillhörig egendom och avstädat lokalerna. Hyresgästen ska medtaga sina 
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installationer och inredning som hör till Hyresgästen verksamhet såsom butiksinredning, rullfack, 

grenställ, pallställ mm.  

32. BORGENSFÖRBINDELSE  
Detta hyresavtals giltighet är beroende av att 3 G G G INVEST AB, org. nr. 556734-0418, undertecknar 

borgensförbindelse såsom för egen skuld för Hyresvärdens fullgörande och åtaganden i enlighet med 

detta Hyresavtal fram till Öppningsdagen (för definition av öppningsdag se p.11) och tills dessa 

fullgörande och åtaganden avseende perioden fram till Öppningsdagen är slutligt reglerade mellan 

parterna.    

33. FÖRETRÄDESORDNING KONTRAKTSHANDLINGAR 
Vid eventuella motstridigheter mellan i Hyresavtalet ingående handlingar ska dessa gälla i fallande 

ordning.  

1. Teknisk beskrivning, bilaga 2 

2. Ritningar, bilaga 1 a-c 

3. Hyresavtalet, detta formulär 

 

Detta Hyresavtal har upprättats i två exemplar varav parterna har tagit varsitt. 

Askersund den 25 maj 2022   Stockholm den 25 maj 2022 

5G DESIGN AB    Byggmax AB 

 

___________________________________  ___________________________________ 

Jonas Gylling    Mattias Ankarberg / Helena Nathhorst  

 

 

BORGENSFÖRBINDELSE 

5G DESIGN AB, org. nr. 556766-9121 (Hyresvärd) och Byggmax AB, org. nr. 556645-6215 (Hyresgäst) 

har ingått ett Hyresavtal avseende förhyrning av Hyresobjekt inom fastigheten Askersundsby 1:36.  

3 G G G INVEST AB, org. nr. 556734-0418, svarar såsom för egen skuld för Hyresvärdens fullgörande 

och åtaganden fram till Öppningsdagen i enlighet med detta Hyresavtal.     

 

Askersund den 25 maj 2022 

3 G G G INVEST AB 

___________________________________                      

Martina Gylling 
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SITUATIONSPLAN

2021-08-27

1A
RITNING

PROJEKT BESKRIVNING

DATUM.

RITAD AV

SENAST ÄNDRAD SKALA

2022-03-18
REV.NR.

BILAGA

ASKERSUND M

464m2

50m2794m2

6722m2 Joris Zainuddin

Byggmax AB
Armégatan 38
171 71 SOLNA

4697m2
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MARKSTEN

MURSTEN

MURBLOCK

PLINT

Buffert Buffert

N
BESKRIVNING

In/ Utfartsbom

1.5

2021-08-27

Enkel grenställ
med tak
Fundament
1700x3400

Dubbel grenställ
med tak
Fundament
2900x3400

Linjemålning

Påkörningsskydd/
Pollare, höjd ca 1m

In/ Utfartsbom

In/ Utfartsgrind

Container/
Återvinning

Försäljningsytor
för sten/ plint

Körfält/ mätfil

1:400 A3

717m2

Staket
(gräns förhyrd yta)

Gräns förhyrd yta
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RITNING

M

PROJEKT

ASKERSUND

BESKRIVNING

FASTIGHETSBET.

DATUM.

RITAD AV

SENAST ÄNDRAD SKALA

2022-03-18

Joris Zainuddin
REV.NR.

BILAGA

BESKRIVNING

UTVÄNDIG FÄRGSÄTTNING

TAK SVART RAL 9005
FASADPLÅT SILVERMETALLIC RAL 9006
HÖRNPLÅT MÖRK SILVERMET. RAL 9007
SKYLT GUL RAL 1018
SKYLT RÖD RAL 3028

Byggmax AB
Armégatan 38
171 71 SOLNA

2 000

20 300

40 019
7 500

7 
65

0

55
0

4 
01

1

5 
01

0

6 000

40 400

50 000

2 
90

0

6 
41

4

6 100

7 719

FASAD MOT VÄST

FASAD MOT ÖST

FASAD MOT SÖDER

FASAD MOT NORR

VEPA
3x2m

VEPA
3x2m

VEPA
3x2m

VEPA
3x2m

VEPA
3x2m

FASAD-BUTIK

2021-08-27

1:200 A3 1.2

1B
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RITNING

M

PROJEKT

ASKERSUND

Byggmax AB
Armégatan 38
171 71 SOLNA

BESKRIVNING

FASTIGHETSBET.

DATUM.

RITAD AV

SENAST ÄNDRAD SKALA

2022-03-18

Joris Zainuddin
REV.NR.

BILAGA

Beskrivning el/data

01

02

03

04

05

06

07

08

09

10

11

12

13

14

15

4st el-uttag 230V*
Dataskåp 19” höjd 800 mm ventilerad
och låsbar front. monteras uppe vid taket.
patchpanel. inkommande fiber monteras i
skåpet.

16st el-uttag 230V*
Monteras på vägg +2100mm
Kopplas på butikens belysnings manöver.

2st el-uttag 230V*
Monteras på vägg +1500mm

2st RJ45 data-uttag
2st el-uttag 230V*
monteras i tak och kopplas till
patchpanelen.

2st el-uttag 230V*
1st el-uttag 400V/16A*
Monteras på vägg +1500mm

Cat 6 skärmad (utomhuskabel)
10m hängs i taket och kopplas till
patchpanelen. (AP idnet)

230V/10A el-matning
Till bom/grind

2st el-uttag 230V* (kyl/frys)
2st el-uttag 230V* (med 30min timer)

10st RJ45 data-uttag
8st el-uttag 230V*
Kopplas/fördelas till 2st kassadiskar
och kopplas till patchpanel.

6st RJ45 data-uttag
8st el-uttag 230V*
monteras i fönsterbänkskanal +900mm
från golv, data kopplas till patchpanelen.

Kanalisation
För framtida data in till patchpanel

2st el-uttag 400V/32A*
Truckladdning, monteras på vägg
+1500mm från golv.

2st el-uttag 230V*
För rampbelysning, monteras på vägg
+2400mm fån golv.
Kopplas till belysnings-manöver.

 Med 1st ellutag menas 1st uttagsbrunn.*

2st RJ45 data-uttag
2st el-uttag 230V*
monteras på vägg +2400 och kopplas
till patchpanelen.

1st RJ45 data-uttag
monteras i tak och kopplas
till patchpanelen. (ap idnet)
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Bilaga 2 

Teknisk beskrivning 
Innehållsförteckning 
 

 

1. Generellt 
1.1  Viktiga måttangivelser 
1.2 Hyresobjektets olika fysiska delar 
1.3  Myndigheter 
1.4  Arbeten som skall samordnas av Hyresvärden  
 
2. Mark och utvändiga ytor 

2.1  Markarbete och skalskydd 
2.2  Beläggningar  
 

3. Grundläggning och Stomme 
3.1  Grundläggning och geoteknik 
3.2  Utvändiga betongplattor 

3.3  Bjälklag i butik och kallhall 
3.4  Stomme 
3.5  Fasad 
3.6  Tak 
 
4. Stomkomplettering 
4.1  Utvändiga dörrar, fönster och partier 

4.2  Invändiga dörrar, fönster och partier 
4.3 Invändiga väggar 
 
5. Ytskikt och kompletteringar 
5.1  Kallhall, Drive-In  
5.2  Butik enligt punkt 1.2.3 

5.3  Personalutrymmen enligt punkt 1–6 

5.4  Skyltar 
 
6. VS 
6.1  Värme 
6.2  Vatten 
6.3  Sanitet 

 
7. Ventilation och kyla 
7.1  Ventilation 
 
8. El och Tele 
8.1  Kraft 
8.2  Belysning 

8.3  Tele/IT 
8.4  Styr 
 

9. Brandsäkerhet 
 
10. Säkerhet 
 

11. Bilagor 
11.1 Bomfundament 
11.2  Installationsanvisning för nätverk 
11.3 Grenställ 

11.4 Dörrkort 
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1. Generellt 
Denna tekniska beskrivning anger omfattning och kvalitetsnivå för Hyresobjektet och är en 

bilaga till Hyresavtalet. Hyresvärden tillhandahåller samtliga åtgärder i denna beskrivning om 

det inte uttryckligen står att Hyresgästen bekostar sidoentreprenaden.  

 

Hyresvärden ska i samband med uppstartsmötet presentera en tidplan till Hyresgästen för 

färdigställandet av Hyresobjektet. 

 

Till denna tekniska beskrivning finns följande ritningsunderlag: 

 

 

Ritning Bilagenummer Datum 

Situationsritning 1A 2022-03-18 

Fasad- och skyltritning 1B 2022-03-18 

El- och dataritning 1C 2022-03-18 

   

 

 

I de fall där det står angivet att Hyresgästen tillhandahåller underlag vid senare tillfälle 

hanteras detta via byggmöten/planeringsmöten, även om Hyresgästen tillhandahåller vissa 

handlingar svarar Hyresvärden alltid för att funktions- och myndighetskrav m.m. uppfylls vid 

utförandet.  

 

1.1 Viktiga måttangivelser 

Invändigt takhöjd butik: Minst 4,0 m till underkant takstol och installationer. 

Invändig takhöjd kallhall: Minst 6,0 m till underkant takstol och installationer. 

Entré till butik: Enligt ritningsunderlag, fri gånghöjd minst 2,2 m. 

Portar till kallhall: Bredd kortsida, minst 6,0 m  

Höjd minst 4,0 m. 

Skärmtak entré (nr:2): Framkant skärmtak, höjd takfot minst 2,5m 

Skärmtak (nr 1)                Framkant skärmtak, höjd takfot minst 6,4 m 

Skärmtak (nr 5 )               Framkant skärmtak, höjd takfot minst 5 m  

Luftvärmepump innedel: Lägsta höjd 3,5 m från golv till underkant. 

Luftvärmepump utedel:  På fasad i samråd med Hyresgästen. 

 

1.2 Hyresobjektets olika fysiska delar  

Hyresobjektet kan översiktligt delas in i följande delar. 

• Butik  

• Personalutrymmen 

• Kallhall, (Drive in)  

• Gård  

• Skärmtak  

1: Fristående skärmtak för rullfack med entresol. (virkefack/isolering) (Ska ha 

betongfundament)  

2: Integrerat skärmtak längs butiksfasad (Entré). (Ska ha asfalt lika gård).  

5: Integrerat skärmtak längs kallhallsfasad          (Ska ha asfalt lika gård). 

 

 

 

1.2.1 Butik 

I butiken finns ledstaplare (1,2 ton) för hantering av byggvaror såsom golv, kakel och klinker. 

Hela butiken är att betrakta som sälj- och lageryta förutom väl avgränsade och låsta 

personalutrymmen. Eventuella utrymmen för service av byggnadens installationer skall 

avskärmas från kunder. Butikens klimat skall anpassas för att klara tillämpliga 

myndighetskrav.  

 

 

 
 

1.2.2 Personalutrymmen i anslutning till butik 
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Personalutrymmet skall vara låst med ingång från butik och gård. Vid nyproducerade 

fastigheter placeras teknikutrymme (ventilation mm) ovanpå personaldelen. Vid anpassning 

av befintlig fastighet placeras teknikutrymme i samråd med Hyresgästen. 

 

1.2.3 Kallhall (Drive in) 

I kallhallen (Drive in) säljs tyngre väderkänsligt byggmaterial som kunderna hämtar och 

lastar på egen hand. I kallhallen kör privatbilar och motviktstruckar. Hela kallhallen är att 

betrakta som sälj- och lageryta. Observera att kallhallens portar står öppna året runt under 

butikens öppettider. Således kommer kallhallen att utsättas för vind, minusgrader, regn och 

snö. 

 

1.2.4 Gård  

På gården kör kunder med egen bil, Hyresgästens personal med motviktstruckar (upp till 6 

ton) och lastbilar upp till 24 m med gods. På gården finns ett antal olika typer av pallställ och 

skärmtak, samtliga fungerar som lager och säljplats. Hela gården är att betrakta som sälj- 

och lageryta. Hänsyn måste tas till att minderåriga och personer med funktionsnedsättningar 

frekvent vistas inom området. Det får inte finnas platser som föranleder fallrisk, klämrisk, 

kraftiga marklutningar med mera.  

 

1.2.5 Skärmtak 

I skärmtak säljs byggmaterial som kunderna hämtar och lastar på egen hand. Skärmtaken är 

att betrakta som sälj- och lageryta. Samtliga skärmtak (integrerade och fristående) inkl. ev. 

entresolplan bekostas och monteras av Hyresvärden. Hyresvärden ansvar för beställning och 

konstruktionsritningar i samråd med skärmtaksleverantör. I skärmtak med entresolplan ska 

entresolplanet dimensioneras för en nyttolast på minst 3 kN/m2. 

 

 

Vid fristående skärmtak (inkl. ev. entresol) ska Hyresvärden anlita av Hyresgästen utsedd 

skärmtaksleverantör. Skärmtak utförs i enlighet med avtalsritningar.  

 

  

1.3 Myndighetslov 

Hyresvärden ansvarar för att uppfylla samtliga myndighetslov så som tex bygg- och skyltlov 

samt att byggnationen följer tillämpliga byggnormer och övriga krav.  

 

Om Hyresvärden upptäcker att Hyresgästen krav är lägre än byggnorm skall Hyresgästen 

meddelas skriftligen och byggnorm därefter följas. 

 

1.4. Arbeten som skall samordnas av Hyresvärden 

Hyresvärden tar över och samordnar de av Hyresgästen tillhandahållna entreprenader, såsom 

tex. montage av tung inredning på gård och kallhall (grenställ, rullfack, pallställ) samt 

butiksinredning. Dessa arbeten ska vara utförda till Tillträdesdagen enligt Hyresavtalet om 

inget annat skriftligen avtalas. Hyresgästens entreprenörer ska ha ID06-kort. Hyresvärdenen 

ansvarar för BAS-P och BAS-U. 
 

 

Två veckor innan Tillträdesdagen skall Hyresvärden säkerställa att samtliga skärmtak, inkl. ev 

entresol, är färdigställda. Vidare ska gården vara asfalterad samt betongplattor för grenställ 

färdigställda så att Hyresgästens leverantör av grenställ och rullfack kan beredas plats för 

montage.  

 

Två veckor innan Tillträdesdagen skall Hyresvärden även säkerställa att butiken och kallhall är 

färdigställd till den nivån att Hyresgästens leverantör av butiksinredning och pallställ kan 

beredas plats för montage av komplett butiksinredning.  
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2. Mark och utvändiga ytor 
 

2.1 Markarbete och skalskydd 

• Markarbeten utförs i erforderlig omfattning för att säkerställa funktion enligt 

avtalsritningar. Eventuellt behov av terrassering skall utföras på ett sådant vis att 

flödet av fordon genom anläggningen inte hindras. 

• Dränering, avrinning och dagvatten skall utföras på erforderligt vis. Det är synnerligt 

viktigt att Hyresvärden säkerställer ett bra fall och dräneringsbrunnar. 

• Samtliga skärmtak skall ha anslutningspunkt(er) för takavvattning. 

• Galvaniserat nätstängsel, höjd 2,0 meter med tre rader taggtråd i överkant och 

grindar utförs i omfattning och med mått enligt avtalsritning. Grindar skall kunna 

fixeras i marken både i öppet och stängt läge. 

• In- utfartsbommar för kundstyrning tillhandahålls, monteras och bekostas av 

Hyresgästen.  

• Hyresvärden ansvarar för fundament och elanslutning till in-utfartsbommar enligt el-

och dataritning, situationsritning samt bilaga 11.1 Bomfundament för specifikation på 

anslutning och fundament.  

• Påkörningsskydd på gårdsyta i form av fasta pollare, i metall eller betong med 

reflexmarkering, höjd ca 1,0 m eller dylikt monteras enligt avtalsritning t.ex. vid 

kallhallsportar, butiksentré/gångdörrar, ytterhörn på fastigheten. 

 

2.2 Beläggningar 

• Körytor dimensioneras för tung trafik motsvarande, BK1. 

• Hela gårdsytan, parkerings- och körytor beläggs med asfaltsbeläggning. 

Beläggningsklass och underbyggnad anpassas efter klimatzon samt geotekniska 

förutsättningar på platsen. 

• Avslutningar av asfaltsytor utförs i nivå 0 mot skärmtak, lastfördelningsplattor till 

grenställ samt in/utfart till kallhall. Övriga ytor utförs om möjligt utan betongkantsten.  

• Linjemålning utförs med vit trafikmassa på gårdsyta, parkering samt i kallhall enligt 

situationsritning tillhandahållen av Hyresgästen. 

 

3. Grundläggning och Stomme 
 

3.1 Grundläggning och geoteknik 

• Byggnadsdelarnas stomme samt golv grundläggs på ej tjälskjutande underlag och 

anpassat för markens geotekniska egenskaper.  

• Uppvärmda byggnadsdelar utförs med isolerad platta på mark i enlighet med punkten 

ovan. 

• Hyresvärden ansvarar för att genomföra en geoteknisk undersökning som fastslår hur 

samtliga byggnadsdelar skall grundläggas utifrån angiven avtalsritning. Samtliga 

kostnader för grundläggning ingår i Hyresvärdens åtagande. 

 

3.2 Utvändiga betongplattor 

• Armerad betongplatta för skärmtak utförs på ej tjälskjutande underlag och 

dimensioneras för att klara vind och nyttolaster enligt underlag från skärmtaks-

leverantör. Eventuella tjälskador på plattor skall åtgärdas på Hyresvärdens bekostnad.  

• Bultkorgar/ingjutningsgods för skärmtak sätts i samband med gjutning.  

• Armerade lastfördelningsplattor för grenställ ska utföras i omfattning som redovisas på 

situationsritningen. Enkla plattor 3400 x 1700 mm eller dubbla plattor 3400 x 2900 

mm c/c 6000 mm. Plattorna dimensioneras för att klara vind och nyttolaster enligt 

bilaga 11.3 Grenställ. 

• Fundament för bom vid in-/utfart ingår i den omfattning som redovisas på 

avtalsritningen samt enligt bilaga 11.1 bomfundamentet ska ligga minst 20mm över 

färdig asfalt samt långsida skall vara i bommens riktning.  

• Matningen ska vara avsäkrad med huvudströmbrytare vid el-central. Det skall vara en 

kabel från varje huvudströmbrytare till varje bomfundament. Kabel till varje 

fundament ska vara uppmärkt med vilken huvudströmbrytare den tillhör. 
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• I de fall skyltmast skall byggas säkerställer Hyresvärden fundament samt 

framdragning av el till belysning. 

 

Vid större nivåskillnader i mark kan upp till 100 mm nivåskillnad mellan asfalt och 

betongplattor för skärmtak och grenställ godkännas, dock endast efter skriftlig 

överenskommelse. 

 

3.3 Platta på mark i butik och kallhall samt skärmtak. 

• Plattorna i butik och kallhall samt integrerat skärmtak dimensioneras för en nyttolast 

på 10 kN/m2, samt för relevant trucktrafik (6 ton).  

• Platta på mark för kallhall och butik isoleras på erforderligt vis. 

• Betongplattan i butiksdelen ska slipas.  

• Betongplattan i kallhall stålglättas. 

• Betongplattorna i kallhall och butik ska dammbindas. 

 

3.4 Stomme 

• Byggnaderna uppförs med bärande stomme enligt konstruktionshandlingar för 

respektive byggdel. 

• Eventuella vindkryss monteras i väggliv. Beakta utvändig tillgänglighet till utrymme 

under tak invid kallhallens långsida. 

• Stommen ska ha en vit kulör, lika invändiga sandwichväggar (RAL 9010) 

 

3.5 Fasad 

• Utvändig fasad ska ha kulör RAL 9006, detaljer, knutar, fönstersmygar inkl. 

omfattningar av fönster och dörrar i RAL 9007. 

• Myndighetskrav följs och kontrolleras mot byggnadens energiberäkning.  

• Butik, ytterväggarna utförs med liggande sandwichpanel med ett U-värde på minimum 

0,19 W/m2 K. 

• Kallhallens ytterväggar utföras med fasadplåt, VP 18, eller likvärdigt. 

• Utformning av fasad vid entréparti utförs enligt ritningsunderlag. 

 

3.6 Tak 

• Byggnadens tak utförs enligt gällande normer för att säkerställa rätt inomhusklimat i 

butiksdel (fritt från kondens i butik). 

• Tak i kallhall utförs med, kondensskyddad plåt. 

• Avvattning av tak med utvändiga rännor och rör kopplas till dagvattenledning, detta 

gäller inte om byggnaden har ett förhöjt väggliv då rör dras invändigt.  

• Skärmtak 2 utmed entréfasad upprättas enligt avtalsritning med tillhörande 

takavvattning. 
 

4. Stomkomplettering 
 

4.1 Utvändiga dörrar, fönster och partier 

• Butiksbyggnaden utförs i Skyddsklass 1.  

• Entrépartier utförs med aluminiumpartier glasade med isolerrutor. Bestyckad med 

dörröppning samt radar. Fri gånghöjd skall vara minst 2,2 m, fri gångbredd enligt 

fasadritning. U-värdet skall ej överstiga 1,2 W/m2 K. 

• Personalentré utförs som slagdörr med dörrstopp, U-värdet skall ej överstiga 1,2 

W/m2 K. Insidan på denna dörr får ej agera köldbrygga alt utformad för att hindra 

detta.  

• Portar i kallhall utförs som takskjutportar med motordrift och markslingor.  

• Gångdörrar i kallhall, utförs som slagdörrar med dörrstängare och dörrstopp. 

• Samtliga dörrar och portar skall vara förberedda för installation av lås och larm. 

• Dörrar/portar i ytterfasad ska även vara försedda med nattlås inkl. tillhörande 

microbrytare. (Gäller ej takskjutportar).  

• Fönster monteras med mått och placering enligt avtalsritning, fönstren skall ha ett U-

värde som ej överstiger 1,2 W/m2 

• Samtliga dörrar/portar/fönster utförs enligt kraven i gällande brandskyddsbeskrivning 
för fastigheten. 
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4.2 Invändiga dörrar, fönster och partier 

• Invändiga dörrar i personalutrymmet utförs i träfiber, levereras fabriksmålade 

standard vita med vita karmar, mått och placering enligt ritning. 

• Dörr mellan butik och personalutrymme skall vara lägst enligt klass SSEN 1627 RC 2. 

• Pardörr i stål mellan kallhall och butik enligt situationsritning. 

• Dörrar och portar ska vara bestyckade med låskista, handtag och beslag(trycken) 

enligt bilaga 11.4 Dörrkort. 

• Samtliga dörrar/portar/fönster utförs enligt kraven i gällande brandskyddsbeskrivning 

för fastigheten. 

 

4.3 Invändiga väggar 

• Kulör invändiga väggar RAL 9010 (gäller även sandwichväggar) 

• Sandwichpanel på omslutande väggar till personalutrymme kan accepteras. 

• Invändiga väggar i personalutrymmen byggs med en regelstomme samt ett lager OSB 

och ett lager gips på vardera sida med ljudkrav för väggar enligt BBR, ljudklass C 

enligt SS 25267. 

 

 
5. Ytskikt och kompletteringar 
 

5.1 Kallhall, Drive-In 

Golv:  Stålglättad betongyta som dammbinds. 

Väggar:  Sandwichpanel lika butik alternativt med fasadplåt. Betongsockel/ 
bröstningselement obehandlad. Väggar ej försedda med bröstningselement 

skyddas mot påkörning med skikt av 12 mm formplywood. Vid etablering i 

befintlig lokal målas väggarna vita. 

 

5.2 Butik enligt punkt 1.2.3  

 

5.2.1 Entré 

Utvändigt: Dränerat grusfång med skrapgaller utanför entrépartiet, typ Veland eller 

likvärdigt. 

Övrigt:  Luftridåaggregat ovan entrépartier inkl. matning (el och eventuellt vatten). 

 

5.2.2 Butik 

Golv:  Slipad betongyta som dammbinds. 

Väggar:  Sandwichpanel insida fabrikslackerad vit, RAL 9010. Eventuell betongsockel 

lämnas obehandlad. Vid etablering i befintlig lokal målas väggar vita. 

Sockel:  Träsockel fabriksmålad vit, alternativt fogmassa i skarv mellan golv och vägg. 

 

5.2.3 HWC i butik 

Golv:  Klinker, mörkgrå i slittålighetsklass 5. 

Väggar:  Målad glasfiberväv. 

Sockel:  Klinkersockel. 

Tak:  Demonterbart undertak med akustikskivor i bärverk. 

Övrigt:  Handfat med blandare, larm, skylt och toalettarmstöd med 

toalettpappershållare, Spegel, pappershanddukshållare, toalettpappershållare, 

Stänkskydd bakom handfat av kakel.  

 

5.3 Personalutrymme i anslutning till butik 1–6 

 

5.3.1 Kontor 

Golv:  Klinker, mörkgrå i slittålighetsklass 5. 

Väggar:  Målad glasfiberväv i ljus kulör. 

Sockel:  Träsockel fabriksmålad vit. 
Tak:  Demonterbart undertak, tak med akustikskivor i bärverk. 

 

5.3.2 Omklädningsrum 
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Golv:  Klinker, mörkgrå i slittålighetsklass 5. 

Väggar:  Målad glasfiberväv i ljus kulör. 

Sockel:  Träsockel fabriksmålad vit. 

Tak:  Demonterbart undertak med akustikskivor i bärverk. 

Övrigt: Handfat med blandare. Spegel, pappershanddukshållare, handdukshängare, 

krok och papperskorg. Stänkskydd i kakel bakom handfat. 

 

 

5.3.3 Våtutrymmen 

Golv:  Klinker, mörkgrå i slittålighetsklass 5. 

Väggar:  Kakel i våtzon, målad glasfiberväv i övrigt. 

Sockel:  Klinkersockel. 

Tak:  Demonterbart undertak med akustikskivor i bärverk. 

Övrigt:  Spegel, pappershanddukshållare, toalettpappershållare, handdukshängare, krok 

och papperskorg monteras i WC. Stänkskydd bakom handfat av kakel. Blandare 

och duschslang, stång för duschdraperi, avlastningsyta samt krok monteras i 

duschutrymmet.  

 

5.3.4 Lunchrum 

Golv:  Klinker, mörkgrå i slittålighetsklass 5 

Väggar:  Målad glasfiberväv i ljus kulör. 

Sockel:  Träsockel fabriksmålad vit. 

Tak:  Demonterbart undertak med akustikskivor i bärverk. 

Övrigt:  Minikök, Kyl/frys, diskbänk, spis med två plattor och komfortvakt, diskmaskin 

och micro, uttag med timer till kaffebryggare. 

 

 

5.3.5 Förråd  

Golv:  Klinker, mörkgrå i slittålighetsklass 5.  

Väggar:  Målad glasfiberväv i ljus kulör. 

Sockel:  Träsockel fabriksmålad vit. 

Tak:  Demonterbart undertak med akustikskivor i bärverk.  

Övrigt:  Dataskåp 19” höjd 800 mm ventilerad och låsbar front. Monteras uppe vid taket 

inkommande fiber monteras i skåpet samt 8 uttagsbrunnar 230v.  

 
 

5.3.6 Teknikrum 

Golv:  Plastmatta med sockeluppvik i område för läckagerisk, spånskiva i övrigt. 

Väggar:  Målade gipsväggar/ytterväggar. 

Övrigt:  Brunn för kondensvatten samt eventuell trappa från personaldel (nyproduktion). 

 

5.4 Skyltar 

• Kraftmatning för belysning av skyltar skall ske enligt omfattning som anges i fasad- 

och skyltritning.  

• Armaturer monteras, installeras och förses med arbetsbrytare. Även armaturer ska 

ingå. 

• Konstruktion för takskylt och bakomliggande konstruktion för entréportal inklusive 

dess fästen ansvarar och bekostas av Hyresvärden. 

• Hyresgästen utför och bekostar montering av skyltar enligt gällande skyltlov samt 

enligt kompletterande skyltunderlag gällande vepor etc. 
 

 
6. VVS 

• Installationer utförs enligt gällande myndighetskrav. 

• Energihushållning enligt myndighetskrav. 

• Alla installationer utförs synliga och obehandlade om annat ej är angivet. 

• Material med lämplig fabriksbehandling väljs i kontors och personalmiljö. 

 

 
 

 

6.1 Värme 
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• Fjärrvärme med vattenburen golvvärme eller värmepump (luft/vatten, berg 

/jordvärme) med vattenburen golvvärme. Värmeåtervinning skall nyttjas via 

ventilation. 

• Uppvärmning via luft/luft värmepumpar kan accepteras i samråd med Hyresgästen. 

• I personalutrymmen sker uppvärmningen via golvvärme alt. med radiatorer. 

• Värme i personaldel och butik skall kunna regleras oberoende av varandra. 

• Vid kundentré och kundutgång monteras luftridåaggregat, ej vid lagerdörr mot 

kallhall. 

• Fläktar för temperaturutjämning monteras i butikens tak, antal efter butiksyta. 

 

6.2 Vatten 

• Kall- och varmvatteninstallation enligt gällande myndighetskrav. 

• Anslutning till kommunens servis i tomtgräns. 

• Plats för vattenmätare i anslutning till inkommande vatten i personaldel. 

• Varmvatten alstras via elektrisk varmvattenberedare alternativt genom anslutning till 

installerat värmesystem. 

• Vattenutkastare och golvbrunnar monteras invändigt och utvändigt enligt 

situationsritning.  

 

6.3 Sanitet 

• Sanitetsinstallation enligt gällande myndighetskrav. 

• Anslutning till kommunens servis i tomtgräns. 

 
 

7. Ventilation och kyla 
 

7.1 Ventilation 

• Installationer utförs enligt gällande myndighetskrav (Termisk komfort). 
• FTX-aggregat med roterande värmeväxlare för värmeåtervinning, el alternativt 

vattenburet värmebatteri via värmepump. 

• Ventilationskanaler och don monteras i tak, kanaler i förzinkat utförande. 

• Möjlighet till låg energiförbrukning genom CO2-givare i butik. 

• Friskluftsintag/tilluft och frånluft installeras på lämpligt vis i personaldel med 

luftomsättningshastighet enligt gällande myndighetskrav. 
 

 

8. El och Tele 
 

8.1 Kraft 

• Serviskabel ansluts till huvudcentral, anläggningen förses med egen mätning. Vid 

etablering där uppvärmning sker med fjärrvärme skall huvudsäkringen vara minst 80 

ampere för att klara truckladdningen. Vid etablering där anläggningen värms upp med 

någon form av värmepump skall huvudsäkringen vara på 100 ampere. Observera att 

eltruckar används på anläggningarna och att dessa laddas både dagtid och nattetid.   

• El-central placeras enligt senare anvisning från Hyresgästen. 

• I butik och kallhall monteras galvaniserade kabelstegar under tak. Kabelstege ska 

placeras ovan, underkant takbjälke, så högt som möjligt i anslutning mot tak. Detta 

för att möjliggöra placering av gods på översta raden på pallställ. 

• Kraftmatning till kassaplatser enligt avtalsritning. 

• I butik monteras totalt ca 50 uttagsbrunnar 230v utifrån avtalsritning.  

Var av det monteras dubbla uttagsbrunnar på var 10:e meter på innerfasadfasad runt 

om butiken (avser belysning till inredning, 130 armaturer á 50w).  

• I personaldel monteras ca 20 st allmänna uttagsbrunnar 230v utöver det som är 

nödvändigt för personalutrymmets basala funktion (matning till spis, kaffekokare etc). 

• I kontor monteras fönsterbänkskanal med 8st uttagsbrunnar 230v samt 6st datauttag 

enligt el- och dataritning. 

• I kallhall monteras 4 st uttagsbrunnar 230v. 
• Matning till skärmtak, kallhall, bommar, mätbänk, rullfack, grenställ samt skyltar 

enligt situationsritning och fasadritning. 

• Två trefas 400 v, 32A cee-uttag monteras i kallhall laddplats för el-truck. 
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• Elhandelsavtal bestäms av Hyresgästen. 

• Brytare för styrning av belysning i butik och kallhall placeras i anslutning till 

personalentrén. 

• Samtliga uttag och brytare ska märkas upp (vit etikett med svart text). Det ska gå att 

härleda grupptillhörighet samt vilken del av belysningen som respektive brytaren styr. 

 

8.2 Belysning 

Belysning skall vara LED belysning från Osram eller motsvarande kvalitet. 

Belysningsstyrkor minst enligt krav nedan: 

• Belysningen ska ha ett vitt-ljus, 4 000 k. 

• Butik 600 lux. 

• Kontor och personalutrymmen 300 lux. 

• Arbetsplatser i kontor och räkningsrum 500 lux genom nedpendla arbetsbelysning. 

• Entré 500 lux. 

• Mätfiler (utfartsfiler vid entrén) 200 lux. 

• Utanför portar till kallhall 200 lux. 

• Under skärmtak 200 lux. 

• Vid grenställ 200 lux. 

• Skärmtak vid rullfack, övervåning, 200 lux. 

• Skärmtak vid rullfack, framkant undervåning, 200 lux. 

• Vid mätbänk, 200 lux. 

• Inne i kallhall 300 lux. 

• Parkering och övriga gårdsytor 25 lux. 

• Gårdsbelysning från armaturer på fasad i första hand, som alternativ monteras 

belysning på skärmtak, grenställ och i sista hand belysningsmaster.  

• Utvändig belysning styrs via tidur. Skyltbelysningen ska ligga på ett separat, eget 

tidur.  

• Till skyltbelysningar utförs kraftmatning med arbetsbrytare samt montering och 

installation av armaturer för skyltbelysning.  

 

Hyresvärden redovisar ljusberäkning för anläggningen som skall godkännas av Hyresgästen. 

Ljusberäkningen skall innehålla minst följande information: 

 

• Ovan angivna luxtal skall uppmätas 1,6 meter ovan golv/mark. 

• Typ av belysning, fabrikat och kapacitet i lm för valda armaturer. 

• Antal armaturer samt placering i butik, kallhall och på gård. 

• Total installerad effekt i butik, kallhall och på gård. 

• Intensitetskarta i butik, kallhall och på gård. 

 

8.3 Tele/IT 

• Kanalisation och kablage monteras för tele och data inom personalutrymmen och butik  

• Nätverkskablaget och nätverksuttag ska vara uppmärkta. Det ska gå att härleda 

respektive uttag till patchning i swichen. (vit etikett med svart text). 

 

8.4 Styr 

• Samtliga reglage skall placeras utom räckhåll för obehöriga. 

• Matningar till apparatskåp för fläktaggregat. 

• Fläktaggregat levereras internt färdigkopplade. 

• Extern dragning till givare. 

• Matning och inkoppling av luftvärmare och ridåvärmare. 

• Matning och inkoppling av temperaturutjämningsfläktar i butik. 

 
 

9. Brandsäkerhet 
 

Hyresvärden låter utföra en projektspecifik och för verksamheten anpassad 

brandskyddsdokumentation, enligt följande krav: 

• Butiks- och kallhallbyggnaden utförs i klass Br3. 
• Butiks- och kallhallbyggnaden har verksamhetsklass 2A. 

• I butiks- och kallhallbyggnaden vistas maximalt 150 personer samtidigt. 
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• Utrymningslarm eller brandlarm med koppling till larmcentral installeras enligt 

gällande normer, dock enbart om det finns ett krav på detta. Detta bekostas av 

Hyresvärden. 

• Genomlysta utrymningsskyltar med batteribackup monteras ovan nödutgångar. (OBS! 

Viktigt att utrymningsskyltarna även är synliga när inredningen är på plats). 

• Nödbelysning installeras. 

• Upplåsning av utrymningsdörrar förreglas mot väsentlig funktion i enlighet med 

gällande barnskyddsbeskrivningen. Kabel EKKX 2x2x0,5 ska dras fram till 

utrymningsdörrar för anslutning av microbrytare. Vital funktion kopplas till 

belysningen.  

• Brandcellsindelning enligt gällande branddokumentation. 

• Brandposter installeras ej. 

 
 

10. Säkerhet 

• Butiksbyggnaden utförs i Skyddsklass 1. 

• Dörrar och portar förses med låskista och handtag eller anordning för hänglås på 

grindar för skalskydd enlig bilaga 11.4 Dörrkort. 

• Hyresgästen bekostar och förser dörrar och portar med låscylindrar samt hänglås 

genom utsedd sidoentreprenör.  

• Inbrottslarm installeras av hyresgästen utsedd sidoentreprenör men entreprenaden 

samordnas av Hyresvärden så att larmet är installerat och driftsatt till 

tillträdesdatumet. Bekostas av Hyresgästen. 
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Monteringsanvisning för trådlöst nätverk  

Byggmax AB 
 

 

 

 

Detta dokument går igenom hur installation och montering av trådlöst nätverk i Byggmax butiker går 

till. Läs igenom dokumentet noga innan installation, vid frågor kontakta Idnet på 031-760 51 80 
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Viktigt 

• Nätverkskabelns totallängd får inte överstiga 90 meter, inklusive korskopplingspaneler och 
kopplingskablar. 

• Om längden på kablarna mellan switch och AP överstiger 90 meter behöver det kompletteras 
med extra switchar.  

• Om kabellängden mellan huvudswitch och extraswitch är mindre än 90 meter kan 
dessa kopplas med vanlig ethernet/kopparkabel av minst CAT 5E.  

• Om avståndet överstiger 90 meter behövs fiberkabel och SFP till switcharna. Modell 
på SFP bestäms av fibermodell och installeras. 

• Om extraswitchen placeras i ett utrymme som kan understiga normal 
rumstemperatur någon gång under året måste den placeras i ett värmeskåp. 
Extraswitchen och värmeskåpet behöver separat strömförsörjning, så att de inte 
stängsav av misstag. 

• Samtliga nätverkskablar inklusive kontraktering till accesspunkterna ska alltid vara 
kontrollmätta med certifieringsintrument tex. Fluke DTX-1800, DSX-5000 eller motsvarande 
utrustning från annan tillverkare. Nätverkskabeln ska uppfylla minst CAT 5E och 802.3at. 
Mätresultatet ska skickas till rep@idnet.se. 

• Om en accesspunkt inte kan kopplas direkt mot en switch med 802.3at (POE+) så måste den 
använda POE injektor. POE injektorn ska anslutas mot en uppmärkt och låsbar (i ”on” läge) 
strömbrytare eller egen säkring så att accesspunkten kan startas om på ett enkelt sätt men 
förhindras att AP stängsav av misstag. 
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De olika typer av accesspunkter som ska installeras 
Det finns tre olika typer av accesspunktpaket som används vid en installation i en Byggmaxbutik. En 

typ som används för butiks- och kontorsytan, en som används för mätområdet samt en som används 

för utomhusområdet.  

 

 

 

 

Accesspunkt för butik och kontor 
Extreme AP 7632 + 2 st inomhusantenner 
 

• Antennerna ska monteras på kontakter märkta 2.4G/5G-X. 

• Antennerna ska riktas rakt ner mot golvet. 

 

Lokal med innertak 
Accesspunkten ska monteras nedanför hängande innertak 
 

Lokal utan innertak 
Accesspunkten ska monteras under belysningsramper, ventilationstrummor, kabelstegar eller annat 
som kan skymma sikten för accesspunkten och antennerna.  
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Accesspunkt för mätområde och lager 
Extreme AP 7632 + 2 st utomhusantenner + 2 st 5 meters antennkabel 

 

OBS!! Detta är en inomhusaccesspunkt.  

Den ska ALLTID monteras i ett uppvärmt utrymme. Antennerna ska placeras utomhus och anslutas till 

accesspunkten med tillhörande 5 meters antennkabel. 

 

• Antennkablar ska anslutas på kontakter märkta 2.4G/5G-X. 

• Antennerna ska monteras parallellt vertikalt. 

• Avstånd mellan antennerna (C C) ska vara 50 cm. 

• Avstånd mellan vägg och antenner ska vara minst 30 cm. 

 

 

 

Vid montering av antenner på ett hörn av byggnaden 
Antennerna ska monteras på ett sådant sätt att båda antennerna är synliga på 
avstånd, från båda sidorna av hörnet, när man står längs med byggnadens vägg.  
Antennerna monteras alltid vertikalt (uppåt eller neråt). 

Material för montering av antennerna ingår inte 
Lämpligt material tillhandahålls av montören. 
Tänk på att materialet skall sitta utomhus i ca 5 år och vara utsatt för ev. regn o snö. 
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Accesspunkt för utomhusmiljö och lager 
Extreme AP 7662 + 2 st utomhusantenner 

 

• Antennerna ska monteras på kontakter märkta 2.4G-X. 

• 5G-X är förmonterade med tätade termineringskontakter. 

• Accesspunkten ska monteras så att antennerna pekar vertikalt 
(uppåt eller neråt). 

• Accesspunkten ska monteras minst 30 cm från väggen 

• Nätverkskabel till Extreme AP 7662 monteras med medföljande 
väderskydd. 

• Nätverkskabeln ansluts till accesspunktens kontakt GE1(PoE IN) 

 

 

 

 

 

 

 

 

 

 

Montering av väderskydd 

 

 

Vid montering av antenner på ett hörn av byggnaden 
Antennerna ska monteras på ett sådant sätt att båda antennerna är synliga på 
avstånd, från båda sidorna av hörnet, när man står längs med byggnadens vägg.  
Antennerna monteras alltid vertikalt (uppåt eller neråt). 

Exempel på hur medföljande fäste kan monteras på hörnen på byggnaden 
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Placering och rapportering 

Nedan visas exempel på hur ritningen kan se ut.  

Markeringarna på ritningen syftar till vart antennen ska placeras.  

Accesspunkt och antenn placeras oftast på samma ställe, då antennen monteras direkt på 

accesspunkten. Undantag för accesspunkten för mätområde som monteras inomhus och antennerna 

utomhus. 

 

I detta fall är fördelningen följande: 
Nummer 1 är Accesspunkt för butik och kontor 
Nummer 2 och 3 är Accesspunkt för mätområde och lager, AP monterad i uppvärmd miljö 
Nummer 4,5 och 6 är Accesspunkt för utomhusmiljö och kallager 
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Efter utförd installation ska accesspunkternas MAC-adresser fyllas i i den excellfil som skickades med 

bokningen och som ser ut enligt ovan. Numreringen i den första kolumnen (Nr) motsvarar 

numreringen på ritningen på föregående sida.  

Skicka den ifyllda filen och foton på alla monterade AP till rep@idnet.se. En installation anses slutförd 

först när korrekta MAC-adresser har mottagits av Idnet. 
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Laster grenställ Byggmax. 
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1600 ---'
1 r .. J 

Sida I 1 

2018-05-24 

>

,---... 1----

I 2TTO I� 
Ljusdal Vref = 23m/s h=6m 

qk = 0,42 kN/m2 

g,s,w,nl 

Laster karakteristiska: 

Egentyngd: 

Snö: 

Vind: 

Fyllnadsgrad: 

Nyttig last: 

g=16/2, 77 = 5,8 kN/m 

s=0,85x3,5xl,8 = 5,4 kN/m 

w= -1,35x0,42xl,8 = -1,0 kN/m 

50% lJJ = 0 -> \ 

> µ = (-1,1 -1,6) / 2 = -1,35

50% lJJ = 1 -> / 

Zon A, Tabell 7,6 , 1991-1-4 

ni= 288/(3*2,77) = 35 kN/m 
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g,s,w,nl 

Laster karakteristiska: 

g=12/1,52 = 7,9 kN/m 

s= 0,85*3,5*1,8 = 5,4 kN/m 

ni= 144/(3*1,52) = 32 kN/m 

w= -1,1 * 0,42 * 1,8 = -0,9kN/m 

0 
0 "'"'

i-95
° 

-11 

800kg/arm 

.. 

1520 

Sida I 2 

2018-05-24 
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Projektnamn: BYGGMAX

Kund: BYGGMAX

Plats för kundlogga

DÖRRKORT

AVARN 2020
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Datum: Upprättade: 21-11-17 Revidering: 22-03-16

Projektnamn:

Kunduppgifter

Kund:

Kontaktperson:

Projektör

Upprättare av dörrkort:

Kontroll av:

Information

TH

PROJEKTINFORMATION

BYGGMAX

BYGGMAX

NIKLAS JANSSON

NICKLAS GREKOW

AVARN 2020
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DÖRRKORT BENÄMNING ANTAL REVIDERING

1 KUNDENTRÉ SKJUTDÖRR.

2 KUNDENTRÉ NÖDUTGÅNG.

3 KUNDENTRÉ NÖDUTGÅNG.

4 PERSONAL INGÅNG - NÖDUT BUTIK.

5 PERSONAL INGÅNG - NÖDUT BUTIK.

6 PERSONAL INGÅNG.

7 PERSONAL INGÅNG .

8 NÖDUTGÅNG LAGER.

9 NÖDUTGÅNG LAGER.

10 PORT LAGER.

11 KÖRGRIND.

12 GÅNGGRIND.

13 MELLAN BUTIK LAGER.

14 MELLAN BUTIK LAGER.

15 MELLAN BUTIK LAGER.

16 MELLAN BUTIK LAGER.

17 HWC BUTIK.

18 HWC BUTIK.

19 WC PERSONAL.

20 KONTOR.

21 VÄRDERUM.

22 OMKLÄDNINGSRUM.

23 BUTIK - PERSONALUTRYMME.

24 BUTIK - PERSONALUTRYMME.

25 BUTIK - PERSONALUTRYMME.

26 BUTIK - PERSONALUTRYMME.

27 OLÅST DÖRR I KONTOR

28 DÖRR MELLAN  LAGER OCH BUTIK

29 UTVÄNDIGT TEKNIKUTRYMME

LÖPNUMMER

AVARN 2020
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Projekt Kund Status

Bygghandling

Projektör Säljare Projektledare

Antal dörrar:

Hängning Våning Byggnad

Littera Passagesystem Skyddsklass

Utrymning / Återinrymning Tillgänglighet Brand

Datum: Rev. Dat: Rev. Av:

Dörrfunktion

Art.nr Artikel Gränsdragning Antal

1

3

3

1

2

1

3

3

1

1 1

1

1 1

DatumTekniker Signatur

VÄSENTLIG FUNKTION EL. ENTR.

1

CYL. BEHÖR ASSA 4759E KROM AVARN

CYLINDER EVVA 8803 ENKEL OVAL INSIDA AVARN

RADAR TILL AUTOMATIK BYGG

KARMÖVERFÖRING TYP ASSA 8858 BYGG

MEK. SLUTBLECK ENL. TILLV. STD. BYGG

SKJUTDÖRRAUTOMATIK BYGG

21-12-03

MICROBRYTARE I LÅS KOPPLAS TILL VÄSENTLIG FUNKTION ENLIGT GRÄNSDRAGNING. CYLINDRAR SKALL PASSA FÖR A NYCKEL. 

Egenkontroll

LÅSHUS ASSA 411-35MA BYGG

S1 SK2

NICKLAS GREKOW TORD HAGSTRÖM

SKJUT BYGGMAX

DÖRRKORT 1
KUNDENTRÉ SKJUTDÖRR.

BYGGMAX BYGGMAX

AVARN 2020
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Projekt Kund Status

Bygghandling

Projektör Säljare Projektledare

Antal dörrar:

Hängning Våning Byggnad

Littera Passagesystem Skyddsklass

Utrymning / Återinrymning Tillgänglighet Brand

Datum: Rev. Dat: Rev. Av:

Dörrfunktion

Art.nr Artikel Gränsdragning Antal

1

1 1

1

1 1

DatumTekniker Signatur

DÖRRKORT FINNS EJ I NULÄGET.

Egenkontroll

1

Ja / Nej

21-12-03

H BYGGMAX

S2 SK2

KUNDENTRÉ NÖDUTGÅNG.

BYGGMAX BYGGMAX

NICKLAS GREKOW TORD HAGSTRÖM

DÖRRKORT 2

AVARN 2020
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Projekt Kund Status

Bygghandling

Projektör Säljare Projektledare

Antal dörrar:

Hängning Våning Byggnad

Littera Passagesystem Skyddsklass

Utrymning / Återinrymning Tillgänglighet Brand

Datum: Rev. Dat: Rev. Av:

Dörrfunktion

Art.nr Artikel Gränsdragning Antal

1

1 1

1

1 1

DatumTekniker Signatur

21-12-03

DÖRRKORT FINNS EJ I NULÄGET.

Egenkontroll

1

S2 SK2

Ja / Nej

BYGGMAX BYGGMAX

NICKLAS GREKOW TORD HAGSTRÖM

V BYGGMAX

DÖRRKORT 3
KUNDENTRÉ NÖDUTGÅNG.

AVARN 2020
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Projekt Kund Status

Bygghandling

Projektör Säljare Projektledare

Antal dörrar:

Hängning Våning Byggnad

Littera Passagesystem Skyddsklass

Utrymning / Återinrymning Tillgänglighet Brand

Datum: Rev. Dat: Rev. Av:

Dörrfunktion

Art.nr Artikel Gränsdragning Antal

1

1

1

2

1

1

1

2

1

1

1

1

1

1

1

1

1

1

1

1 1

1

1 1

Datum

1

Tekniker Signatur

VÄSENTLIG FUNKTION EL. ENTR.

230V TILL TRANSFORMATOR FÖR DAGLARM EL. ENTR.

DAGLARM AVARN

TRANFORMATOR TILL DAGLARM 24V AVARN

CYLINDER EVVA 8812 DUBBEL RUND AVARN

KOPPLINGSDOSA AVARN

UTR. BEHÖR ASSA 179A HÖGER AVARN

CYLINDER EVVA 8801 ENKEL OVAL UTSIDA AVARN

CYL. BEHÖR DORMA DAK701 KROM AVARN

CYL. BEHÖR DORMA DAK752 KROM AVARN

KARMÖVERFÖRING TYP ASSA EA281 BYGG

DÖRRTRYCKE DORMA DH720 KROM BYGG

DÖRRSTÄNGARE TYP ASSA DC300 BYGG

STANDARD ARM TYP ASSA L190 BYGG

MEK. SLUTBLECK ENL. TILLV. STD. BYGG

DÖRRÖGA BYGG

MICROBRYTARE I NATTLÅS KOPPLAS TILL VÄSENTLIG FUNKTION ENLIGT GRÄNSDRAGNING. MICROBRYTARE I DAGLÅS KOPPLAS TILL 

DAGLARM VID ANVÄNDNING AV UTRYMNINGBEHÖR ENLIGT GRÄNSDRAGNING. CYLINDER SKALL PASSA FÖR A NYCKEL. 

Egenkontroll

LÅSHUS ASSA 722-50MG HÖGER BYGG

LÅSHUS ASSA 411-50MA BYGG

Ja / Nej

21-12-03

H BYGGMAX

S3 SK2

PERSONAL INGÅNG - NÖDUT BUTIK.

BYGGMAX BYGGMAX

NICKLAS GREKOW TORD HAGSTRÖM

DÖRRKORT 4

AVARN 2020
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Projekt Kund Status

Bygghandling

Projektör Säljare Projektledare

Antal dörrar:

Hängning Våning Byggnad

Littera Passagesystem Skyddsklass

Utrymning / Återinrymning Tillgänglighet Brand

Datum: Rev. Dat: Rev. Av:

Dörrfunktion

Art.nr Artikel Gränsdragning Antal

1

1

1

2

1

1

1

2

1

1

1

1

1

1

1

1

1

1

1

1 1

1

1 1

DatumTekniker Signatur

230V TILL TRANSFORMATOR FÖR DAGLARM EL. ENTR.

1

TRANFORMATOR TILL DAGLARM 24V AVARN

VÄSENTLIG FUNKTION EL. ENTR.

KOPPLINGSDOSA AVARN

DAGLARM AVARN

CYLINDER EVVA 8801 ENKEL OVAL UTSIDA AVARN

CYLINDER EVVA 8812 DUBBEL RUND AVARN

CYL. BEHÖR DORMA DAK752 KROM AVARN

UTR. BEHÖR ASSA 179A VÄNSTER AVARN

DÖRRTRYCKE DORMA DH720 KROM BYGG

CYL. BEHÖR DORMA DAK701 KROM AVARN

STANDARD ARM TYP ASSA L190 BYGG

KARMÖVERFÖRING TYP ASSA EA281 BYGG

DÖRRÖGA BYGG

DÖRRSTÄNGARE TYP ASSA DC300 BYGG

LÅSHUS ASSA 411-50MA BYGG

MEK. SLUTBLECK ENL. TILLV. STD. BYGG

21-12-03

MICROBRYTARE I NATTLÅS KOPPLAS TILL VÄSENTLIG FUNKTION ENLIGT GRÄNSDRAGNING. MICROBRYTARE I DAGLÅS KOPPLAS TILL 

DAGLARM VID ANVÄNDNING AV UTRYMNINGBEHÖR ENLIGT GRÄNSDRAGNING. CYLINDER SKALL PASSA FÖR A NYCKEL. 

Egenkontroll

LÅSHUS ASSA 722-50MG VÄNSTER BYGG

S3 SK2

Ja / Nej

NICKLAS GREKOW TORD HAGSTRÖM

V BYGGMAX

DÖRRKORT 5
PERSONAL INGÅNG - NÖDUT BUTIK.

BYGGMAX BYGGMAX

AVARN 2020
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Projekt Kund Status

Bygghandling

Projektör Säljare Projektledare

Antal dörrar:

Hängning Våning Byggnad

Littera Passagesystem Skyddsklass

Utrymning / Återinrymning Tillgänglighet Brand

Datum: Rev. Dat: Rev. Av:

Dörrfunktion

Art.nr Artikel Gränsdragning Antal

1

1

1

2

1

1

1

2

1

1

1

1

1

1

1

1 1

1

1 1

Datum

1

Tekniker Signatur

KOPPLINGSDOSA AVARN

VÄSENTLIG FUNKTION EL. ENTR.

CYLINDER EVVA 8801 ENKEL OVAL UTSIDA AVARN

CYLINDER EVVA 8812 DUBBEL RUND AVARN

CYL. BEHÖR DORMA DAK701 KROM AVARN

CYL. BEHÖR DORMA DAK752 KROM AVARN

KARMÖVERFÖRING TYP ASSA EA281 BYGG

DÖRRTRYCKE DORMA DH720 KROM BYGG

DÖRRSTÄNGARE TYP ASSA DC300 BYGG

STANDARD ARM TYP ASSA L190 BYGG

MEK. SLUTBLECK ENL. TILLV. STD. BYGG

DÖRRÖGA BYGG

MICROBRYTARE I NATTLÅS KOPPLAS TILL VÄSENTLIG FUNKTION ENLIGT GRÄNSDRAGNING. CYLINDER SKALL PASSA FÖR A NYCKEL. 

Egenkontroll

LÅSHUS ASSA 622-50 HÖGER UT BYGG

LÅSHUS ASSA 411-50MA BYGG

21-12-03

H BYGGMAX

S3A SK2

PERSONAL INGÅNG.

BYGGMAX BYGGMAX

NICKLAS GREKOW TORD HAGSTRÖM

DÖRRKORT 6

AVARN 2020
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Projekt Kund Status

Bygghandling

Projektör Säljare Projektledare

Antal dörrar:

Hängning Våning Byggnad

Littera Passagesystem Skyddsklass

Utrymning / Återinrymning Tillgänglighet Brand

Datum: Rev. Dat: Rev. Av:

Dörrfunktion

Art.nr Artikel Gränsdragning Antal

1

1

1

2

1

1

1

2

1

1

1

1

1

1

1

1 1

1

1 1

DatumTekniker Signatur

VÄSENTLIG FUNKTION EL. ENTR.

1

CYLINDER EVVA 8812 DUBBEL RUND AVARN

KOPPLINGSDOSA AVARN

CYL. BEHÖR DORMA DAK752 KROM AVARN

CYLINDER EVVA 8801 ENKEL OVAL UTSIDA AVARN

DÖRRTRYCKE DORMA DH720 KROM BYGG

CYL. BEHÖR DORMA DAK701 KROM AVARN

STANDARD ARM TYP ASSA L190 BYGG

KARMÖVERFÖRING TYP ASSA EA281 BYGG

DÖRRÖGA BYGG

DÖRRSTÄNGARE TYP ASSA DC300 BYGG

LÅSHUS ASSA 411-50MA BYGG

MEK. SLUTBLECK ENL. TILLV. STD. BYGG

21-12-03

MICROBRYTARE I NATTLÅS KOPPLAS TILL VÄSENTLIG FUNKTION ENLIGT GRÄNSDRAGNING. CYLINDER SKALL PASSA FÖR A NYCKEL. 

Egenkontroll

LÅSHUS ASSA 622-50 VÄNSTER UT BYGG

S3A SK2

NICKLAS GREKOW TORD HAGSTRÖM

V BYGGMAX

DÖRRKORT 7
PERSONAL INGÅNG .

BYGGMAX BYGGMAX

AVARN 2020
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Projekt Kund Status

Bygghandling

Projektör Säljare Projektledare

Antal dörrar:

Hängning Våning Byggnad

Littera Passagesystem Skyddsklass

Utrymning / Återinrymning Tillgänglighet Brand

Datum: Rev. Dat: Rev. Av:

Dörrfunktion

Art.nr Artikel Gränsdragning Antal

1

1

1

2

1

2

1

1

1

1

1

1

1

1

1

1

1 1

1

1 1

DatumTekniker Signatur

VÄSENTLIG FUNKTION EL. ENTR.

1

CYLINDER EVVA 8813 ENKEL RUND INSIDA AVARN

KOPPLINGSDOSA AVARN

UTR. BEHÖR ASSA 179A HÖGER AVARN

CYLINDER EVVA 8803 ENKEL OVAL INSIDA AVARN

BLIND CYLINDER OVAL AVARN

BLIND CYLINDER RUND AVARN

CYL. BEHÖR DORMA DAK7223 KROM AVARN

CYL. BEHÖR DORMA DAK752 KROM AVARN

KARMÖVERFÖRING TYP ASSA EA281 BYGG

DÖRRTRYCKE DORMA DH720 KROM BYGG

MEK. SLUTBLECK ENL. TILLV. STD. BYGG

PORT/DÖRRHÅLLARE 270 BYGG

MICROBRYTARE I NATTLÅS KOPPLAS TILL VÄSENTLIG FUNKTION ENLIGT GRÄNSDRAGNING. CYLINDER SKALL PASSA FÖR A NYCKEL. 

Egenkontroll

LÅSHUS ASSA 722-50MG HÖGER BYGG

LÅSHUS ASSA 411-50MA BYGG

Ja / Nej

22-03-14

H BYGGMAX

S4 SK2

NÖDUTGÅNG LAGER.

BYGGMAX BYGGMAX

NICKLAS GREKOW TORD HAGSTRÖM

DÖRRKORT 8

AVARN 2020
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Projekt Kund Status

Bygghandling

Projektör Säljare Projektledare

Antal dörrar:

Hängning Våning Byggnad

Littera Passagesystem Skyddsklass

Utrymning / Återinrymning Tillgänglighet Brand

Datum: Rev. Dat: Rev. Av:

Dörrfunktion

Art.nr Artikel Gränsdragning Antal

1

1

1

2

1

2

1

1

1

1

1

1

1

1

1

1

1 1

1

1 1

DatumTekniker Signatur

VÄSENTLIG FUNKTION EL. ENTR.

1

CYLINDER EVVA 8813 ENKEL RUND INSIDA AVARN

KOPPLINGSDOSA AVARN

UTR. BEHÖR ASSA 179A VÄNSTER AVARN

CYLINDER EVVA 8803 ENKEL OVAL INSIDA AVARN

BLIND CYLINDER OVAL AVARN

BLIND CYLINDER RUND AVARN

CYL. BEHÖR DORMA DAK7223 KROM AVARN

CYL. BEHÖR DORMA DAK752 KROM AVARN

KARMÖVERFÖRING TYP ASSA EA281 BYGG

DÖRRTRYCKE DORMA DH720 KROM BYGG

MEK. SLUTBLECK ENL. TILLV. STD. BYGG

PORT/DÖRRHÅLLARE 270 BYGG

MICROBRYTARE I NATTLÅS KOPPLAS TILL VÄSENTLIG FUNKTION ENLIGT GRÄNSDRAGNING. CYLINDER SKALL PASSA FÖR A NYCKEL. 

Egenkontroll

LÅSHUS ASSA 722-50MG VÄNSTER BYGG

LÅSHUS ASSA 411-50MA BYGG

Ja / Nej

22-03-14

V BYGGMAX

S4 SK2

NÖDUTGÅNG LAGER.

BYGGMAX BYGGMAX

NICKLAS GREKOW TORD HAGSTRÖM

DÖRRKORT 9

AVARN 2020
Transaktion 09222115557470084079 Bilaga 8



Projekt Kund Status

Bygghandling

Projektör Säljare Projektledare

Antal dörrar:

Hängning Våning Byggnad

Littera Passagesystem Skyddsklass

Utrymning / Återinrymning Tillgänglighet Brand

Datum: Rev. Dat: Rev. Av:

Dörrfunktion

Art.nr Artikel Gränsdragning Antal

1

1

1

1 1

1

1 1

Datum

1

Tekniker Signatur

LÅST GRIND MED HÄNGLÅS. HÄNGLÅS PASSA ENDAST FÖR A NYCKEL.

Egenkontroll

CYLINDER EVVA 8801 ENKEL OVAL UTSIDA AVARN

HÄNGLÅS ANCHOR 800-3-B50 AVARN

21-12-03

PORT BYGGMAX

S5

PORT LAGER.

BYGGMAX BYGGMAX

NICKLAS GREKOW TORD HAGSTRÖM

DÖRRKORT 10

AVARN 2020
Transaktion 09222115557470084079 Bilaga 8



Projekt Kund Status

Bygghandling

Projektör Säljare Projektledare

Antal dörrar:

Hängning Våning Byggnad

Littera Passagesystem Skyddsklass

Utrymning / Återinrymning Tillgänglighet Brand

Datum: Rev. Dat: Rev. Av:

Dörrfunktion

Art.nr Artikel Gränsdragning Antal

1

1

1

1 1

1

1 1

DatumTekniker Signatur

HÄNGLÅS ANCHOR 800-4-B50 AVARN

1

21-12-03

LÅST GRIND MED HÄNGLÅS. HÄNGLÅS SKALL PASSA FÖR BÅDE A OCH B NYCKEL.

Egenkontroll

CYLINDER EVVA 8801 ENKEL OVAL UTSIDA AVARN

S6

NICKLAS GREKOW TORD HAGSTRÖM

GRIND BYGGMAX

DÖRRKORT 11
KÖRGRIND.

BYGGMAX BYGGMAX

AVARN 2020
Transaktion 09222115557470084079 Bilaga 8



Projekt Kund Status

Bygghandling

Projektör Säljare Projektledare

Antal dörrar:

Hängning Våning Byggnad

Littera Passagesystem Skyddsklass

Utrymning / Återinrymning Tillgänglighet Brand

Datum: Rev. Dat: Rev. Av:

Dörrfunktion

Art.nr Artikel Gränsdragning Antal

1

1

1

1

1

1

1 1

1

1 1

DatumTekniker Signatur

CYLINDER EVVA 8802 DUBBEL OVAL AVARN

1

DÖRRTRYCKE DORMA DH720 KROM BYGG

CYL. BEHÖR DORMA DAK7223 KROM AVARN

LÅST GRIND MED CYLINDER PÅ BÅDA SIDOR. CYLINDER PASSA FÖR BÅDA A OCH B NYCKEL.

Egenkontroll

LÅSHUS ASSA 310-50 H/V BYGG

MEK. SLUTBLECK ENL. TILLV. STD. BYGG

21-12-03

H/V BYGGMAX

S6A

GÅNGGRIND.

BYGGMAX BYGGMAX

NICKLAS GREKOW TORD HAGSTRÖM

DÖRRKORT 12

AVARN 2020
Transaktion 09222115557470084079 Bilaga 8



Projekt Kund Status

Bygghandling

Projektör Säljare Projektledare

Antal dörrar:

Hängning Våning Byggnad

Littera Passagesystem Skyddsklass

Utrymning / Återinrymning Tillgänglighet Brand

Datum: Rev. Dat: Rev. Av:

Dörrfunktion

Art.nr Artikel Gränsdragning Antal

1

1

1

2

1

1

1

1

1

1

1

1

1

1

1

1 1

1

1 1

Datum

1

Tekniker Signatur

TRANFORMATOR TILL DAGLARM 24V AVARN

230V TILL TRANSFORMATOR FÖR DAGLARM EL. ENTR.

KOPPLINGSDOSA AVARN

DAGLARM AVARN

UTR. BEHÖR ASSA 179A HÖGER AVARN

CYLINDER EVVA 8802 DUBBEL OVAL AVARN

DÖRRTRYCKE DORMA DH720 KROM BYGG

CYL. BEHÖR DORMA DAK7223 KROM AVARN

STANDARD ARM TYP ASSA L190 BYGG

KARMÖVERFÖRING TYP ASSA EA281 BYGG

MEK. KANTREGEL ENL. TILLV. STD. BYGG

DÖRRSTÄNGARE TYP ASSA DC300 BYGG

MICROBRYTARE I DAGLÅS KOPPLAS TILL DAGLARM VID ANVÄNDNING AV UTRYMNINGBEHÖR ENLIGT GRÄNSDRAGNING. CYLINDER 

SKALL PASSA FÖR A NYCKEL. 

Egenkontroll

LÅSHUS ASSA 722-50MG HÖGER BYGG

MEK. SLUTBLECK ENL. TILLV. STD. BYGG

Ja / Nej

21-12-03

H BYGGMAX

IP1

MELLAN BUTIK LAGER.

BYGGMAX BYGGMAX

NICKLAS GREKOW TORD HAGSTRÖM

DÖRRKORT 13

AVARN 2020
Transaktion 09222115557470084079 Bilaga 8



Projekt Kund Status

Bygghandling

Projektör Säljare Projektledare

Antal dörrar:

Hängning Våning Byggnad

Littera Passagesystem Skyddsklass

Utrymning / Återinrymning Tillgänglighet Brand

Datum: Rev. Dat: Rev. Av:

Dörrfunktion

Art.nr Artikel Gränsdragning Antal

1

1

1

2

1

1

1

1

1

1

1

1

1

1

1

1 1

1

1 1

DatumTekniker Signatur

230V TILL TRANSFORMATOR FÖR DAGLARM EL. ENTR.

1

DAGLARM AVARN

TRANFORMATOR TILL DAGLARM 24V AVARN

CYLINDER EVVA 8802 DUBBEL OVAL AVARN

KOPPLINGSDOSA AVARN

CYL. BEHÖR DORMA DAK7223 KROM AVARN

UTR. BEHÖR ASSA 179A VÄNSTER AVARN

KARMÖVERFÖRING TYP ASSA EA281 BYGG

DÖRRTRYCKE DORMA DH720 KROM BYGG

DÖRRSTÄNGARE TYP ASSA DC300 BYGG

STANDARD ARM TYP ASSA L190 BYGG

MEK. SLUTBLECK ENL. TILLV. STD. BYGG

MEK. KANTREGEL ENL. TILLV. STD. BYGG

21-12-03

MICROBRYTARE I DAGLÅS KOPPLAS TILL DAGLARM VID ANVÄNDNING AV UTRYMNINGBEHÖR ENLIGT GRÄNSDRAGNING. CYLINDER 

SKALL PASSA FÖR A NYCKEL. 

Egenkontroll

LÅSHUS ASSA 722-50MG VÄNSTER BYGG

IP1

Ja / Nej

NICKLAS GREKOW TORD HAGSTRÖM

V BYGGMAX

DÖRRKORT 14
MELLAN BUTIK LAGER.

BYGGMAX BYGGMAX

AVARN 2020
Transaktion 09222115557470084079 Bilaga 8



Projekt Kund Status

Bygghandling

Projektör Säljare Projektledare

Antal dörrar:

Hängning Våning Byggnad

Littera Passagesystem Skyddsklass

Utrymning / Återinrymning Tillgänglighet Brand

Datum: Rev. Dat: Rev. Av:

Dörrfunktion

Art.nr Artikel Gränsdragning Antal

1

1

1

2

1

1

1

1

1

1

1

1

1

1

1

1 1

1

1 1

Datum

1

Tekniker Signatur

TRANFORMATOR TILL DAGLARM 24V AVARN

230V TILL TRANSFORMATOR FÖR DAGLARM EL. ENTR.

KOPPLINGSDOSA AVARN

DAGLARM AVARN

UTR. BEHÖR ASSA 179A HÖGER AVARN

CYLINDER EVVA 8802 DUBBEL OVAL AVARN

DÖRRTRYCKE DORMA DH720 KROM BYGG

CYL. BEHÖR DORMA DAK7223 KROM AVARN

STANDARD ARM TYP ASSA L190 BYGG

KARMÖVERFÖRING TYP ASSA EA281 BYGG

MEK. KANTREGEL ENL. TILLV. STD. BYGG

DÖRRSTÄNGARE TYP ASSA DC300 BYGG

MICROBRYTARE I DAGLÅS KOPPLAS TILL DAGLARM VID ANVÄNDNING AV UTRYMNINGBEHÖR ENLIGT GRÄNSDRAGNING. CYLINDER 

SKALL PASSA FÖR A NYCKEL. DÖRR MÅSTE ÅTERLÅSAS EFTER ANVÄNDNING AV UTRYMNINSBEHÖRET.

Egenkontroll

LÅSHUS ASSA 710-50MP HÖGER BYGG

MEK. SLUTBLECK ENL. TILLV. STD. BYGG

Ja / Ja

21-12-03

H BYGGMAX

IP1A

MELLAN BUTIK LAGER.

BYGGMAX BYGGMAX

NICKLAS GREKOW TORD HAGSTRÖM

DÖRRKORT 15

AVARN 2020
Transaktion 09222115557470084079 Bilaga 8



Projekt Kund Status

Bygghandling

Projektör Säljare Projektledare

Antal dörrar:

Hängning Våning Byggnad

Littera Passagesystem Skyddsklass

Utrymning / Återinrymning Tillgänglighet Brand

Datum: Rev. Dat: Rev. Av:

Dörrfunktion

Art.nr Artikel Gränsdragning Antal

1

1

1

2

1

1

1

1

1

1

1

1

1

1

1

1 1

1

1 1

DatumTekniker Signatur

230V TILL TRANSFORMATOR FÖR DAGLARM EL. ENTR.

1

DAGLARM AVARN

TRANFORMATOR TILL DAGLARM 24V AVARN

CYLINDER EVVA 8802 DUBBEL OVAL AVARN

KOPPLINGSDOSA AVARN

CYL. BEHÖR DORMA DAK7223 KROM AVARN

UTR. BEHÖR ASSA 179A VÄNSTER AVARN

KARMÖVERFÖRING TYP ASSA EA281 BYGG

DÖRRTRYCKE DORMA DH720 KROM BYGG

DÖRRSTÄNGARE TYP ASSA DC300 BYGG

STANDARD ARM TYP ASSA L190 BYGG

MEK. SLUTBLECK ENL. TILLV. STD. BYGG

MEK. KANTREGEL ENL. TILLV. STD. BYGG

21-12-03

MICROBRYTARE I DAGLÅS KOPPLAS TILL DAGLARM VID ANVÄNDNING AV UTRYMNINGBEHÖR ENLIGT GRÄNSDRAGNING. CYLINDER 

SKALL PASSA FÖR A NYCKEL. DÖRR MÅSTE ÅTERLÅSAS EFTER ANVÄNDNING AV UTRYMNINSBEHÖRET.

Egenkontroll

LÅSHUS ASSA 710-50MP VÄNSTER BYGG

IP1A

Ja / Ja

NICKLAS GREKOW TORD HAGSTRÖM

V BYGGMAX

DÖRRKORT 16
MELLAN BUTIK LAGER.

BYGGMAX BYGGMAX

AVARN 2020
Transaktion 09222115557470084079 Bilaga 8



Projekt Kund Status

Bygghandling

Projektör Säljare Projektledare

Antal dörrar:

Hängning Våning Byggnad

Littera Passagesystem Skyddsklass

Utrymning / Återinrymning Tillgänglighet Brand

Datum: Rev. Dat: Rev. Av:

Dörrfunktion

Art.nr Artikel Gränsdragning Antal

1

1

1

1

1

1 1

1

1 1

Datum

1

Tekniker Signatur

HWC BESLAG ASSA 9565T HÖGER BYGG

HWC DRAGHANDTAG ASSA 417M10 BYGG

DÖRR MED HWC BESLAG SAMT DRAGHANDTAG PÅ INSIDA.

Egenkontroll

LÅSHUS ASSA 310-50 H/V BYGG

MEK. SLUTBLECK ENL. TILLV. STD. BYGG

21-12-03

H BYGGMAX

IP2

HWC BUTIK.

BYGGMAX BYGGMAX

NICKLAS GREKOW TORD HAGSTRÖM

DÖRRKORT 17

AVARN 2020
Transaktion 09222115557470084079 Bilaga 8



Projekt Kund Status

Bygghandling

Projektör Säljare Projektledare

Antal dörrar:

Hängning Våning Byggnad

Littera Passagesystem Skyddsklass

Utrymning / Återinrymning Tillgänglighet Brand

Datum: Rev. Dat: Rev. Av:

Dörrfunktion

Art.nr Artikel Gränsdragning Antal

1

1

1

1 1

1

1 1

DatumTekniker Signatur

HWC DRAGHANDTAG ASSA 417M10 BYGG

1

21-12-03

DÖRR MED HWC BESLAG SAMT DRAGHANDTAG PÅ INSIDA.

Egenkontroll

HWC BESLAG ASSA 9565T VÄNSTER BYGG

IP2

NICKLAS GREKOW TORD HAGSTRÖM

V BYGGMAX

DÖRRKORT 18
HWC BUTIK.

BYGGMAX BYGGMAX

AVARN 2020
Transaktion 09222115557470084079 Bilaga 8



Projekt Kund Status

Bygghandling

Projektör Säljare Projektledare

Antal dörrar:

Hängning Våning Byggnad

Littera Passagesystem Skyddsklass

Utrymning / Återinrymning Tillgänglighet Brand

Datum: Rev. Dat: Rev. Av:

Dörrfunktion

Art.nr Artikel Gränsdragning Antal

1

1

1

1

1

1 1

1

1 1

Datum

1

Tekniker Signatur

DÖRRTRYCKE DORMA DH720 KROM BYGG

WC BESLAG DORMA DA761 KROM BYGG

DÖRR MED WC BESLAG.

Egenkontroll

LÅSHUS ASSA 310-50 H/V BYGG

MEK. SLUTBLECK ENL. TILLV. STD. BYGG

21-12-03

H/V BYGGMAX

IP3

WC PERSONAL.

BYGGMAX BYGGMAX

NICKLAS GREKOW TORD HAGSTRÖM

DÖRRKORT 19

AVARN 2020
Transaktion 09222115557470084079 Bilaga 8



Projekt Kund Status

Bygghandling

Projektör Säljare Projektledare

Antal dörrar:

Hängning Våning Byggnad

Littera Passagesystem Skyddsklass

Utrymning / Återinrymning Tillgänglighet Brand

Datum: Rev. Dat: Rev. Av:

Dörrfunktion

Art.nr Artikel Gränsdragning Antal

1

1

1

1

1

1

1 1

1

1 1

Datum

1

Tekniker Signatur

CYL. BEHÖR DORMA DAK701 KROM AVARN

CYLINDER EVVA 8801 ENKEL OVAL UTSIDA AVARN

MEK. SLUTBLECK ENL. TILLV. STD. BYGG

DÖRRTRYCKE DORMA DH720 KROM BYGG

21-12-03

LÅST DÖRR MED CYLINDER PÅ UTSIDA. CYLINDER PASSA ENDAST FÖR A NYCKEL.

Egenkontroll

LÅSHUS ASSA 310-50 H/V BYGG

IP4

NICKLAS GREKOW TORD HAGSTRÖM

H/V BYGGMAX

DÖRRKORT 20
KONTOR.

BYGGMAX BYGGMAX

AVARN 2020
Transaktion 09222115557470084079 Bilaga 8



Projekt Kund Status

Bygghandling

Projektör Säljare Projektledare

Antal dörrar:

Hängning Våning Byggnad

Littera Passagesystem Skyddsklass

Utrymning / Återinrymning Tillgänglighet Brand

Datum: Rev. Dat: Rev. Av:

Dörrfunktion

Art.nr Artikel Gränsdragning Antal

1

1

1

2

1

1

2

1

1

1 1

1

1 1

DatumTekniker Signatur

CYLINDER EVVA 8801 ENKEL OVAL UTSIDA AVARN

1

CYL. BEHÖR DORMA DAK701 KROM AVARN

BLIND CYLINDER OVAL AVARN

DÖRRÖGA BYGG

DÖRRTRYCKE DORMA DH720 KROM BYGG

LÅSHUS ASSA 220-50 H/V BYGG

MEK. SLUTBLECK ENL. TILLV. STD. BYGG

21-12-03

LÅST DÖRR MED CYLINDER. CYLINDER PASSA ENDAST FÖR A NYCKEL. VID ANVÄNDNING KAN DÖRR LÅSAS MED EXTRALÅS FRÅN 

INSIDA KAN DÅ EJ ÖPPNAS FRÅN UTSIDA.

Egenkontroll

LÅSHUS ASSA 311-50 BYGG

IP5

NICKLAS GREKOW TORD HAGSTRÖM

H/V BYGGMAX

DÖRRKORT 21
VÄRDERUM.

BYGGMAX BYGGMAX

AVARN 2020
Transaktion 09222115557470084079 Bilaga 8



Projekt Kund Status

Bygghandling

Projektör Säljare Projektledare

Antal dörrar:

Hängning Våning Byggnad

Littera Passagesystem Skyddsklass

Utrymning / Återinrymning Tillgänglighet Brand

Datum: Rev. Dat: Rev. Av:

Dörrfunktion

Art.nr Artikel Gränsdragning Antal

1

1

1

1

1

1 1

1

1 1

Datum

1

Tekniker Signatur

DÖRRTRYCKE DORMA DH720 KROM BYGG

TÄCKBRICKA DORMA DA789 KROM BYGG

OLÅST DÖRR MED TRYCKE OCH TÄCKBRICKA. GÅR ATT MONTERA CYLINDER I EFTERHAND.

Egenkontroll

LÅSHUS ASSA 310-50 H/V BYGG

MEK. SLUTBLECK ENL. TILLV. STD. BYGG

21-12-03

H/V BYGGMAX

IP6

OMKLÄDNINGSRUM.

BYGGMAX BYGGMAX

NICKLAS GREKOW TORD HAGSTRÖM

DÖRRKORT 22

AVARN 2020
Transaktion 09222115557470084079 Bilaga 8



Projekt Kund Status

Bygghandling

Projektör Säljare Projektledare

Antal dörrar:

Hängning Våning Byggnad

Littera Passagesystem Skyddsklass

Utrymning / Återinrymning Tillgänglighet Brand

Datum: Rev. Dat: Rev. Av:

Dörrfunktion

Art.nr Artikel Gränsdragning Antal

1

1

1

1

1

1

1

1

1

1

1

1

1 1

1

1 1

Datum

1

Tekniker Signatur

TRANFORMATOR TILL DAGLARM 24V AVARN

230V TILL TRANSFORMATOR FÖR DAGLARM EL. ENTR.

KOPPLINGSDOSA AVARN

DAGLARM AVARN

UTR. BEHÖR ASSA 179A HÖGER AVARN

CYLINDER EVVA 8801 ENKEL OVAL UTSIDA AVARN

DÖRRTRYCKE/KODLÅS ASSA 8810 HÖGER AVARN

CYL. BEHÖR DORMA DAK701 KROM AVARN

MEK. SLUTBLECK ENL. TILLV. STD. BYGG

KARMÖVERFÖRING TYP ASSA EA281 BYGG

21-12-03

MICROBRYTARE I DAGLÅS KOPPLAS TILL DAGLARM VID ANVÄNDNING AV UTRYMNINGBEHÖR ENLIGT GRÄNSDRAGNING. CYLINDER 

SKALL PASSA FÖR A NYCKEL. PERSONAL ANVÄNDER KODLÅS VID NORMAL PASSERING.

Egenkontroll

LÅSHUS ASSA 710-50MP HÖGER BYGG

IP7

Ja / Nej

NICKLAS GREKOW TORD HAGSTRÖM

H BYGGMAX

DÖRRKORT 23
BUTIK - PERSONALUTRYMME.

BYGGMAX BYGGMAX

AVARN 2020
Transaktion 09222115557470084079 Bilaga 8



Projekt Kund Status

Bygghandling

Projektör Säljare Projektledare

Antal dörrar:

Hängning Våning Byggnad

Littera Passagesystem Skyddsklass

Utrymning / Återinrymning Tillgänglighet Brand

Datum: Rev. Dat: Rev. Av:

Dörrfunktion

Art.nr Artikel Gränsdragning Antal

1

1

1

1

1

1

1

1

1

1

1

1

1 1

1

1 1

Datum

1

Tekniker Signatur

TRANFORMATOR TILL DAGLARM 24V AVARN

230V TILL TRANSFORMATOR FÖR DAGLARM EL. ENTR.

KOPPLINGSDOSA AVARN

DAGLARM AVARN

UTR. BEHÖR ASSA 179A VÄNSTER AVARN

CYLINDER EVVA 8801 ENKEL OVAL UTSIDA AVARN

DÖRRTRYCKE/KODLÅS ASSA 8810 VÄNSTER AVARN

CYL. BEHÖR DORMA DAK701 KROM AVARN

MEK. SLUTBLECK ENL. TILLV. STD. BYGG

KARMÖVERFÖRING TYP ASSA EA281 BYGG

21-12-03

MICROBRYTARE I DAGLÅS KOPPLAS TILL DAGLARM VID ANVÄNDNING AV UTRYMNINGBEHÖR ENLIGT GRÄNSDRAGNING. CYLINDER 

SKALL PASSA FÖR A NYCKEL. PERSONAL ANVÄNDER KODLÅS VID NORMAL PASSERING.

Egenkontroll

LÅSHUS ASSA 710-50MP VÄNSTER BYGG

IP7

Ja / Nej

NICKLAS GREKOW TORD HAGSTRÖM

V BYGGMAX

DÖRRKORT 24
BUTIK - PERSONALUTRYMME.

BYGGMAX BYGGMAX

AVARN 2020
Transaktion 09222115557470084079 Bilaga 8



Projekt Kund Status

Bygghandling

Projektör Säljare Projektledare

Antal dörrar:

Hängning Våning Byggnad

Littera Passagesystem Skyddsklass

Utrymning / Återinrymning Tillgänglighet Brand

Datum: Rev. Dat: Rev. Av:

Dörrfunktion

Art.nr Artikel Gränsdragning Antal

1

1

1

1

1

1

1 1

1

1 1

Datum

1

Tekniker Signatur

CYL. BEHÖR DORMA DAK701 KROM AVARN

CYLINDER EVVA 8801 ENKEL OVAL UTSIDA AVARN

MEK. SLUTBLECK ENL. TILLV. STD. BYGG

DÖRRTRYCKE/KODLÅS ASSA 8810 HÖGER AVARN

21-12-03

LÅST DÖRR MED CYLINDER PÅ UTSIDA. CYLINDER PASSA ENDAST FÖR A NYCKEL. PERSONAL ANVÄNDER KODLÅS VID NORMAL 

PASSERING.

Egenkontroll

LÅSHUS ASSA 310-50 H/V BYGG

IP7 KODLÅS

NICKLAS GREKOW TORD HAGSTRÖM

H BYGGMAX

DÖRRKORT 25
BUTIK - PERSONALUTRYMME.

BYGGMAX BYGGMAX

AVARN 2020
Transaktion 09222115557470084079 Bilaga 8



Projekt Kund Status

Bygghandling

Projektör Säljare Projektledare

Antal dörrar:

Hängning Våning Byggnad

Littera Passagesystem Skyddsklass

Utrymning / Återinrymning Tillgänglighet Brand

Datum: Rev. Dat: Rev. Av:

Dörrfunktion

Art.nr Artikel Gränsdragning Antal

1

1

1

1

1

1

1 1

1

1 1

Datum

1

Tekniker Signatur

CYL. BEHÖR DORMA DAK701 KROM AVARN

CYLINDER EVVA 8801 ENKEL OVAL UTSIDA AVARN

MEK. SLUTBLECK ENL. TILLV. STD. BYGG

DÖRRTRYCKE/KODLÅS ASSA 8810 VÄNSTER AVARN

21-12-03

LÅST DÖRR MED CYLINDER PÅ UTSIDA. CYLINDER PASSA ENDAST FÖR A NYCKEL. PERSONAL ANVÄNDER KODLÅS VID NORMAL 

PASSERING.

Egenkontroll

LÅSHUS ASSA 310-50 H/V BYGG

IP7 KODLÅS

NICKLAS GREKOW TORD HAGSTRÖM

V BYGGMAX

DÖRRKORT 26
BUTIK - PERSONALUTRYMME.

BYGGMAX BYGGMAX

AVARN 2020
Transaktion 09222115557470084079 Bilaga 8



Projekt Kund Status

Bygghandling

Projektör Säljare Projektledare

Antal dörrar:

Hängning Våning Byggnad

Littera Passagesystem Skyddsklass

Utrymning / Återinrymning Tillgänglighet Brand

Datum: Rev. Dat: Rev. Av:

Dörrfunktion

Art.nr Artikel Gränsdragning Antal

1

1

1

1

1

1 1

1

1 1

DatumTekniker Signatur

TÄCKBRICKA DORMA DA789 KROM BYGG

1

MEK. SLUTBLECK ENL. TILLV. STD. BYGG

DÖRRTRYCKE DORMA DH720 KROM BYGG

21-12-03

OLÅST DÖRR MED TRYCKE OCH TÄCKBRICKA. GÅR ATT MONTERA CYLINDER I EFTERHAND.

Egenkontroll

LÅSHUS ASSA 310-50 H/V BYGG

IP8

NICKLAS GREKOW TORD HAGSTRÖM

H/V BYGGMAX

DÖRRKORT 27
OLÅST DÖRR I KONTOR

BYGGMAX BYGGMAX

AVARN 2020
Transaktion 09222115557470084079 Bilaga 8



Projekt Kund Status

Bygghandling

Projektör Säljare Projektledare

Antal dörrar:

Hängning Våning Byggnad

Littera Passagesystem Skyddsklass

Utrymning / Återinrymning Tillgänglighet Brand

Datum: Rev. Dat: Rev. Av:

Dörrfunktion

Art.nr Artikel Gränsdragning Antal

1

1

2

2

2

2

4

1

1

1

2

1

1

3

1

1

1

1 1

1

1 1

Datum

1

Tekniker Signatur

TÄCKBRICKA DORMA DA789 KROM BYGG

ARBETSBRYTARE 230V FÖR DÖRRAUTOMATIK EL. ENTR.

KARMÖVERFÖRING TYP ASSA EA281 BYGG

DÖRRTRYCKE DORMA DH720 KROM BYGG

ELSLUTBLECK STEP 90 24V BYGG

MONT. STOLPE STEP 90 BYGG

BRANDRELÄ DORMA NO90404 BYGG

ARMBÅGSKONTAKT JCK209 BYGG

KOORDINERING DORMA ESR BYGG

KÅPA PARDÖRR DORMA VARIO BYGG

STANDARD KÅPA DORMA ED100/250 BYGG

SENSOR DORMA PROSECURE L=350 BYGG

DÖRRAUTOMATIK DORMA ED250 BYGG

STANDARD ARM DORMA ED100/250 BYGG
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Purpose of the document

Scrive eSign is a system for signing documents electronically. This document provides a brief introduction to Scrive eSign so that a holder of a Scrive e-signed document can easily explain such document in court. For in-depth documentation, start by reading the attachment Evidence Package Introduction.

Scrive eSign system

Scrive eSign is developed by Scrive AB and is designed to:

		Enable its users to define workflows for signing electronically

		Execute the signing workflow

		Record as many of the signatories’ actions as possible as log data

		Once all signatories have signed, produce a final digital evidence package of the electronically signed materials together with the log data and other supporting materials necessary to optimise the usefulness of the evidence (the “Evidence Package”)



E-signing workflow

This is how a document is signed through Scrive eSign:

		To start the signing process the user of Scrive eSign either a) defines the signing process in the administrative user interface and selects to start the process, b) starts from a template process in the administrative user interface or c) starts from a template process within a system that has integrated with Scrive.

		To access the signing workflow the counterpart(s) either a) receive an email or SMS with an invitation to sign electronically and a link to the e-signing user interface, b) receive a tablet with the e-signing user interface already opened or c) are redirected from a webpage or client application user interface to the e-signing user interface.

		To review the document the counterpart(s) view the e-signing user interface and a) read instructions at the top that they shall follow the green instruction arrows to complete the signing process, b) depending on the signing process settings enter or not enter extra information into the document such as text and signatures, checks in checkboxes and extra document appendices and c) scroll through all document pages to reach the button with the text “sign” placed below the last page of the document (the “Signing Button”).

		To sign the document the counterpart(s) presses the Signing Button and, depending on the signing process settings, either a) a popup appears where they are informed that by clicking the Signing Button at the bottom of the popup, they are signing the document and that Scrive eSign will register their signature or b) a popup appears where they are asked to select their type of e-legitimation and sign the document using their installed eID application. 

		The confirmation text that the document has been signed upon clicking the Signing Button, is automatically displayed to the counterpart(s) in a web user interface and b) sent to the counterpart(s) in an email including the Evidence Package.



Evidence Package

To understand how to generate quality evidence in a digital environment Scrive has studied several evidence container technologies such as the signed paper, the printed facsimile and the recorded voice. We found that there has been good reason to perceive the signed paper document as the gold standard for evidence quality; it has several inherent qualities that are not easily transferrable into digital formats.

As a result of our research Scrive eSign has been designed to produce an Evidence Package that reproduce the evidence qualities of the paper, while at the same time add new qualities enabled by new technology. A key feature of the Evidence Package is that it shall be self-documenting, meaning that the signed document in itself shall contain all evidence necessary to explain the transaction.


Evidence Quality Framework

Last updated: Fri 06 Mar 2020 14:08:40 UTC 

Index

1. Purpose

2. What is quality digital evidence?

2.1 Integrity

2.2 Accessibility

2.3 Evidence of intent

2.4 Evidence of identity

2.5 Evidence of time

2.6 Event history

2.7 Control

3. Scrive’s solution

3.1 Introduction

3.2 Summary

4. Benchmarking the evidence quality of the Evidence Package

1. Purpose

The purpose of this document is to set a framework for the understanding of digital evidence quality. Additionally it explains how the Scrive e-signed documents relate to such framework.

2. What is quality digital evidence?

Evidence collection is a security measure that the parties signing an agreement or another type of document, use to protect themselves in the event of a future dispute. The evidence can serve the purpose of clarifying the circumstances of the signing event; what was signed, how it was signed and who the signatories were. The value of quality evidence cannot be overstated, as it can be the difference between winning and losing in the event of a dispute.

We have studied several evidence container technologies such as the signed paper document, the printed facsimile and the recorded voice to understand how to generate quality evidence in a digital environment. We found that there has been good reason to perceive the signed paper document as the gold standard for evidence quality; it has several inherent qualities that are not easily transferable into digital formats. In fact we found that new technologies have been introduced at the cost of significant loss in quality of evidence; crucial information is left out of such digital evidence containers and as a result the usefulness of such evidence is highly dependent on third parties. This section explores the key characteristics of the signed paper document as compared to digital evidence container formats with the purpose of exploring what is required to reproduce, or improve, the evidence characteristics of the signed paper document.

2.1 Integrity

To prove that evidence is legitimate it is important to be able to show that it has not been tampered with.

As outlined in the table below, integrity is an inherent quality of the signed paper document but not necessarily that of a digital evidence container. The integrity of a digital evidence container is highly dependent on the design of the system that produces it.

Question to ask:

How to emulate the integrity properties of the signed paper document in a digital evidence container?

				Signed paper document

		Digital evidence container



		Integrity

Can the evidence container be altered after its creation?

		A signed paper document is rarely questioned as evidence, unless there is good reason to believe otherwise. The reason being, that paper is by nature an immutable format; once signed it is difficult to manipulate the available evidence (typically paper mass, ink and fingerprints) without leaving traces of such manipulation. Thus a signed paper document is a durable “snapshot” of reality at the time that the document was signed.

		Digital evidence such as a PDF or an audio file, is by nature mutable. It is easy to alter digital evidence without leaving traces of manipulation.





2.2 Accessibility

To be able to make use of evidence it is key that it is as accessible as possible, meaning that all aspects of the evidence can be understood with a minimum amount of specialised expertise and tools.

As outlined in the table below, accessibility is an inherent quality of the signed paper document but not necessarily that of a digital evidence container. The accessibility of a digital evidence container is highly dependent on the design of the software that produces it.

Question to ask:

How to make a digital evidence container as accessible as a signed paper document?

				Signed paper document

		Digital evidence container



		Tools

What tools are required to display the evidence?

		All graphical elements (i.e. text and pictures) are visible to the naked eye, thus additional tools are never required for the interpretation thereof.

		All graphical elements are hidden to the naked eye, thus additional tools (machines and software) are always required for the interpretation thereof.

Additionally, different tools display the graphical elements in different ways so it is not given that all graphical elements in the file will be accessible to the naked eye or that it will be presented in the intended way.

Or even worse, to skew the balance of power and create an information advantage to one or several of the signatories, the intended way to display the graphical elements might be to hide them to make them difficult to find unless you know what tool to use and/or where to look for the graphical elements.



		Cost

How costly can it be to access the evidence?

		For the evidence that is harder to access such as fingerprints and the age of the ink, there are societal functions for the sole purpose of extracting that evidence.

		For the digital evidence that is harder to access, special resources not available to anyone such as special tools, expertise and research skills, might be required to extract all evidence.



		Comprehensibility

How Is the evidence format understood?

		As a standard format all aspects thereof are common knowledge, readily available to anyone interested.

		There is no one standard for digital evidence, therefore the format and available documentation for the interpretation thereof, is highly dependent on the design of the system that generated the evidence.





2.3 Evidence of intent

Contract law worldwide states that an offer and acceptance are elements required for the formation of a legally binding contract: the expression of an offer to contract on certain terms by one person (the “offeror”) to another person (the “offeree”), and an indication by the offeree of its acceptance of those terms. The other elements traditionally required for a legally binding contract are (i) consideration and (ii) an intention to create legal relations. Thus, intent is a key component in making a contract legally binding.

As outlined in the table below, evidence of intent is an inherent quality of the signed paper document but not necessarily that of a digital evidence container. The quality of the evidence of intent in a digital evidence container is highly dependent on the design of the software that produces it.

Question to ask:

How to produce evidence of the intent to sign in a digital signing environment and how to match that intent with a specific document?

				Signed paper document

		Digital evidence container



		Output

Is the final output the same as what is viewed at the time of signing?

		The signing environment (the paper document) is the same as the final output (the signed paper document).

		The digital signing environment is not the same as the final output. i.e. the displayed information is not the same as the digital evidence produced by the system after signing.



		Comprehensibility

Is the signing environment easily comprehensible to the signatory? 

		To sign a paper document is a standardised ritual to form a binding agreement. Therefore it is reasonable to maintain that any adult of age would understand their actions and that intent can be assumed.

		There are no standards for signing in a digital environment, the signing environments are subject to human creativity and the same signing environment may change from time to time, intentionally or unintentionally. Therefore it is not possible to assume that the signing environment made it immediately clear to the signatory that it was participating in the formation of a legally binding contract, thus intent can never be assumed.





Let us illustrate the potential consequences of weak evidence of intent in a digital signing environment with an example:

Two parties go to court over a contract signed in a digital signing environment. One of the parties claims that it didn’t sign a contract. Instead it claims that it was displayed with a) an interesting drawing of a blue elephant, b) a question if it would like to see an equally interesting pink sheep, and c) a button to proceed to view the pink sheep. Then the party selected to proceed by clicking the button to see the pink sheep, viewed the pink sheep and went to bed. There was no intent to sign a contract; there was only intent to view a pink sheep.

2.4 Evidence of identity

To be able to prove the identity of a signatory, the strength and accessibility of such evidence is key.

As outlined in the table below, evidence of identity is an inherent quality of the signed paper document but not necessarily that of a digital evidence container. The quality of the evidence of identity in a digital evidence container is highly dependent on the design of the software that produces it. On the other hand the signed paper document have inherent limitations to the type of evidence that can be included and the accessibility of such evidence, digital evidence containers don’t have such limitations to possibilities and accessibility and any type of digital evidence can be included and made easily accessible.

Question to ask:

How should the evidence of identity of the signing parties be captured and included into the evidence container?

				Signed paper document

		Digital evidence container



		Saving:

Is the evidence captured and included?

		Evidence of identity of the signing parties will automatically be captured and included into the document. The signatures can be used for graphological analysis, and fingerprints and other biometric materials from the signing parties can be used to authenticate the signatories.

		Evidence of identity of the signing parties will not be automatically captured and included into the document unless a) the software has been designed to do so, and b) the user of the software configures the software to do so.



		Formats:

In what formats can evidence be captured and included?

		There are limited possibilities to include evidence of identity other than the given; the signature, fingerprints and other biometric materials.

		New technology enables virtually unlimited possibilities to capture and include different types of evidence of identity such as audio, video, pictures and much more.



		Accessibility:

How accessible is the evidence?

		The evidence of identity is not easily accessible as it is costly and time consuming to request analysis of signatures, fingerprints and other biometric materials.

		The evidence of identity can be made easily accessible so that the usefulness thereof can be free and immediate to anyone.





2.5 Evidence of time

To be able to prove the time of a signature it is key to have exact evidence of time and that such evidence can be trusted to be accurate.

As outlined in the table below, trustworthy evidence of time is an inherent quality of the signed paper document but not necessarily that of a digital evidence container. The quality of the evidence of time in a digital evidence container is highly dependent on the design of the software that produces it. On the other hand the signed paper document have inherent limitations to the exactness of the evidence of time that can be included and the accessibility of such evidence, digital evidence containers don’t have such limitations to exactness and accessibility and very precise evidence of time can be included and made easily accessible.

Question to ask:

How to make sure that the evidence of time can be trusted to be correct?

				Signed paper document

		Digital evidence container



		Trust

Can the time be trusted? 

		The time of the event can be trusted as it can be found in the ink and there is a strong scientific foundation for the technique for chemical age determination.

		The time of the event is not automatically to be trusted because it is reported by a machine whose time settings cannot automatically be guaranteed to be correct.



		Exactness

How exact can the time be?

		The signed paper document offers limited possibilities to capture exact evidence of time. It is typically done manually through writing the date of when the signature was applied to the document. Additionally it is possible to analyse the time of the signature by chemical age determination of the applied ink. Neither of those methods provides exact evidence of time. Typically the manually applied time is only the day of the signature and the chemical age determination is even less exact.

		Digital evidence containers offer extensive possibilities to capture exact evidence of time and the evidence of time can be made to be very exact down to milliseconds, microseconds or even more exact.



		Accessibility

How accessible is the evidence?

		The evidence of time is not easily accessible as it is costly and time consuming to request analysis of signatures, fingerprints and other biometric materials.

		The evidence of time can be made easily accessible so that the usefulness thereof can be free and immediate to anyone.





2.6 Event history

To be able to prove a signature, events related to the actual signing event can be useful to strengthen the case.

As outlined in the table below, trustworthy evidence of time is an inherent quality of the signed paper document but not necessarily that of a digital evidence container. The quality of the evidence of time in a digital evidence container is highly dependent on the design of the software that produces it.

Question to ask: 

How much event information should be collected and what should be included in the evidence container?

				Signed paper document

		Digital evidence container



		Ease of saving

How easy is it to capture and include related evidence?

		Collection and inclusion of related evidence has to be done manually which is costly. Therefore it is less likely that the signatories will collect and include extra evidence as a preemptive measure.

		Collection and inclusion of related evidence can be done automatically which is cheap. Therefore it can be reasonable to with take preemptive measures to collect and include extra evidence automatically through the system generating the evidence container.





2.7 Control

As seen in the previous sections, evidence is composed of many different evidence features such as integrity, accessibility, intent, identity, time and events (the “Evidence Features”). The Evidence Features may be captured in the same evidence container or distributed across multiple evidence containers, within or outside of the signatory’s direct control, such as but not limited to documents, databases or human memory. Optimally, as much as possible of the Evidence Features should be concentrated into evidence containers under the signatory’s direct control because a) the third party can cease to exist and as a result the evidence may be destroyed, b) the third party’s systems and/or administration may change and affect the accessibility of the evidence for the signatory, c) the third party’s incentives as an agent to protect the integrity of the evidence may not be, or stop being, aligned with the signatory’s incentives as a principal and thus increasing the risk of evidence loss or the risk of tampering that may affect the evidence quality or d) any combination of the aforementioned scenarios.

As outlined in the table below, control is an inherent quality of the signed paper document but not necessarily that of a digital evidence container. The control of a digital evidence container is highly dependent on the design of the software that produces it.

Question to ask:

How to design a digital evidence container to include as much evidence as possible under the signatory’s direct control and independent from third parties?

				Signed paper document

		Digital evidence container



		Independence

How many of the Evidence Features are dependent on third parties to be useful?

		The paper naturally includes all Evidence Features.

		The digital evidence container must be designed specifically to include the Evidence Features, otherwise the Evidence Features will be left outside the direct control of the signatory.





3. Scrive’s solution

3.1 Introduction

We have now analysed the evidence quality characteristics of the signed paper document versus digital evidence containers. This section describes the Evidence Package and how it has been designed in relation to the evidence quality characteristics. Our goal has been to reproduce the evidence qualities of the signed paper document, the long-standing gold standard for evidence containers, while at the same time add new qualities enabled by new technology. The end result is an evidence container not only imitating the most important features of the signed paper document but also with qualities superior to the signed paper document.

As explained in the introduction section to this Evidence Documentation, Scrive eSign is designed to a) enable its users to define workflows for signing electronically, b) execute the e-signing workflow, c) record the evidence and d) once all signatories have signed, use the recorded evidence to produce the Evidence Package. Thus, the Evidence Package is the end result of all these four steps in Scrive eSign and to be able to understand the Evidence Package, it is important to understand each of these four steps. This section explains the four steps in Scrive eSign required for producing the Evidence Package.

3.2 Summary

The Evidence Package addresses the questions in the section “How to create quality evidence?” in the following ways:

		Topic

		Question

		Evidence Package



		Integrity

		How to emulate the immutability of the signed paper document in a digital evidence container?

		Scrive eSign seals the Evidence Package with a digital signature (see step 10 in the Service Description). Depending on which sealing method was chosen, one of two things is applicable. With Keyless Signature Infrastructure based digital signature: Within one (1) month and five (5) days Scrive eSign seals the Evidence Package with a Keyless Digital Signature (see step 11 in the Service Description) which can be used to verify the document’s integrity mathematically with the help of the Digital Signature Documentation (see step 9  in the Service Description). With PAdES digital signature: Protects the document with a tamper-evident seal and makes Long Term Validation (LTV) of the seal possible.



		Accessibility

		How to make a digital evidence container as accessible as a signed paper document?

		Scrive eSign append the Verification Page to the Signing PDF containing a brief documentation (see step 2  in the Service Description), append this Evidence Quality Framework (see step 4 in the Service Description) and append the full Service Description (see step 5  in the Service Description) these documents together explain the Evidence Package and, except from a few exceptions, eliminate the need for further expertise or resources.



		Evidence of Intent

		How to produce evidence of the intent to sign in a digital signing environment and how to match that intent with a specific document?

		Scrive eSign makes a screenshot of the confirmation in the signing environment of the Signatory, after the Signatory has signed and includes this screenshot into the Evidence of Intent (see step 8 in the Service Description). Behind the confirmation the document is visible to make it possible to match the intent with the document.



		Evidence of Identity

		How should the evidence of identity of the signing parties be captured and included into the evidence container? 

		Scrive eSign performs meticulous data collection in the Transaction Logs and then selected identity data is printed into the Verification Page (see step 6 in the Service Description) and all identity data is included into the Evidence Log (see step 4 in the Service Description).



		Evidence of time

		How to make sure that the evidence of time can be trusted to be correct?

		Scrive eSign collects time of events and Clock Error Samples into the Transaction Logs. These Clock Error Sample data are computed into useful numbers that can be used to mathematically calculate the likelihood of time deviation from the registered time.  Everything is included into the Evidence Log (see step 6 in the Service Description) and the Evidence if Time (see step 7 in the Service Description). Additionally the digital signature with which the document is sealed (see step 10 in the Service Description) includes a strong timestamp that can be used as an additional source of evidence of time.



		Event history

		How much event information to collect and what to include in the evidence container?

		Scrive eSign collects as much information as possible into the Transaction Logs and include all collected information into the Evidence Log (see step 6 in the Service Description).



		Control

		How to design a digital evidence container to include as much evidence as possible under the signatory’s direct control and independent from third parties?

		Scrive eSign goes to great lengths to collect and include as much evidence material as possible into one single evidence container, the Evidence Package. The Evidence Package include all Evidence Features of a signed paper document and more thereto.





4. Benchmarking the evidence quality of the Evidence Package

Based on the criteria as set forth in section 2 (What is quality digital evidence?), it can reasonably be argued that the Transaction Logs together with the measures in step 1-11 to produce the Evidence Package, to generate a digital evidence container of highest quality. Lets see how, in our opinion, the Evidence Package fare in comparison to the signed paper document when applying the framework as set forth in section 2.

		Main criteria

		Subcriteria

		Signed paper document

		Evidence Package



		Integrity

		Mutability

How mutable is the evidence container?

		Not mutable.

		Not mutable after applying the Digital Signature, in the sense that any alteration can be detected. In the event of a leak of the private key that Guardtime maintains, forged evidence containers would be detected if the Keyless Digital Signature has been applied. For PKI sealing, in the event of a leak of our private key for the PAdES digital signature, our certificate will be revoked. In that case, even if that certificate is revoked, the digital signature will still be able to show that at the time of sealing the certificate was not revoked and thus the digital signature (seal) is still valid.



		Accessibility

		Tools

What tools are required to display the evidence?

		No tools required.

		The Evidence Package is produced in standard PDF format and thus all parts of the Evidence Package is accessible through standard PDF readers where attachments are displayed. Adobe Reader is one example of such PDF reader.



				Cost

How costly can it be to access the evidence?

		The cost depends from country to country on the societal functions of the society and what they charge for document analysis.

		All evidence is made easily accessible and at no cost. The only evidence that requires any level of expertise is a) the technical expertise required to apply the Digital Signature Documentation to prove the Evidence Package’s integrity and timestamp mathematically and b) the statistical expertise to apply the time measurements to the statistical model to prove the exact time of an event.The need for case a is expected to be extremely rare and the statistical expertise in case b is common knowledge and easy to come by.



				Comprehensibility

How Is the evidence format understood?

		It is common knowledge available to anyone.

		The Evidence Documentation includes all explanations necessary.



		Evidence of Intent

		Output

Is the final output the same as what is viewed at the time of signing?

		Yes. Always.

		No. Never for digital evidence containers. The screenshot included in the Evidence of Intent which include a picture of the signed document in the background is intended to strengthen the evidence that what was viewed in Scrive eSign was the same as the output. The solution is not terminal though as this does not guarantee that the document was exactly the same in all parts.



				Comprehensibility

Is the signing environment comprehensible to the Signatory?

		Yes. Always for any mentally capable adult.

		Yes. The screenshot of the confirmation message after signing, that is included in the Evidence of Intent, is evidence that the Signatory understood that they were taking part in a e-signing workflow.



		Evidence of Identity

		Saving

Is the evidence captured and included?

		Yes. Unless the party wears gloves or for other reason manages to avoid direct physical contact with the paper.

		Yes. All information collected during the e-signing workflow is collected in the Transaction Logs and included in the Evidence Log upon producing the Evidence Package, including any evidence of identity.



				Formats

In what formats can evidence be captured and included?

		Limited possibilities.

		Unlimited possibilities.



				Accessibility

How accessible is the evidence?

		Not very accessible. Costly and/or time consuming to request analysis of signatures, fingerprints and other biometric materials.

		All evidence of identity is included in plain text in the Evidence Log or as easily accessible attachments to the document if requested in other format, such as photo for example.



		Evidence of time

		Trust

Can the time measurement be trusted?

		Yes.

		Yes. UTC time stamps plus deviation are time intervals guaranteed to be traceable to  reference time. Additionally the digital signature with which the document is sealed contains a time stamp which can be verified mathematically using only public information. 



				Exactness

How exact can the time measurement be?

		Not very exact. The standard precision is per day. Chemical age determination is even less exact.

		It can be very exact. The time is measured with microsecond resolution.



				Accessibility

How accessible is the evidence?

		Not very accessible. Costly and/or time consuming to request analysis of signatures, fingerprints and other biometric materials.

		Very accessible. All evidence of time is included in plain text in the Evidence Log.



		Event history

		Ease of saving

How easy is it to capture and include related evidence?

		Not very easy. Manual labor is required. Therefore likely to happen to a minimal extent.

		Effortless. Scrive eSign automatically collects and includes plenty of evidence in the Transaction Logs and prints all that evidence into the Evidence Log.



		Control

		Independence

How many of the Evidence Features are dependent on third parties to be useful?

		None. The signed paper document is a self contained evidence container format.

		None. The Evidence Package is a self contained evidence container format.
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7.2.4 Record the time of each event in Scrive eSign relating to a Signatory’s activity

7.3 Recording clock error

8. Evidence Package generation

8.1 Preparing the Evidence Package

8.1.1 Prepare a Final PDF (step 1)

8.1.2 Append the Verification Page (step 2)

8.1.3 Append the Evidence Quality of Scrive E-signed Documents (step 3)

8.1.4 Append the Evidence Quality Framework (step 4)

8.1.5 Append the Service Description (step 5)

8.1.6 Append the Evidence Log (step 6)

8.1.7 Append the Evidence of Time (step 7)

8.1.8 Append the Evidence of Intent (step 8)

8.1.9 Append the Digital Signature Documentation (step 9)

8.1.10 Append the Digital Signature (step 10)

8.1.11 Append the Keyless Digital Signature (step 11)

8.1.12 PAdES Digital Signature (optional to Steps 10 and 11)
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9.1.1 List view

9.1.2 Learn more and manage workflow

9.1.3 Mass-withdraw invitations

9.1.4 Send mass-reminder

9.1.5 Delete
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9.2 Template Workflow editing list
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9.2.2 Filter and search

9.2.3 Delete

9.2.4 Share

9.3 Trash list

9.3.1 List view

9.3.2 Filter and search
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10.1 Organisation administration

10.1.1 Organisation details
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10.2 User administration

10.2.1 User privileges

10.2.2 User management

1. Definitions

“Attachments” means attachments to the Main Document provided by the Author or Signatories.

“Author” means the person(s) that configure the Workflow Settings.

“Clock Error Samples” means the term as defined in the Attachment Evidence of Time.

“Delivery Method” means the method to deliver the invitation to participate in a Workflow Session.

“Design View” means the administrative user interface of Scrive eSign for the purpose of configuring the Workflow Settings.

“Evidence Attachments” means the attachments with additional evidence inserted into the Final PDF as explained in section 8, the attachments are Evidence Quality of Scrive E-Signed Documents, Service Description, Evidence Quality Framework, Evidence Log, Evidence of Intent, Evidence of Time and Digital Signature Documentation.

“Evidence Material” means the Final PDF including the inserted Evidence Attachments. 

“Evidence Package” means the Evidence Material sealed with a digital signature.

“Field Data” means data associated with text fields, checkboxes, radio buttons and signature boxes in the Main Document.

“Final PDF” means the final Main Document after all Signatories have signed, including Field Data rendered with the placements defined by the Author in the Workflow Settings.

“Initiator” means the person that initiates Workflow Execution.

“Initiated Workflow” means a set of Workflow Settings where Workflow Execution has been initiated.

“Integrated System” means a system that communicates with Scrive eSign via the Scrive API.

“Main Document” means the document that is displayed in the Design View and Sign View and is possible to edit with Field Data.

“Party” or “Parties” means persons participating in the Workflow Execution.

“Role” means the Role of a Party during a Workflow Session.

“Scrive API” means the application programming interface of Scrive eSign.

“Sign Material” means the material being reviewed, signed and completed by the Parties during Workflow Execution, including a) the Main Document, b) Attachments and c) Field Data.

“Sign View” means the graphic user interface in Scrive eSign’s web based interface, for the Parties to review and for Signatories to sign the Sign Material.

“Signatory” means a person that has been defined to sign the Sign Material in the Sign View during a Session.

“Signature Confirmation Section” is the final section where the Signatory is asked if they are sure that they wish to sign the document.

“Signature Drawing Modal” is the modal where the Signatory is asked to draw or type their signature.

“Template Workflow” means Workflow Settings saved by an Author for later reuse. “Transaction Logs” means database logs in Scrive eSign, including records of the Signatories activities in Scrive eSign.

“User” is a person or a group of persons with an account in Scrive eSign which is linking to a verified email address.

“Viewer” means a person that has been defined to only have access to view the Sign Material in the Workflow Session.

“Workflow Execution” means when Scrive eSign guides the Parties through Workflow Sessions as configured in the Workflow Settings.

“Workflow Session” means a set of activities defined for a Party to execute the assigned Role. A Party can be assigned multiple Workflow Sessions.

“Workflow Settings” means any combination of settings in section 3 defining how the Parties can interact with the Sign Material during Workflow Execution.

2. Purpose 

The purpose of this document is to explain how Scrive eSign worked at any given point in time to facilitate the full understanding of the process that generated the final Evidence Package. Each time Scrive eSign is updated with new features this document is also updated. The scope of the document is to describe the Scrive eSign system in full. Because it is possible to initiate Workflow Execution via API it is possible that parts of the e-signing workflow have happened outside of Scrive eSign. Because Scrive can only document features that are within our control, parts of a workflow may have happened outside the scope of this document.

3. Design the workflow (Author)

Workflow Settings are defined in the Design View by the Author. The features for designing the Workflow Settings are clustered in the Design View in three main sections. We describe the features in these sections according to the structure in the Design View.

3.1 Add Parties

3.1.1 Simple Workflow Session

Add a Workflow Session and add information about the Party participating in the Workflow Session. You can add an infinite number of Workflow Sessions. The minimum amount of Workflow Sessions is one.

3.1.2 Mass-signing Workflow Session

To replicate a Template Process multiple times with many separate Parties it is practicable to add the Parties in bulk. This feature enables adding a list of Parties to a Workflow Session as a CSV file. When initiating the process Scrive eSign will automatically replicate the process for every row in the CSV file and include the Party information of that row to that Workflow Session.

3.1.3 Invitation order

Select in what order the Parties shall receive the invitation to participate. Parties can receive the invitation in parallel, in sequence, or a combination of these.

3.1.4 Role

Define if the Party should be Signatory or Viewer.

3.1.5 Invitation method

Select how the Party shall receive the invitation to participate in the Workflow Session. The delivery methods available are a) email, b) SMS, c) email and SMS and d) in-person delivery or e) API.

		Email

		An email invitation is sent including a link to the Sign View.



		SMS

		An SMS is sent including a link to the Sign View.



		Email and SMS

		Both email and SMS delivery as described above.



		In-person

		No invitation is sent. The Initiator can give the Party access to the Sign View, by personally presenting it on a device selected by Initiator.



		API

		No invitation is sent. The Initiator can select to give access to the Sign View by sharing the URL or an Author can set up a workflow where the Party is redirected from a webpage hosted by the Author to the Sign View.





3.1.6 Authentication to view

Select what authentication should be required from a Signatory before accessing the Workflow Session to view the document. The alternatives are a) Swedish BankID, b) Norwegian BankID, c) Danish NemID or d) no additional authentication method.

3.1.7 Authentication to sign

Select what authentication method should be required from a Signatory. The alternatives are a) Swedish BankID, b) PIN verification by SMS or c) no additional authentication method.

3.1.8 Confirmation method

Select how the Party shall receive the confirmation that the document has been signed by all Parties and get access to the Evidence Package. The confirmation methods available are a) email, b) SMS, c) email and SMS and d) no delivery.

3.2 Place fields

3.2.1 Main Document upload

Upload the Main Document. Only PDFs are accepted for upload. 

3.2.2 Main Document removal

Remove the Main Document.

3.2.3 Text field

Drag and drop text fields into the document. Define the name of the text field (i.e. address, mobile and more) or select a predefined field, and define if it is a) mandatory for the Initiator, b) mandatory for Party completing the Workflow Session or c) optional. If left empty or editable during Workflow Execution, define what party can (if optional) or must (if mandatory) complete the text field during their Workflow Session. All information put into a text field will be printed onto the document. You can set the font size of the text field to a) small, b) normal, c) large or d) huge.

3.2.4 Checkbox

Drag and drop checkboxes into the document. Define the name of the checkbox (for traceability purposes), choose a checkbox size, and define if it is a) mandatory for the Initiator, b) mandatory for Party completing the Workflow Session or c) optional. If left empty or editable during Workflow Execution define what party can (if optional) or must (if mandatory) check the checkbox during their Workflow Session. The checkbox, empty or checked, will be printed onto the document.

3.2.5 Signature box

Drag and drop signature boxes into the document. Define the name of the signature box (for traceability purposes) and define if it is a) mandatory for the Party completing the Workflow Session or b) optional. If left empty or editable during Workflow Execution define what party can (if optional) or must (if mandatory) draw their signature during their Workflow Session. For some old browsers where JavaScript drawing doesn’t work, the Signatory can use their keyboard to type their signature with a name instead and a handwritten font will be used. The drawn or typed signature will be printed onto the document.

3.2.5 Radio buttons

Drag and drop radio button groups into the document. Define the name of the radio button group and the names of individual radio buttons (for traceability purposes), and choose a size for the radio buttons within the radio button group. It is mandatory for signing parties to select one of the radio button group options. The radio buttons, selected or not, will be printed onto the document.

3.3 Other settings

3.3.1 Add Attachment

The Author can upload documents to add as Attachments to the Main Document or delete previously uploaded Attachments. Only PDFs are accepted. The Author selects if the Attachment should be optional or mandatory to review. The Author selects if the Attachment should be merged with the main file or not.

3.3.2 Request Attachment

The Author can request that Parties are asked to upload documents during a Workflow Session, to add the documents as Attachments to the Main Document. The request is set per Party and an instruction text is required explaining what document is requested, requests can be made optional in which case the Party is not required to upload a document.

3.3.3 Main Document name

Name the Main Document. This is the name that will be communicated with the Parties throughout each Workflow Session. This will be the name of the Main Document in the Evidence Package.

3.3.4 Workflow Session language

Select in what language the Parties shall be guided throughout each Workflow Session. This will be the language of the text printed in the Verification Page.

3.3.5 Due date

Select the due date for the Signatories to sign. After the due date has passed the Signatories can no longer sign.

3.3.6 Automatic reminder

Select at what date an automatic reminder to sign shall be sent to the Signatories that haven’t yet signed.

3.3.7 Personal invitation message

Write a personal message that the Parties will receive when invited via email to participate in the Workflow Execution.

3.3.8 Personal confirmation message

Write a personal message that the Parties will receive via email when the document has been signed.

3.3.9 Edit Sign View UI

Adjust the UI in the Sign View. The following UI features can be added or removed a) header including logo and contact details, b) download PDF c) the button used in the Sign View to reject to sign, d) option to reply with a message, and e) footer.

3.4 Save as template workflow

The Workflow Settings in Design View can be saved as a Template Workflow for later Workflow Execution a single time (save as draft) or multiple times (save as template).

3.5 Settings available via API only

3.5.1 Set highlighting

It is possible, via the API, to enable highlighting in the Sign View for selected Signatories. Highlighting is the digital equivalent of a yellow mark on paper to emphasize something on the document. Highlights can be made by the selected Signatories, and cleared page-by-page, until they have signed the document, after which no more changes can be made. 

3.5.2 Field editable by Signatory

It is possible, via the API, to allow selected Signatories to change the value of certain fields, even if they were pre-filled by the Document Author. This is currently only available for email and mobile field types. The aim of this setting is to allow Signatories to update their email or mobile number, when the value set by the Document Author may be incorrect or outdated.

4. Initiate the workflow (Initiator)

A Workflow Execution needs to be started by an Initiator. This section describes the features which the Initiator can use to initiate the Workflow Execution. The Initiator may initiate the Workflow Execution in any of the following ways:

		start as Author and define the Workflow Settings in the graphic user interface of the Design View or an Integrated System, or programmatically through the Scrive API, and then initiate the Workflow Execution, or

		start as Initiator only and select a Template Workflow to initiate the Workflow Execution, or

		start as Author and select a Template Workflow to edit by any of the procedures for defining the Workflow Settings described in bullet a and then, after editing as Author, initiate the Workflow Execution.



4.1 Initiate Workflow Execution from Design View

After a Main Document has been uploaded and no mandatory information is missing it is possible to initiate Workflow Execution by clicking a button to start. When having clicked the button a modal is displayed and depending on the Workflow Settings different activities will be required from the Initiator to initiate Workflow Execution.

		Initiator role

		Sign order

		Instruction in modal



		Signatory

		Sign first

		Prompts to sign first before inviting others



		Signatory

		Sign second or later

		Prompts to invite others



		Viewer

		-

		Prompts to invite others





4.2 Initiate Workflow Execution from Template Workflow

Template Workflows can be accessed either via the Scrive eSign graphic user interface or via API. The following sections will describe how access can be done via the graphic user interface of Scrive eSign. In principle the same actions can be performed via the API.

4.2.1 List of Template Workflows

By logging in to his Scrive eSign account the Initiator can access a list of Template workflows from where it can initiate Workflow Execution. In the list of Template Workflows each Template Workflow is displayed in a list including name of the Template Workflow, time of latest change to Template Workflow, Delivery Method(s) and sharing status. In the template list view it is possible to do free text search on metadata to find Template Workflows.

4.2.2 Select to edit Template Workflow or directly initiate Workflow Execution

By clicking the name of a draft or template in the list of Template Workflows, different options will be made available depending on the Workflow Settings of the Template Workflow.

		Author/Not Author

		Locked from editing

		In-person delivery

		Options for next step



		Author

		Yes/No

		Yes

		Option to a) edit Workflow Settings or b) initiate signing on the device directly.



		Author

		Yes/No

		No

		Option to a) edit Workflow Settings or b) send for signature directly.



		Not Author

		Yes

		Yes

		Option to initiate signing on the device directly.



		Not Author

		No

		Yes

		Option to a) edit Workflow Settings or b) initiate signing on the device directly.



		Not Author

		Yes

		No

		Option to send for signature directly.





5. Administer the Workflow Execution (User)

The document view is the administrative counterpart of the Sign View. Here the User can review the Main Document, Attachments, Parties and progress history and also administer the Workflow Execution.

5.1 Progress history

The Workflow Session progress of each Signatory can be tracked in the progress history section. Each important event is listed with a status icon, time, Party and an explanatory text. Below is a list of the statuses used.

		Progress status

		Explanation



		Initiated signing

		The Initiator initiated the signing process.



		Email sent

		The invitation to access Sign View was sent via email.



		SMS sent

		The invitation to access Sign View was sent via SMS.



		Undelivered

		The external email or SMS system has reported that it could not deliver the email or SMS.



		Delivered

		The external email or SMS system has reported that it has delivered the email or SMS.



		Email opened 

		The external email system has reported that the email has been opened.



		Accessed view to authenticate

		The party opened the view to verify their identity before viewing the document.



		Authentication success

		The Party verified their identity with [AUTHENTICATION METHOD] to access the document.



		Reviewed online

		Opened the document online.



		Signed

		The button to complete signing was clicked in the Signature Confirmation Section or, if BankID was required to sign, the signing process was completed successfully in the BankID application.



		Rejected

		The button to reject signing was clicked in the final rejection section.



		Timed-out

		The due date for signing as set in the Workflow Settings passed and the document can’t be signed.



		Due date prolonged

		The Initiator prolonged the signing due date.



		Process cancelled

		The Initiator cancelled the signing process, the document can no longer be signed.



		Process edited

		The Workflow Process was edited in the Design View.



		Sealed

		Scrive eSign sealed the final PDF with a digital signature.



		Extended

		Scrive eSign sealed the Evidence Package (as defined in the Service Description) with a keyless digital signature.





5.2 Withdraw invitation

To withdraw an invitation to sign an Initiated Workflow, press the button to withdraw. The invitation to sign the selected Initiated Workflow will be withdrawn and they will no longer be possible to sign. If a Signatory clicks an invitation link to a withdrawn document they will land in a landing page with an instruction that the Workflow Execution has been cancelled.

5.3 Extend due date

If the due date to sign passed without all Signatories having signed the Initiator can extend the due date by pressing “extend due date”. The date is extended by as many days as are determined by the Initiator.

5.4 Restart document

If the document was cancelled or the due date passed the Initiator can select to restart the Workflow Execution by pressing the button to restart the Workflow Execution. The Initiator is then redirected to the Design View where he can edit the Workflow Settings and initiate Workflow Execution again.

5.5 Start signing

If Delivery Method was set to in-person or API, then there is an option for the Initiator to initiate the next in-person Workflow Session directly from this view. By selecting “start signing” the Initiator will be redirected to the Sign View.

5.6 Download document

If the document has been signed it can be downloaded by the Initiator by pressing the button to download the document.

5.7 Send reminder

To remind a Signatory to sign, press the button to send reminder. A reminder will be sent to the Signatory using the initial invitation Delivery Method selected by the Author.

5.8 Send document again

To send a completed Evidence Package again to a Party, press the button to send the document again which is next to the Party’s information. A message including the document, will be sent to the Signatory using the initial confirmation Delivery Method selected by the Author.

5.9 Change of authentication to view and authentication to sign methods

As long as the recipient hasn’t signed the Initiator can change the authentication to view and the authentication to sign methods.

5.10 Bounce management

If the email or SMS could not be delivered, the Initiator is informed of the problem via an email with a link to the Document View where the Initiator can edit the email or mobile number. A bounce can occur for multiple reasons, typically due to a) entering the wrong email or mobile number, b) SPAM filter settings of the receiving system or c) the recipient’s systems are down.

5.11 Review Attachments

Below the displayed document there is a section with all attached Attachments. The user can view or download Attachments.

5.12 Review evidence attachments

Below the Attachments section there is a section with all evidence attachments. The user can review or download the evidence attachments.

6. Follow the workflow (Party)

Smooth Workflow Execution is dependent on a series of events as executed by the Parties in close interaction with Scrive eSign. This section will describe the different components enabling the Workflow Execution. The features are listed in the order as they appear to the Signatory either chronologically or in the graphic user interface from the top and going down. What features appear to the Signatory depend on the Workflow Settings.

6.1 Overview of Workflow Execution

Before we look at the components of the Workflow Execution it might be useful to get an overview of the different steps of Workflow Execution as experienced by the Signatories and the Viewers.

		Accessing the Sign View: the Party either a) receives an email or SMS with an invitation to sign electronically and a link to the Sign View or, b) accesses a device (tablet, desktop computer, smartphone or other) with the Sign View already opened or c) is redirected from an Integrated System to the Sign View. 

		If set by the Author, the Signatory is asked to authenticate before they can proceed.

		Reviewing the Sign Material: the Party views the displayed Sign View and a) can read instructions at the top to follow the guiding arrow, b) depending on the Workflow Settings enter or not enter Field Data into the document (such as text, signatures, checks in checkboxes, choosing a radio button group option) and view/append required and optional attachments and c) scroll through all document pages to reach the sign or reject section.

		When enabled for the current signatory, the Initiator can highlight anything within the document being signed in real-time. 

		Signing the Sign Material: the Signatory presses the next button to proceed to the next step and, depending on the Workflow Settings, one of these four scenarios follow;



		If the Signatory has not yet drawn their signature inside the document a section appears with instructions to confirm their intent by clicking a button with the text “Sign”, or

		If the Signatory has not yet drawn their signature inside the document a section appears with instructions that they will finalise the signing process by clicking the button with the text “Finish”, or

		If the Signatory is required to authenticate with PIN by SMS before they can sign they a) type or view their mobile number, b) receive an SMS with a PIN, c) type the PIN into a input field and d) confirm their intent by clicking a button with the text “sign”, or

		If the Signatory is required to sign with Swedish BankID they sign using the Swedish BankID app on the device they chose to sign with.



		Receiving confirmation after signing: after having completed one of the above signing scenarios a confirmation message is displayed to the Signatory that the Sign Material has been signed. Depending on the Workflow Settings, each Party either receives or doesn’t receive a confirmation message. If it was set for the Party to receive a confirmation message it is sent either a) by email and including the Evidence Package, b) by SMS and including a URL-link to access the document on the web in Scrive eSign, or c) both by email and SMS as described above.



The following sections are more detailed descriptions of the features enabling the workflow in the summary above.

6.2 Accessing the Sign View

This is the workflow guiding the Parties to access the Sign Material in the Sign View.

6.2.1 Invitation message

Scrive eSign will send an invitation email and/or SMS to the Party, in the order as defined by the Workflow Settings. The email and/or SMS will include a URL-link to a Sign View specific to that Workflow Session.

6.2.2 List of Initiated Workflows

Initiated Workflows with Workflow Sessions available for signing directly on the device are listed in a list accessible to Users. Each Initiated Workflow is displayed in a list with document name, last event, name of Initiator and names of all Parties. An icon determines if the Party is the Initiator of the Initiated Workflow or has been invited by another Initiator to participate. By selecting an Initiated Workflow from the list the User will initiate a Workflow Session and access the Sign View.

6.3 Authenticate to view

This is the part where the Signatory is required to authenticate themselves before they can proceed to view the Sign Material.

6.3.1 Authentication to view

The name of the Author and the document is displayed. Personal information that is required to understand who should authenticate their identity is presented. The Signatory initiates the authentication process. If the authentication is successful the Signatory is redirected to the Sign View to view the Sign Material.

6.4 Reviewing the Sign Material

This is the workflow guiding the Signatory when they are reviewing the Sign Material before signing.

6.4.1 Contact information

In the header the Initiators name and mobile (if available) is displayed for contact purposes.

6.4.2 Branded header

Adjustments can be made to a) company logotype, b) background color of header, c) text font, and d) text color. If no branding has been selected, the default is the Scrive logotype and colors. Author can remove the header and footer in the Design View before initiating Workflow Execution.

6.4.3 Other branded Sign View components

Components of the Sign View that can be branded are a) text font type of all text, b) color of the guiding arrow, c) color and text font of text in the guiding arrows, d) color of buttons, and e) color and text font of the text in the buttons. In the Sign View, confirmation page after signing, the signing invitation email and confirmation email there is a discrete ”Powered by Scrive” text.

6.4.4 Signing header

This header stays at the top of the SIgn View as the signatory scrolls through the Main Document to sign. The header includes a) the name of the document, b) a button to activate highlighting (learn more below), c) a button to zoom in the Main Document and d) a button to zoom out the Main Document. By clicking the highlight button, the highlighting functionality is enabled and the scrolling functionality is disabled. Thus, instead of scrolling when touching the screen the touch will result in a yellow highlighting color being painted to the Main Document where the finger points. Highlighting starts when a finger is put to, or a mouse is clicked above, the Main Document. Highlighting stops when the finger is lifted or the mouse is released. To initiate highlighting again the highlighting button in the header has to be pressed again. If the highlighting functionality has been applied to the Main Document in the current Workflow Session, a clear button will also be available in the signing header. The clear button will allow highlighting to be cleared from one document page at a time, and “clear mode” will be enabled until any highlighting has been cleared, or until the cancel button is clicked to cancel clear mode.

6.4.5 Review instruction

Below the header there is a) the person’s name and b) a brief instruction on how to proceed to sign the document. The purpose of the name is to decrease the risk that a person mistakenly signs in another Signatory’s name. If the name was not supplied before Initiator initiated Workflow Execution, then only the brief instruction is displayed.

6.4.6 Mandatory/optional explanation

Explanation of the difference in instruction color between actions that are mandatory and actions that are optional. This appears if the Workflow Session includes optional and mandatory actions.

6.4.7 Download PDF

Option to download the Main Document and Attachments as PDF. This option is either displayed or not depending on if the Author defined that it should be displayed during the Workflow Session.

6.4.8 Document display

PNGs of the Main Document are displayed in up to 1040 px width.

6.4.9 Guiding arrow

The guiding arrow will guide the Party through the steps set as mandatory by the Author. The arrow will guide the Party by pointing at the next mandatory step and blink.

6.4.10 Text fields

There can be empty text fields that are mandatory or optional to complete for the Party and pre-filled fields that can be editable.

6.4.11 Checkboxes

There can be unchecked checkboxes that are mandatory or optional for the Party and pre-checked checkboxes that can be de-checked. Checkboxes can be small, medium, or large, at the discretion of the author.

6.4.12 Radio buttons

There can be radio button groups comprising of two or more radio button options. The Party must select one of the radio buttons for each radio button group. Each radio button group can be small, medium, or large, at the discretion of the author.

6.4.13 Signature box

If signatures are requested from the Signatory then signature boxes are displayed as colored areas on top of the document. If the Author has defined the signature as mandatory, then the guiding arrow will point to the colored area after previous mandatory fields have been completed. When clicking a signature box a signing workflow is initiated. Read more about the signing workflow in section “6.6 Signing the Sign Material”.

6.4.14 About you section

If there are input fields that are mandatory to include in the transaction but have not been placed on top of the document by the Author they are displayed in the about you section. This section is not visible if there is no mandatory information that has not been placed on top of the document for input.

6.4.15 Attachments section

For each attachment that has been added to the document by the Author a section is displayed including the title of the attachment and a button to show the attachment. The attachment can be viewed by clicking the button to show the attachment, then the section expands and displays the attachment in full to the Signatory. If an attachment was selected by the Author to be mandatory to review in the Workflow Settings then a) a checkbox is available next to the title of the attachment and b) a text stating that the signatory confirms that they have read and understood the content of the attachment is available next to the checkbox. The checkbox with the instruction to confirm that the Signatory has read and understood the content of the attachment must be checked before the Signatory can sign.

6.4.16 Requested attachments section

This is where, if requested, the signatory is instructed to upload additional documents as attachments. The signatory can choose not to upload an optional attachment by checking a checkbox. If attachments have been added by previous signatories in the same process, those are visible to the current signatory for review. This section is not visible if there are no requests for attachments from the signatory.

6.4.17 Signatories section

This section includes a list of the Signatories, their signing progress and a) Full name,,  and b) if applicable information about the Signatory is displayed such as organisation, organisation number, ID number, mobile number and email.

6.4.18 Reject or sign section

This is the last section in the Sign View. This section includes a reject button and a next button. By clicking the reject button the Signatory will initiate the rejection workflow and by clicking the next button the Signatory will initiate the signing workflow. If the Author has determined in the Sign View Settings that the reject button shall not be displayed to the Signatory, only the next button will be displayed.

6.5 Rejecting to sign the Sign Material

This is the workflow guiding the Signatory when they are rejecting to sign the Sign Material.

6.5.1 Reject button

At the bottom of the Sign View the signatory can reject the signing via clicking on a reject button. This button is visible if the Author has not disabled it in the Workflow Settings.

6.5.2 Rejection section

If the option to allow a rejection message was chosen in the Workflow Settings, upon clicking the button to reject the Signatory will enter a section where the Signatory can reject and, if so desired, write a rejection message to the Initiator. If a rejection message is not allowed, the Signatory will be asked to confirm the rejection directly, without the possibility of writing a rejection message. If the Signatory confirms the rejection, the Workflow Execution is cancelled and the Main Document can no longer be signed by any other Signatory.

6.5.3 Rejection confirmation page

After a rejection the Signatory is redirected to a page confirming that the signing was rejected and, if a rejection message was created, that the rejection message was sent to the Initiator.

6.6 Signing the Sign Material

The signing workflow is the workflow guiding the Signatory when they are signing the Sign Material.

6.6.1 Signature Drawing Modal

After the signature box has been clicked by the Signatory, the Signature Drawing Modal is opened and the Signatory is instructed to sign. The Signatory can draw their signature on a touchscreen or with a mouse. Once the Signatory has drawn their signature in the Signature Drawing Modal, they can click a button to proceed. Once they have clicked the button to go to the next step the modal closes and the signatory is scrolled to the next step defined by the Workflow Settings. 

6.6.2 PIN by SMS authentication and Signature Confirmation Section

If the authentication was set to PIN by SMS, the Signatory is either a) prompted to type the mobile number they want to use for authentication or b) if the mobile number was prefilled by the Initiator they can only view the mobile number. After the signatory has filled their mobile mobile number or reviewed the one that was prefilled by the Initiator and clicked to send the SMS, the Signature Confirmation Section appears with a) an input field for the PIN, b) a text if they wish to sign and let Scrive eSign register their signature and c) a button to confirm the PIN and complete the signing process. After the correct PIN has been supplied and the Signatory has confirmed that they wish to sign , the signature is registered and the Signature Registration Section is displayed.

6.6.3 Swedish BankID authentication and Signature Confirmation Section

If the authentication was set to Swedish BankID, the Signatory is either a) prompted to type the ID number they want to use for authentication, or b) if the ID number was prefilled by the Initiator this is already prefilled and not editable. After the signatory has a) filled their ID number or reviewed the one that was prefilled by the Initiator and b) clicked to initiate the authentication with Swedish BankID, the Signatory authenticates within the Swedish BankID application. When the authentication is completed in the Swedish BankID application, Scrive eSign registers the signature. 

6.6.4 Signature Confirmation Section

If the authentication was neither set to Swedish BankID nor PIN by SMS then the Signature Confirmation Section asks the Signatory if they wish to either “sign” (if no signature was drawn in the document using the Signature Drawing Modal) or “finish” (if a signature was drawn in the document using the Signature Drawing Modal) and let Scrive eSign register their signature. Once the Signatory has confirmed that they wish to sign or finish the signing process, the signature is registered and the Signature Registration Section is displayed.

6.7 Receiving the confirmation after signing

This is the workflow guiding the Signatory after they have signed the Sign Material.

6.7.1 Signature Registration Section

After the Signatory has confirmed their signature in the Signature Confirmation Section, the Signatory is redirected to the Signature Registration Section. The Signature Registration Section instructs the Signatory that their signature is being registered by Scrive eSign.

6.7.2 Signature confirmation page

After Scrive eSign has completed registering the signature of the Signatory, the Signatory is either redirected to:

		a custom confirmation page. Scrive does not regulate the custom confirmation page other than requiring that the confirmation page should not be misleading to the Signatory, thus it can include any information.

		the Scrive eSign standard confirmation page. The standard confirmation page includes information that the Signatory’s signature has been registered. If the Author had set that Scrive eSign should send an outgoing confirmation message, then the Signatory is also informed that an outgoing confirmation message was sent to the Signatory or that, if there are more Signatories to sign the document, an outgoing confirmation message will be sent to the Signatory after all Signatories have signed.

		the Signing Handover Interface, where a button is displayed leading to the Workflow Session for that next Signatory. This happens if there are other Signatories in line to sign after the Signatory that just signed, and the Delivery Method was set to in-person for any of those Signatories.



6.7.3 Signature confirmation message

If Author set that an outgoing confirmation message should be sent to the Signatory, a confirmation message is sent either via SMS, email or both. The confirmation message includes information that the document has now been signed by all Signatories. The email also includes an original of the Evidence Package and the SMS includes a link to access the Evidence Package online. If the Evidence Package is over 10MB Scrive eSign will not include the Evidence Package in the confirmation email and instead an instruction and a link to access the document will be supplied. If the Author set that a custom confirmation message shall be included in the outgoing confirmation message, the custom confirmation message set by the Author is included after the standard confirmation message texts.

7. Evidence collection

During the Workflow Execution Scrive eSign is collecting evidence to include into the Evidence Package.

7.1 Collecting missing Sign Material

At any time during the Workflow Execution, Scrive eSign presents the Sign Material in its current state in the Sign View meaning that it displays a) images of each page of the Main Document, b) links to all Attachments and c) renders all currently defined Field Data on the pages of the Main Document using the placements specified by the Author. As the process advances, the Sign Material is collected and produced through the following process:

		The Author uploads the initial Sign Material into Scrive eSign, consisting of the Main document, Author Attachments and initial Field Data.

		The Signatories will perform a review of the Sign Material in the Sign View. Depending on the Workflow Settings the Signatory can be asked to upload Signatory Attachments and add more Field Data, so that the Sign Material is completed. This step is reiterated until all Signatories have signed. 

		When the last Signatory has signed, the Sign Material has become fully completed and is locked from further modifications.



7.2 Producing the Transaction Logs

Scrive eSign executes the following activities to produce the Transaction Logs:

		Record as many as possible of the Signatories’ activities in Scrive eSign during Workflow Execution

		Record screenshots of the confirmation after the Signatories have signed through Scrive eSign

		Record system information of the Signatories’ client system

		Record system time of the Signatories’ activities in Scrive eSign



This section will explain the different procedures for recording the Transaction Logs as listed above.

7.2.1 Recording Signatories’ activities in Scrive eSign

Scrive eSign records events when the Signatory has interacted with Scrive eSign during Workflow Execution. The activities in Scrive eSign that are recorded are listed below. Coordinates X=0, Y=0 is the top-left corner of the page, X=1, Y=1 is the bottom-right corner.

		Sample event (as printed in the Evidence Log)

		Event explanation



		Scrive eSign sealed the Evidence Package (as defined in the Service Description) with a keyless digital signature.

		See section 8.1.11.



		Scrive eSign sealed the final PDF with a digital signature.

		See section 8.1.10 and 8.1.12.



		Scrive eSign prepared the final PDF, including evidence collected by Scrive eSign, before sealing with a digital signature.

		See sections 8.1.1 – 8.1.9 



		The party [NAME OF PERSON] ([UNIQUE IDENTIFIER]) verified their identity with [AUTHENTICATION METHOD] to access the document.

Data returned from the [AUTHENTICATION METHOD]:

Name: [NAMED RETURNED]
ID number: [ID NUMBER RETURNED]


Signature: [SIGNATURE RETURNED]
Online Certificate Status Protocol (OCSP) Response: [OCSP RETURNED]

		See section 6.3.1.



		Scrive eSign sent an automatic reminder to sign using [DELIVERY METHOD] to [EMAIL@EXAMPLE.COM and 012-34 56 78] at the request of the user [NAME OF USER] ([UNIQUE IDENTIFIER]).

		See section 3.3.6.



		The user [NAME OF USER] ([UNIQUE IDENTIFIER]) withdrew the invitation to sign and Scrive eSign disabled the possibility to sign for all parties.

		See sections 5.2.



		The user [NAME OF USER ([UNIQUE IDENTIFIER]] changed authentication for [NAME OF PARTY (UNIQUE IDENTIFIER)] from [OLD AUTHENTICATION METHOD] to [NEW AUTHENTICATION METHOD].

		See section 5.9.



		The user [NAME OF USER] ([UNIQUE IDENTIFIER]) changed the email address for the party from [BAD@EXAMPLE.COM] to [GOOD@EXAMPLE.COM].

		See section 5.10.



		The user [NAME OF USER] ([UNIQUE IDENTIFIER]) changed the mobile number for the party from [BAD-12 34 56] to [GOOD-12 34 56].  

		See section 5.10.



		Scrive eSign locked the document from further modifications by the parties.

		See section 7.1 step 3.



		The signatory [NAME OF SIGNATORY] checked the checkbox “[EXAMPLE ATTACHMENT NAME]”. The text next to the checkbox was “[ACCEPT ATTACHMENT CONDITIONS TEXT]”.

		See sections 3.3.1 and 6.4.15.

[ACCEPT ATTACHMENT CONDITIONS TEXT] is the text that was visible to the signatory and depends on the document’s language setting. In English it is "I have read and accepted the content of the attachment [EXAMPLE ATTACHMENT NAME]".



		The party [NAME OF PARTY] ([UNIQUE IDENTIFIER]) deleted the attachment [ATTACHMENT NAME] previously uploaded by the party [NAME OF PARTY] ([UNIQUE IDENTIFIER]).

		See sections 3.3.2 and 6.4.16.



		Due to a system error Scrive eSign failed to finalise the Evidence Package (as defined in the Service Description) before sealing with a digital signature.

		Sometimes the system may fail to produce the Evidence Package as described in sections 8.1 – 8.3. This event is extremely rare.



		Scrive eSign’s external email delivery system reported that the invitation to [sign/review] the document sent via email to [PARTY@EXAMPLE.COM] was delivered.

		See sections 3.1.4 and 5.1.



		Scrive eSign’s external SMS delivery system reported that the invitation to [sign/review] the document sent via SMS to [012-34 56 78] was delivered.

		See sections 3.1.4 and 5.1.



		Scrive eSign sent an invitation to [sign/review] the document via [delivery method] to [PARTY@EXAMPLE.COM and/or 012-34 56 78]. The invitation included a link that when clicked lead to Scrive eSign’s online interface to [sign/review] documents. The invitation contained the following message: <BR/> <i>This is an example message text.</i>

		See sections 3.1.4, 3.3.7 and 5.1.



		Scrive eSign’s external email delivery system reported that the invitation sent via email to [PARTY@EXAMPLE.COM] could not be delivered and continued attempts were cancelled.

		See section 5.1.



		Scrive eSign’s external SMS delivery system reported that the invitation sent via SMS to [012-34 56 78] could not be delivered and continued attempts were cancelled.

		See section 5.1.



		Scrive eSign’s external email delivery system reported that the invitation sent to [PARTY@EXAMPLE.COM]  was opened.

		See section 5.1.



		The initiator [NAME OF INITIATOR] ([UNIQUE IDENTIFIER]) initiated the signing workflow and Scrive eSign a) locked the signing workflow from further editing, b) set the signing workflow language to [EXAMPLE LANGUAGE: ENGLISH], c) set the signing due date to [EXAMPLE DATE: 2013-01-01 00:00:00 UTC], d) set the time zone to [EXAMPLE TIME ZONE: CET] and e) initiated the signing workflow.

		See section 4.



		The user [NAME OF USER] ([UNIQUE IDENTIFIER]) prolonged the signing due date.

		See section 5.3.



		The signatory [NAME OF SIGNATORY] ([UNIQUE IDENTIFIER]) rejected the invitation to sign and Scrive eSign disabled the possibility to sign for all parties. The rejection message from the signatory [NAME OF SIGNATORY] ([UNIQUE IDENTIFIER]) was: <BR/> <i>This is an example message text.</i>

		See section 6.5.2.



		Scrive eSign sent a reminder to [review/sign] via [delivery method] to [SIGNATORY@EXAMPLE.COM and/or MOBILE NUMBER] at the request of the user [NAME OF USER] ([UNIQUE IDENTIFIER]). The reminder message from the user [NAME OF USER] ([UNIQUE IDENTIFIER]) was: <BR/> <i>This is an example message text.</i>

		See sections 9.1.4 and 5.7.



		Scrive eSign’s administrator ([ADMIN@EXAMPLE.COM]), a person authorised to administer Scrive eSign, requested preparation of the Evidence Package.

		In the rare event of failure there is a safety feature in Scrive eSign where an authorised person at Scrive can ask the system to try to reseal the Evidence Package.



		The user [NAME OF USER] ([UNIQUE IDENTIFIER]) edited the signing workflow in Scrive eSign’s interface to design signing workflows.

		See section 5.4.



		The SMS with the PIN was delivered to [MOBILE NUMBER] for the signatory [NAME OF SIGNATORY (UNIQUE IDENTIFIER)] to use for authentication.

		See section 6.6.2.



		An SMS with a PIN was sent to [MOBILE NUMBER] for the signatory [NAME OF SIGNATORY (UNIQUE IDENTIFIER)] to use for authentication.

		See section 6.6.2.



		The signatory [NAME OF SIGNATORY] ([UNIQUE IDENTIFIER]) uploaded the attachment [EXAMPLE ATTACHMENT NAME] requested by the workflow author. The request had the following description: <BR/> <i>This is an example description.</i>

		See sections 3.3.2 and 6.4.16.



		The signatory [NAME OF SIGNATORY] checked the checkbox “[EXAMPLE ATTACHMENT NAME]”. The text next to the checkbox was “[NOTHING TO UPLOAD TEXT]”.

		See sections 3.3.2 and 6.4.16.

[NOTHING TO UPLOAD TEXT] is the text that was visible to the signatory and depends on the document’s language setting. In English it is "Nothing to upload".



		The signatory [NAME OF SIGNATORY ([UNIQUE IDENTIFIER]) signed the 

document using PIN by SMS as authentication method. The PIN was sent to [MOBILE NUMBER].

		See section 6.6.2.



		The document was signed by [NAME OF SIGNATORY ([UNIQUE IDENTIFIER]) using [AUTHENTICATION METHOD] as authentication method. 


The text signed in the [AUTHENTICATION METHOD] client was:


$signed_text$

Data returned from the  [AUTHENTICATION METHOD]:

  

Name: [NAMED RETURNED]

ID number: [ID NUMBER RETURNED]

Signature: [SIGNATURE RETURNED]

Online Certificate Status Protocol (OCSP) Response: [OCSP RETURNED]

		See section 6.6.3.



		The signatory [NAME OF SIGNATORY ([UNIQUE IDENTIFIER]) signed the document.

		See section 6.7.1.



		The due date for signing the document passed. Scrive eSign disabled the possibility to sign for all parties.

		See section 3.3.5.



		The signatory [NAME OF PERSON] ([UNIQUE IDENTIFIER]) [CHECKED or UNCHECKED] the checkbox [NAME OF CHECKBOX]. The checkbox's placement in the Main Document: 

Page     X           Y

1            0.123   0.420

		See sections 3.2.4 and 6.4.10.



		The signatory [NAME OF PERSON] ([UNIQUE IDENTIFIER]) selected the radio button "[NAME OF RADIO BUTTON]" in radio group "[NAME OF RADIO GROUP]". Possible options were: [LIST OF ALL RADIO BUTTON NAMES IN RADIO GROUP]. The radio buttons placement in the Main Document:

Page     X           Y

1            0.123   0.128

1            0.123   0.142

		See sections 3.2.5 and 6.4.12.



		The signatory [NAME OF PERSON] ([UNIQUE IDENTIFIER]) signed in the signature box [NAME OF BOX]. The box's placement in the Main Document:

Page     X           Y

1            0.123   0.420

		See sections 3.2.5, 6.4.13 (or 6.4.18 if signature box was not placed) and 6.5.11.



		The signatory [NAME OF PERSON] ([UNIQUE IDENTIFIER]) changed the text in the text field [NAME OF FIELD] from [PREVIOUS VALUE] to [NEW VALUE]. The field's placement in the Main Document: 

Page     X           Y

1            0.123   0.420

		See sections 3.2.3 and 6.4.9 (or 6.4.14 if text field was not placed).



		The party  [NAME OF PERSON] ([UNIQUE IDENTIFIER]) opened the view to verify their identity before viewing the document.

		See section 6.3.1.



		The party [NAME OF PERSON] ([UNIQUE IDENTIFIER]) opened the document in Scrive eSign’s online interface to [review/sign] documents.

		See section 6.2.1.



		Highlighting was added to page 3 while [NAME OF PERSON] was viewing.

		See sections 3.5.1 and 6.4.4. 



		Highlighting was removed from page 3 while [NAME OF PERSON] was viewing.

		See sections 3.5.1 and 6.4.4. 





7.2.2 Generating images of the confirmation after Signatories signed

To sign through Scrive eSign the Signatory is asked to confirm the signature and after the Signatory has confirmed their signature a confirmation message is displayed. Scrive eSign will generate an image of the Signatories’ browser environment including the confirmation message in the foreground and the Main Document and Field Data in the background.

The technology for generating an image of the Signatories’ browser environment is not perfect. Therefore, as a safeguard in the event that the image of the Signatories’ browser cannot be generated correctly, Scrive eSign will at each Planned Production Upgrade, generate images of a reference browser environment including the confirmation message in the foreground and a demo Main Document and Field Data in the background. The purpose of the images is to serve as a reference to display how the images of the Signatories’ browser environment should have looked like if the image generation would have been generated correctly.

7.2.3 Recording Signatories’ system information

Scrive eSign records information of the system that the Signatories use at each system event generated by the Signatory. The information that is recorded is:

		IP address



7.2.4 Record the time of each event in Scrive eSign relating to a Signatory’s activity

At the time of an event triggered by a Signatories’ interaction with Scrive eSign, Scrive eSign will log the following information:  

		The time of Scrive eSign servers at the time of the Signatories’ activity 

		The time of the latest Clock Error Sample

		The clock error at the latest Clock Error Sample



7.3 Recording clock error

The time of Scrive eSign servers is controlled using NTP and the servers communicate indirectly with servers equipped with reference clocks whose purpose is to define reference time. Each hour Scrive eSign estimates the error of the clocks of its servers compared to reference time and the estimated error is measured in milliseconds (the “Clock Error Sample” or “CES”). The purpose of the Clock Error Sample is to produce data that can be used in a statistical model to evaluate the accuracy of Scrive eSign servers’ clock at the point of each logged event.

More about the Clock Error Sample and measurement of time in Scrive eSign is explained in the Appendix 4 Evidence of Time.

8. Evidence Package generation

8.1 Preparing the Evidence Package

Once all Signatories have signed electronically, Scrive eSign will execute the following actions to produce the Evidence Material:

		Prepare the Final PDF.

		Append the Verification Page as an additional page to the Final PDF.

		Append the Evidence Quality of Scrive E-signed Documents as an attachments inside the Final PDF.

		Append the Evidence Quality Framework as an attachment inside the Final PDF.

		Append the Service Description as an attachment inside the Final PDF.

		Append the Evidence Log as an attachment inside the Final PDF.

		Append the Evidence of Time as an attachment inside the Final PDF.

		Append the Evidence of Intent as an attachment inside the Final PDF.

		Append the Digital Signature Documentation as an attachment inside the Final PDF.



Once the Evidence Material has been produced Scrive eSign will execute the following actions to secure the integrity of the Evidence Material and thereby produce the final Evidence Package:

		Seal the material in steps 1-9 with a digital signature.

		Seal the material in steps 1-10 with a keyless digital signature (not performed if PAdES digital sealing is used).



A detailed description of the steps 1-11 follows below.

8.1.1 Prepare a Final PDF (step 1)

The Final PDF is prepared by inserting all the pages from the original Main Document, and subsequently all the Field Data is rendered using the placements defined by the Author in the Workflow Settings. If the Author defined that Attachments should be Merged with the Main Document they are added as pages to the Main Document. If the Author defined that Attachments should not be Merged with the Main Document the attachment is hashed using SHA-256. The hash can be found in the Evidence Log. Attachments that are not merged with the Main Documents are not digitally sealed. By comparing the computed hash (the output from execution of the algorithm SHA-256) to a known and expected hash value (the value in the Evidence Log), it’s possible to determine the Attachments’ integrity.

8.1.2 Append the Verification Page (step 2)

The Verification Page is one or several pages appended at the end of the Final PDF and it contains the following information:

		Transaction ID intended for support purposes.

		Information about the Main Document including name, number of pages and by whom it was submitted.

		Information about the each Attachment, including name, number of pages, if it was merged with the Main Document or not and by whom it was submitted.

		Information about the Initiator and each Signatory. 

		Activity history of each Signatory in Scrive eSign during Workflow Execution, including a brief description of the activity, the time of the activity and the IP address.

		A Scrive seal.



At the end of the Verification Page there is brief documentation describing what the Verification Page is. The documentation is intended to give the reader all the information necessary in order to understand:

		The nature of the document (an Evidence Package issued by Scrive).

		That additional documentation about the Evidence Package can be found in the Attachments.

		Where to verify the integrity of the document (https://www.scrive.com/verify).



The purpose of the Verification Page is to make the most important metadata about the Workflow Execution easily accessible.

8.1.3 Append the Evidence Quality of Scrive E-signed Documents (step 3)

The Evidence Quality of Scrive E-signed Documents is a brief introduction to the Evidence Package. The purpose of the document is to serve as an executive summary and help with the understanding of the Evidence Package without having to read through all the documentation. 

8.1.4 Append the Evidence Quality Framework (step 4)

The Evidence Quality Framework explains the legal aspects of digital evidence quality. The purpose of this document is to set a framework for the understanding of digital evidence quality and explain how the Evidence Package relates to such framework.

8.1.5 Append the Service Description (step 5)

The Service Description is this document and is a complete functional specification of Scrive eSign. The Scrive team maintains the following process to keep the Service Description up to date:

		A new version of Scrive eSign has been developed and the staging environment has been updated with the new version. The staging environment is the servers where the final testing of a new version of Scrive eSign is conducted before it is released to all customers. If the new version of Scrive eSign includes new features or substantial adjustments to existing features the Service Description is updated by the Scrive eSign product owner to include the changes made. The Scrive eSign product owner is the person that plans and manages the development of Scrive eSign.

		While on staging the changes to the Service Description is reviewed and corrected by the Scrive legal counsel in dialogue with the Scrive eSign product owner. 

		Once all text changes have been agreed by the Scrive eSign product owner and the Scrive legal counsel, the updated Service Description is to be included with the next updates to Scrive eSign. 



The purpose of the document is to serve as a reference for anyone trying to understand the Evidence Package and its different components.

8.1.6 Append the Evidence Log (step 6)

The Evidence Log includes all Transaction Logs printed in human readable text including a) the Signatories’ activities in Scrive eSign during Workflow Execution, b) all system information of the Signatories, and c) the UTC timestamp created at the moment of each Signatories’ activity.

The purpose of the Evidence Log is to make all collected metadata about the Workflow Execution accessible outside of Scrive eSign and thus independently of Scrive. 

8.1.7 Append the Evidence of Time (step 7)

The Evidence of Time includes a detailed documentation about a) how the time of the servers of Scrive eSign is measured and synchronised with trusted sources of time, b) a mathematical algorithm to calculate the probability of time deviation above certain time intervals and c) the measurements required to insert into the mathematical algorithm, including the last 1000 samples of the servers time deviation and their distribution.

The purpose of the Evidence of Time is to explain how Scrive eSign measures time and

provide a mathematical algorithm by which it is possible to calculate the probability of

the error of the time stamps recorded by Scrive eSign.

8.1.8 Append the Evidence of Intent (step 8)

The Evidence of Intent includes the images of the Signatories browser environment generated by Scrive eSign when the Signatory has signed and is displayed with a confirmation thereof. Additionally the Evidence of Intent also includes the reference images generated by Scrive eSign at each Planned Production Upgrade.

The purpose of the Evidence of Intent is to secure a) evidence of intent to sign and b) evidence of what Sign Material there was intent to sign, to avoid such rhetoric as exemplified by the example with the blue elephant and the pink sheep.

8.1.9 Append the Digital Signature Documentation (step 9)

The Digital Signature Documentation contains an algorithm for how to prove the document’s integrity mathematically. The document integrity can be tested mathematically with the help of a) the Digital Signature Documentation, b) a code published in the Financial Times after the date of sealing the document with the digital signature (step 10) and c) a keyless digital signature has been applied to the document after the date of publishing the code in the Financial Times (step 11). This document does require technical knowledge to be useful.

The purpose of the Digital Signature Documentation is to explain how the integrity of the Evidence Package can be verified independently of Scrive or any other third party. Note that the Digital Signature Documentation is not intended as the primary method for proving the document’s integrity. The use of the Digital Signature Documentation is intended as a last resort after which all other methods of verifying the integrity have failed. To clarify, the intended order for verifying the integrity of a document is:

		Scrive provides the primary method for verifying the integrity of a signature at https://www.scrive.com/verify. Here the document owner can upload the document and get an automated validation of the document integrity. This method does not require any technical knowledge to be useful.

		If this primary method for some reason fails to perform the verification of integrity then the digital signature provider, Guardtime (http://www.guardtime.com), can be contacted directly for verification. This second method also does not require any technical knowledge to be useful.

		Finally, if both previous methods have failed, the Digital Signature Documentation can be used to mathematically verify the document integrity.



8.1.10 Append the Digital Signature (step 10)

When the steps 1-9 have been performed the document is sealed with a digital signature from Guardtime to produce the complete Evidence Package (steps 1-10).

The purpose of the Digital Signature is to be able to prove the integrity of the Evidence Package with the help of Guardtime. Additionally the digital signature also has a function of a strong timestamp useful as evidence of time at the point of sealing the document. Learn more about this in the Digital Signature Documentation.

8.1.11 Append the Keyless Digital Signature (step 11)

Around the 20th each month Guardtime will make an updated Keyless Digital Signature available. Scrive eSign will apply the updated Keyless Digital Signatures on Evidence Packages that were produced by Scrive eSign 40 days after the initial signing.

The purpose of the Keyless Digital Signature, is that the integrity of the Evidence Package can be verified mathematically and independently of Scrive, Guardtime or any other third party, only relying on public information. Additionally, the verification will provide irrefutable evidence about when the timestamp in step 10 was generated. Learn more about this in the Digital Signature Documentation.

8.1.12 PAdES digital signature (optional to Steps 10 and 11)

The PAdES digital signature secures that the document can not be tampered without breaking the signature. In addition, the following are appended to the document as part of PAdES digital signature: 

		A URL to a Certificate Revocation List is appended that can be read to assure that the certificate is not in a revoked state at the time of signing of the document. 

		An OCSP (online certificate status protocol) is embedded to check the revocation status of the certificate. 

		A TimeStamp is added at the time of signing to ensure two things; that the signature was valid at the time of signing; and (ii) that the signature remains valid over time. 



9. Document administration

Scrive eSign has a basic document management system. This system is described in this section.

9.1 Document list

9.1.1 List view

Initiated Workflows and Evidence Packages from completed workflows are displayed in a list with progress status, time of latest event, name of Initiated Workflow, Initiator, Parties and Delivery Method(s).

9.1.2 Learn more and manage workflow

By clicking the name of an Initiated Workflow, the User is redirected to the Document View where there is more information about the workflow progress and options to manage the workflow.

9.1.3 Mass-withdraw invitations

To withdraw an invitation to sign an Initiated Workflow, select Initiated Workflows by checking the checkboxes on the side and press “withdraw”. The invitation to sign the selected Initiated Workflows will be withdrawn and they will no longer be possible to sign. If a Signatory clicks an invitation link to a withdrawn document they will land in a landing page with an instruction that the Workflow Execution has been cancelled.

9.1.4 Send mass-reminder

To remind Signatories of an Initiated Workflow to sign, select by checking the checkboxes on the side and press “send reminder”. The reminder to sign the selected Initiated Workflows will be sent to all the Signatories that haven’t signed using the Delivery Method as initially selected by the Author. If a specific sign order has been defined the reminder will only be sent to the next Signatory in line for signing.

9.1.5 Delete

To delete an Initiated Workflow or Evidence Package from the list view, select by checking the checkboxes on the side and press delete. Initiated Workflows that are deleted will also automatically be withdrawn.

9.1.6 Filter and search

Filter documents based on workflow progress status, initiator and/or date. Search the list of Template Workflows with free text search. Matches will be provided for all free text data.

9.1.7 Download all documents

Select what documents to download and download a zip-file including the PDFs of the selected documents. The Main Document from Initiated Workflows will be downloaded in its current state and finalised documents will be downloaded as completed Evidence Packages.

9.1.8 Download metadata as CSV

By selecting this option metadata from all transactions will be downloaded as CSV. The metadata includes information about each Party and the most important activities of the Party during Workflow Execution.

9.2 Template Workflow editing list

9.2.1 List view

Template Workflows are displayed in a list time of latest change, name of Template Workflow, Initiator, Parties and Delivery Method(s). Deleted Template Workflows are deleted instantaneously.

9.2.2 Filter and search

Search the list of Template Workflows with free text search.

9.2.3 Delete

To delete a Template Workflow from the list view, select one or multiple templates by checking the checkboxes on the side and press delete.

9.2.4 Share

To share a Template Workflow in the list view with other Users in the same organisation, select one or multiple Template Workflows by checking the checkboxes on the side and press share.

9.3 Trash list

9.3.1 List view

Deleted Initiated Workflows, Template Workflows and Evidence Packages are displayed in a list with progress status, time of latest event, name of Initiated Workflow, Initiator, Parties and Delivery Method(s). Deleted documents stay in the list for one month before Scrive eSign deletes them permanently from the system.

9.3.2 Filter and search

Filter documents based on workflow progress status, initiator and/or date. Search the list of Template Workflows with free text search. Matches will be provided for all free text data.

9.3.3 Restore

To restore a document back to the documents list, select by checking the checkboxes on the side and press restore.

9.4 Auto-deletion of documents and personal data

This is a setting that will instruct Scrive eSign to auto-delete documents and personal data after a number of days as defined by the account administrator. This applies to all documents except templates and documents pending signing. Upon deletion the documents are moved to Trash.

10. Account administration

10.1 Organisation administration

Accounts in Scrive eSign are organised in organisations. Each User belongs to an organisation. The organisation settings will be used in the Users interactions with Parties when using the system.

10.1.1 Organisation details

In the account section it is possible to edit the organisation details. The organisation details include name, organisation number and address. The name and organisation number will be displayed whenever the User is displayed as Party to a Workflow Execution, including places such as the Sign View and the Verification Page. The organisation address and mobile number  of the organisation’s administrators will be used for billing and support purposes.

10.1.2 White-label branding

There are two types of white-label branding in Scrive eSign: the Workflow Session branding and the complete white-label branding. In the account section it is possible to white-label the Workflow Sessions with the company brand profile, including a) the Sign View, b) the emails,  c) SMS’ d) the logged in part (such as the Design View), e) the favicon, f) the browser title. The complete white-label branding can only be set by a Scrive administrator and additionally to the Workflow Session branding includes white-labeling of a) the login and signup views, b) party colors and c) document status icons. 

10.2 User administration

10.2.1 User privileges

There are two levels of user privileges: standard and admin. The standard User can do everything as specified in the previous sections of this specification document. The admin User has the additional privileges as specified below.

		Privilege

		Explanation



		Edit company details

		Can edit the details of the organisation’s Scrive eSign account.



		Add user

		Can add users to the organisation’s Scrive eSign account.



		Remove user

		Can remove users from the organisation’s Scrive eSign account.



		White-label branding

		Can do Workflow Session branding for all users of the organisation’s Scrive eSign account.



		Access all documents

		Can access all documents of all Users in the organisation’s Scrive account.



		Manage all documents

		Can manage all documents of all Users in the organisation’s Scrive account.





10.2.2 User management

In the account section the admin User can add Users by typing name and email address. The person will then be invited to have an account as part of the organisation of the inviting admin User. The Users of the organisation are displayed in a list and can be removed from the organisation by selecting the User and deleting it. All documents of that User will stay the property of the organisation.
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1. Purpose

The purpose of the Digital Signature Documentation is to provide a method so that the integrity of the Evidence Package can be verified mathematically and independently of Scrive, Guardtime or any other third party, only relying on public information. 

2. Overview

2.1 Digital Signatures

Digital signatures are used to make digital data tamper proof, so that it can be verified that the data has not been modified since the digital signature was created.

Digital signatures are designed in a way that there is a method for checking that the data that the signature is applied to is not modified, and that there is a method for checking that the signature has been issued in some trusted way.

2.2 Cryptographic Hash Functions

There is one mathematical concept that is pervasive in digital signing technologies: cryptographic hash functions. Such functions are used to straightforwardly compute a “hash value” of some fixed length (e.g. 256 bits) of some arbitrary amount of data, with the property that it is infeasible to reverse the function and get the data back from the hash value, but most importantly: it is infeasible to come up with any other piece of data that will compute to the same hash value.

These properties imply that it is sufficient to protect hash values of data instead of the data itself. The reason is that if we know that the protected hash value is unmodified and matches the hash value that we can compute of the data itself, then we know that it is infeasible that the data itself has been modified. For integrity purposes, hash values are essential condensations of the original data.

In addition to the cryptographic hash functions, many technologies for digital signatures are based on the use of keys.

2.3 Key-based digital signatures

In key-based digital signatures, secret information (private keys) are used to create signatures by some trusted organisation. Each private key has a corresponding public key which is used for verifying the integrity of the digital signatures created with the private key. So to check a key-based digital signature, one needs to access the public key that corresponded to the secret key used to create the signature. In addition to verifying the signature using the public key, one has to verify that the public key comes from the trusted organisation that created the signature. This can be done using digital certificates as part of the public-key infrastructure.

Key-based digital signatures are problematic due to the durability requirements that come with protecting Evidence Packages. The private key must be kept secret by the trusted organisation. Should the key become public, the digital signatures that were issued using it can no longer be used to verify the integrity of the data. As a mitigation, the trusted organisation can limit the time that any one public/private key pair is used, and then erase the private key. Should a private key leak from the trusted organisation, only signatures created during the lifetime of the private key become worthless. However, more frequent renewal of keys mean that the organisation issuing digital signatures must provide more public keys for verification purposes. The main problem remains: how can one be sure that a private key was not leaked and used to forge digital signatures? The PAdES standard specifies a set of restrictions and extensions to the standards for PDF and ISO-32000-1 and -2. PAdES is described in the technical specification TS-102 778 that is published and maintained by the European Telecommunication Standards Institute, ETSI.

2.4 Keyless digital signatures for durability

Keyless digital signatures rely solely on the properties of cryptographic hash functions to protect data, without the use of secrets.

An extremely simple (but naive) method for creating a keyless digital signature is to compute the hash value of some data and then make that hash value public so that it can be used to verify that copies of the data have not been modified. It is important that the hash value is published so that that a verifier readily can find it and trust that the hash value is authentic, and that the publication is permanently accessible for the foreseeable future. A suitable method is to publish the hash value in a newspaper that is widely spread and archived throughout the world.

Although simple, the naive method described is not practical in that it requires one hash value to be published for each piece of data that needs a digital signature. To make keyless digital signatures practical one can combine hash values from multiple pieces of data by juxtaposing the hash values and computing new hash values of the result, as illustrated below:
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By combining hash values in this way, one can choose to publish the combined hash value periodically, e.g. once a month. For verification to work, additional information is needed to ensure that a particular Evidence Package’s hash value leads to the hash value that is published in a newspaper (such a published hash value is called a publication code). Therefore, the digital signature contains information about what newspaper contains the publication code (currently, publication codes are printed in Financial Times), as well as intermediate hash values in the linked chain of hashes all the way to the publication code. For the middle Evidence Package in the diagram above, the digital signature would have information about where one can find the publication code c₆, as well as the intermediate hash values c₃, d₄, and d₅. From the Evidence Package’s computed hash value d₃, the intermediate hash values in the digital signature, and the combining cryptographic hash function H taking juxtaposed hash values, a verifier would compute the complete chain of hash values: c₄ = H(c₃,d₃), c₅ = H(c₄,d₄), c₆ = H(c₅, d₅). Having computed c₆, the verifier needs to check that it is equal to the newspaper’s publication code.

Since the digital signature must contain extra information about intermediate hash values that stem from other Evidence Packages leading to the publication code, one cannot immediately put the keyless digital signature into the Evidence Package upon its creation—one has to wait until the publication code is known. But since the parties involved in signing a document typically want access to the Evidence Package right away, Scrive E-sign provides the parties with an initial version of the Evidence Package with a temporary, keyless digital signature. Once the Evidence Package’s hash value has been part of the linked chain that leads to a publication code, Scrive E-sign produces a new Evidence Package with the permanent, keyless digital signature. Signatories that choose to store their Evidence Package in the archive service provided by Scrive E-sign can download the revised Evidence Package in the archive once it becomes available.

The devil in the details regarding the implementation of keyless digital signatures (e.g., in practice one would use trees of intermediate hash values instead of linked chains), but the fundamental principle is the same: data can be verified by computing a sequence of hash values and check against a value that is published in a trusted way.

2.5 Verifiable timestamps using keyless signatures

The keyless signature not only provides a method for verifying the integrity of the Evidence Package, it also encodes the time down to the second when the signature was created. By construction, the time encoding is irrefutable and can be produced as part of the verification method of the keyless digital signature.

The following diagram gives a simplified version of how the time encoding works. Each publication code that goes into a newspaper is the root of the so called calendar tree, which is an ever-growing tree with one leaf node for each second since midnight, January 1st, 1970 in Coordinated Universal Time (UTC), a point in time we will denote T₀. (In the diagram, we have assumed that there is one evidence package providing the hash value for each leaf node, which is a simplification since we for each second may have zero or more than one evidence package for which we want a digital signature. In reality, the hash value of each leaf node in the calendar tree is constructed from an aggregation tree of hash values. We have also assumed a very small calendar tree, consisting of just four leaf nodes spanning a time of four seconds. A calendar tree for a whole month is of course much larger.)
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Now, suppose we want to verify the digital signature for the evidence package in the third row. The digital signature contains the path from the root down to the leaf, telling us if we should choose the upper route (encoded as a 0) or lower route (encoded as a 1) to get to the next level. The choices form a sequence which can be interpreted as a binary number, and for the path highlighted in yellow, this binary number is 10 which in decimal is the number 2. One can then conclude that this leaf was constructed at T₀ + 2, that is, 2 seconds after midnight, January 1st, 1970 (UTC).

(In reality, the time encoding is not done using T₀ as a start point, but instead by using the time when the publication code was created as an end point. Details can be found in appendix Extracting the Signing Time.)

The next section provides precise information about the digital signatures produced by Scrive E-sign and how they can be verified.

3. How to Verify the Evidence Package

The signed document (PDF file) that the Evidence Package (HTML attachments - that this Digital Signature Documentation is part of) is embedded into, has either been electronically sealed by Scrive using the Guardtime Keyless Signature technology or with a PAdES digital signature. This enables independent verification of the time when the document was signed and checking that it has not been modified since. The process consists of several steps outlined below. If the document is signed using PAdES the signature can be validated in Acrobat Reader.

3.1 Extracting the Signature

The signature is embedded into the document following the standard PDF digital signature framework [PDF, section 12.8]. A Guardtime signature has the value GTTS.TimeStamp in its Filter field.

A single PDF file can contain several revisions of a document [PDF, section 7.5.6]. A Guardtime signature normally signs all revisions up to and including the one that contains it. In order to verify the document as it was signed, all subsequent updates have to be removed from the file.

More precisely, the signature protects the parts of the document specified by the ByteRange field of the signature. The two ranges must cover everything left after the previous step, except the Contents field of the signature.

The signature value is embedded in the Contents field in base 16 encoding. The value has to be stripped of trailing spaces and decoded [BASE, section 8] for further processing.

3.2 Parsing the Signature

The result of the previous step has to be parsed as an ASN.1 data structure in BER encoding [ASN, DER]. This must yield a ContentInfo structure [CMS, section 3] that embeds a SignedData structure [CMS, section 5] in the content field.

The contents of the encapContentInfo.eContent field of the SignedData structure have to be parsed as an ASN.1 data structure in DER encoding. This must yield a TSTInfo structure [TSP, section 2.4.2].

A Guardtime signature must have a single SignerInfo element in the signerInfos field of the SignedData structure and the object identifier 1.3.6.1.4.1.27868.4.1 in the signatureAlgorithm field of the SignerInfo structure.

The contents of the signature field of the SignerInfo structure have to be parsed as an ASN.1 data structure in DER encoding. This must yield a Guardtime-defined TimeSignature structure:

                          TimeSignature ::= SEQUENCE {

                            location HashChain,

                            history HashChain,

                            publishedData PublishedData,

                            pkSignature [0] SignatureInfo OPTIONAL,

                            pubReference [1] SET OF OCTET STRING OPTIONAL

                          }

                          PublishedData ::= SEQUENCE {

                            publicationIdentifier INTEGER,

                            publicationImprint DataImprint

                          }

Each of the HashChain fields is an ASN.1 OCTET STRING that contains a concatenation of a number of HashStep records. Each HashStep record in turn is a concatenation of a 1-byte hash algorithm code (appendix Hash Functions), a 1-byte direction indicator, a variable-length DataImprint field, and a 1-byte level number. The DataImprint field consists of a 1-byte hash algorithm code followed by the hash value (the number of bytes determined by the hash function). Note that all these are just concatenated together, not encoded as separate ASN.1 fields.

The DataImprint field in the PublishedData structure is an ASN.1 OCTET STRING that consists of a 1-byte hash algorithm code followed by the corresponding number of bytes of hash value (again, just concatenated).

The contents of the pkSignature and pubReference fields will not be used in the following and thus need not be parsed. However, presence of the pkSignature field indicates the hash chain contained in the history field is a temporary one not connected to a printed control publication. In such a case, the history and publishedData fields should be updated before proceeding (appendix Extending the TimeSignature).

3.3 Checking the Document

To check that the document matches the signature, it must be verified that the hash value of the signed document corresponds to the one embedded in the signature.

The concatenation of the sections of the original PDF file specified by the ByteRange field has to be hashed using the algorithm specified by the messageImprint.hashAlgorithm field of the TSTInfo structure. The result must be equal to the value of the messageImprint.hashedMessage field of the TSTInfo structure.

3.4 Checking the Signature

To check that the signature is internally consistent, it must be verified in several places that the hash value computed from one part of the signature corresponds to the one embedded in another part.

The DER-encoded representation of the TSTInfo structure (that is, the value of the encapContentInfo.eContent field of the SignedData structure) has to be hashed using the algorithm specified by the digestAlgorithm field of the SignerInfo structure. The result must be equal to the value of the message-digest attribute in the signedAttrs field of the SignerInfo structure.

The DER-encoded representation of the SignedAttributes structure has to be hashed using the algorithm specified by the digestAlgorithm field of the SignerInfo structure. The result will be the input data to the hash chain computation process described next. Note that the data to be hashed in this step is different from the representation of the signedAttrs field in the SignerInfo structure, as the latter is a tagged implicit set while the former is an explicit set [CMS, section 5.4].

For each HashStep record in the location hash chain and then for each HashStep record in the history hash chain in the TimeSignature structure, in the order in which the records appear in the chains:

		compute x as the result of hashing the input data with the algorithm specified by the hash algorithm code (the first byte) in the record;

		if the direction indicator (the second byte) in the record is 0:

		compute y as the concatenation of the DataImprint field (bytes from the third up to but excluding the last), the hash algorithm code (the first byte), the value of x, and the level byte (the last byte);

		if the direction indicator (the second byte) in the record is 1:

		compute y as the concatenation of the hash algorithm code (the first byte), the value of x, the DataImprint field (bytes from the third up to but excluding the last), and the level byte (the last byte);

		if the direction indicator (the second byte) is something else:

		abort with an error "invalid signature";

		the value of y is the input for the next step.



Finally, the value of y from the last step of the hash chain computation has to be hashed using the hash algorithm specified by the first byte of the publicationImprint field of the PublishedData structure. The result must be equal to the remaining bytes of the publicationImprint field.

3.5 Checking the Publication

To check that the signature matches the widely witnessed control publication, it must be verified that the contents of the PublishedData structure correspond to a printed publication acquired from a trusted source.

The publicationIdentifier field in the PublishedData structure contains the POSIX time [POSIX, section 4.15] value for the moment when the control publication was generated. A Guardtime control publication appears in the World Edition of the Financial Times 2–6 days after it is generated (depending on the publisher's schedules).

The PublishedData structure is formatted into human-comparable form as follows:

		the value of the publicationIdentifier field as a 64-bit integer (8 bytes in big-endian order) and the contents of the publicationImprint field are concatenated;

		a CRC-32 checksum [CRC, section 8.1.1.6.2] is computed on the result of the previous step and appended to it;

		the result of the previous step is encoded in base 32 [BASE, section 6];

		the result of the previous step may be broken into groups of 6 or 8 characters by dashes.



The result must be equal to the control publication that appears in the newspaper (ignoring possible differences in the optional character grouping).

3.6 Conclusion

Since in the whole computation starts from the contents of the PDF file and through a series applications of one-way functions ends up at a value that was known to exist at some well-established time in the past (the time when the newspaper was printed), this proves that the file in question existed before that time in the same form as it is currently.

The preceding statement relies only on the hash functions being one-way and assumes absolutely nothing about the Guardtime technology. Adding information about how the hash chains are constructed (which is seen by all Guardtime clients while it happens and can thus also be considered quite widely witnessed) makes it possible to extract the signing time with much better precision (appendix Extracting the Signing Time).

4. Hash Functions

The following table lists the hash functions that may be used in hash chains in Guardtime keyless signatures, along with their identifiers and hash value sizes.

		Algorithm Name

		Guardtime ID

		Hash Value Size

		Algorithm Specification



		SHA-1

		0

		20

		SHA, section 6.1



		SHA-224

		3

		28

		SHA, section 6.3



		SHA-256

		1

		32

		SHA, section 6.2



		SHA-384

		4

		48

		SHA, section 6.5



		SHA-512

		5

		64

		SHA, section 6.4



		RIPEMD-160

		2

		20

		RIPE, section 7





5. Extracting the Signing Time

The time when a datum was signed with a Guardtime keyless signature can be extacted from the history and the publicationIdentifier fields of the TimeSignature structure (section Parsing the Signature). The process is as follows:

		set h to 0 and p to the value of the publicationIdentifier field;

		for each HashStep record in the history hash chain, in the reverse of the order in which the records appear in the chain:



		if p is 0: abort with an error "invalid signature";

		set x to the highest power of 2 that does not exceed p;

		if the direction indicator (the second byte) in the record is 0: set h to h+x and p to p-x;

		if the direction indicator (the second byte) in the record is 1: set p to x-1;

		if the direction indicator (the second byte) is something else: abort with an error "invalid signature";



		if p is not 0: abort with an error "invalid signature";



The final value of h is the POSIX time [POSIX, section 4.15] value for the moment when the datum was signed.

6. Extending the TimeSignature

For each Guardtime signature and any control publication generated after the signature was issued, a hash chain can be created that connects the signature to the control publication and thus also to the printed medium in which the publication appeared. This process is called extending the signature.

The preferred way to do this is to access an online verification service using a tool obtained from either Scrive or Guardtime. This can also be done independently using the calendar database acquired either from Guardtime or, in case Guardtime has ceased the service, from the Estonian Technical Surveillance Authority, to which Guardtime is obligated to deposit the database before exiting the business.

The Guardtime calendar database consists of one hash value per second, indexed by integral POSIX time [POSIX, section 4.15] values (red nodes and black numbers on the figure below). Each of these hash values aggregates all signing requests that the Guardtime service processed during the corresponding 1-second time interval.

The aggregate hash values are connected into binary trees by hashing them together in pairs in left to right order, then hashing the first level pairs together again, and so on until a set of complete binary trees is obtained (blue arrows and nodes on the figure). For generating the control publication, the roots of the binary trees are hashed into a chain in right to left order (purple arrows and nodes), and the value from the last node of the chain is extracted for generating the control publication (golden arrow).

More precisely, each node on the figure is a DataImprint structure (section Parsing the Signature). On each step, the DataImprint from the left child node, the DataImprint from the right child node, and a single byte with the value of 255 are concatenated together, hashed, and the result is obtained as a DataImprint consisting of the concatenation of the 1-byte hash algorithm code (appendix Hash Functions) and the hash value.
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For manageability, the database is split into several files (separated by dashed black lines on the figure). For the files to be usable without access to preceding ones, each file starting from some time value t also contains the root values from the binary trees corresponding to the state of the database on time t-1 (dashed blue arrows between the first and second file on the figure).

To construct the hash chain linking a given signature to a given publication, the following steps have to be performed:

		The signing time has to be extracted from the history and publishedData fields currently in the signature (appendix Extracting the Signing Time);

		The calendar database files covering the full interval from the signing time to the time when the publication was generated have to be obtained (format and naming of the files described later in this section);

		The hash-linked structure corresponding to the time when the publication was generated has to be reconstructed (as described earlier in this section);

		The unique hash chain connecting the leaf entry corresponding to the signing time to the root entry corresponding to the control publication (dotted arrows on the figure above) has to be extracted;

		The TimeSignature structure (section Parsing the Signature) has to be updated with new values:



		The history field is set to the concatenation of HashStep records describing the steps in the hash chain; each HashStep record is constructed as the concatenation of the 1-byte hash algorithm code from the DataImprint in the current node, the 1-byte direction indicator (0 if the sibling node is to the right in the tree, 1 if the sibling is to the left), the DataImprint from the sibling node, and a single byte with the value of 255;

		The publicationIdentifier field is set to the POSIX time value for the moment when the control publication was generated;

		The publicationImprint field is set to the DataImprint value in the root entry corresponding to the control publication.



Each calendar database file consists of a fixed header, a set of root node records, a sequence of calendar node records, and a checksum record. In the following, many values are given in hexadecimal, with the 0x prefix prepended.

The header consists of 12 fields totaling 65 bytes:

		8-byte sequence: file format identifier; must be 0x47, 0x54, 0x49, 0x4d, 0x45, 0x48, 0x44, and 0x42 (ASCII representation of 'GTIMEHDB');

		4-byte integer: endian-ness indicator; fixed value 0x01020304; all other 32-bit integers in the file will be in the same byte order;

		4-byte integer: version number; must be 0x00000001 (in file byte order);

		8-byte integer: endian-ness indicator; fixed value 0x0102030405060708; all other 64-bit integers in the file will be in the same byte order;

		8-byte integer: file creation time as POSIX time;

		8-byte integer: first calendar record index; the POSIX time value for the first node in the calendar node section of the file;

		4-byte integer: first calendar record offset; the offset of the start of the calendar node section within the file;

		4-byte integer: calendar record length; the length of each record in the calendar node section of the file;

		1 byte: calendar hash algorithm; the 1-byte hash algorithm code (appendix Hash Functions) for the hash function used by all calendar nodes in this file (they all must use the same algorithm);

		1 byte: flags; must be 0x01;

		14 bytes: reserved for future; all bytes must be 0x00;

		1 byte: CRC8 checksum of all preceding bytes in the header record; this is intended as a short-term protection against accidental errors while the file is being created; checking this may be omitted as the checksum record at the end of the file gives much stronger protection.



The root node section spans the space from the end of the header to the beginning of the calendar node section. It consists of a sequence of root node records followed by a 1-byte CRC8 checksum of all preceding bytes in the section. Each root node record consists of 4 fields:

		4-byte integer: record length; the number of bytes to follow in this record (excluding the length field itself);

		8-byte integer: record index; the POSIX time value for the last calendar node in the complete binary tree whose root this node is;

		1 byte: the 1-byte hash algorithm code for the hash function used in this node;

		variable-length sequence: the hash value in this node (the length is determined by the hash function used; it may also be computed by subtracting 9 from the value of the record length field).



Note that the concatenation of the two last fields in each record yields the DataImprint value for the corresponding node.

The calendar node section spans the space from the end of the root node section to almost the end of the file; it is followed only by a checksum record that has the same size and format as a calendar node record. It consists of a sequence of calendar node records (and no section checksum). Each calendar node record consists of 3 fields:

		4-byte integer: record index offset; this value is to be added to the first calendar record index field from the file header to obtain the POSIX time value for this node;

		variable-length sequence: the hash value in this node (the length is determined by the hash function used which is specified by the calendar hash algorithm field in the file header; it may also be obtained by subtracting 5 from the calendar record length field in the file header);

		1 byte: CRC8 checksum of all preceding bytes in the record.



Again, note that the concatenation of the calendar hash algorithm field from the file header and the hash value field from the record yields the DataImprint value for the corresponding node.

The last record in the file is the cryptographic checksum of the whole file:

		4-byte integer: fixed value 0xffffffff;

		variable-length sequence: the hash value computed by hashing all data preceding the checksum record in the file using the hash function specified in the calendar hash algorithm field in the file header (the length is the same as for the calendar node records);

		1 byte: CRC8 checksum of all preceding bytes in the record.



The calendar database files are named following the pattern

    hashdb-tttttttttttttttt-yyyy-mm-dd-hhmmss.bin

where the fields have the following meaning:

		filename prefix, always hashdb;

		POSIX time value for the first calendar node in the file; 16-digit lower-case hexadecimal number with leading zeroes preserved (but no 0x prefix);

		year, month, and day of the file creation time; month and day are 2-digit decimal numbers with the leading zeroes preserved;

		hour, minute, and second of the file creation time (in UTC); each is 2-digit decimal number with the leading zero preserved;

		filename suffix, always bin.
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[POSIX]

Standard for Information Technology — Portable Operating System Interface (POSIX)

IEEE 1003.1-2008, The Institute of Electrical & Electronics Engineers, 2008

[CRC]

Error-correcting procedures for DCEs using asynchronous-to-synchronous conversion

ITU-T V.42, International Telecommunication Union, 2002


Evidence Log

Last updated: Fri 06 Mar 2020 14:08:40 UTC

1. Purpose

The purpose of the Evidence Log is to make all collected metadata about the Workflow Execution accessible outside of the Scrive eSign database and thus independently of Scrive. 

2. Evidence Log Components

This Evidence Log is a complete collection of all actions and events that occurred during the Workflow Execution, which have been logged by Scrive eSign. The information included in each log event is the following:

		What occurred

		Who initiated the event

		The time of the event

		The clock error of the time of the event

		The time at which the latest Clock Error Sample was collected



Learn more about clock error and Clock Error Samples in the appendix Evidence of Time.

		Time		CES		IP address and User-Agent		Event

		2022-05-25 13:50:54.663136 UTC ±6 ms		2022-05-25 13:25:59.652426 UTC		
      62.119.48.52
      
        Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/101.0.4951.64 Safari/537.36 Edg/101.0.1210.53
      
    		
      
        The initiator Beata Savén (BS) initiated the signing workflow and Scrive eSign a) locked the signing workflow from further editing, b) set the signing workflow language to LANG_SV, c) set the signing due date to 2022-05-31 21:59:59 UTC, d) set the time zone to Europe/Stockholm and e) initiated the signing workflow.
      

    

		2022-05-25 13:50:54.663136 UTC ±6 ms		2022-05-25 13:25:59.652426 UTC		
      
      
        
      
    		
      
        Scrive eSign sent an invitation to approve the document via email to Sarah König (SK). The invitation included a link that when clicked led to Scrive eSign’s online interface to approve documents. 
The invitation contained the following message: 
 Vänligen signera bifogat avtal,

Vid frågor ring mig på 0722120513

Hälsningar
Beata Savén, Byggmax
      

    

		2022-05-25 13:51:10.713586 UTC ±6 ms		2022-05-25 13:25:59.652426 UTC		
      
      
        
      
    		
      
        Scrive eSign’s external email delivery system reported that the invitation to approve the document sent via email to Sarah König (SK) was delivered.
      

    

		2022-05-27 08:20:19.467962 UTC ±14 ms		2022-05-27 07:27:20.88474 UTC		
      
      
        
      
    		
      
        Scrive eSign sent an automatic reminder to sign using email to Sarah König (SK) at the request of the Scrive system.
      

    

		2022-05-27 08:20:39.280131 UTC ±14 ms		2022-05-27 07:27:20.88474 UTC		
      
      
        
      
    		
      
        Scrive eSign’s external email delivery system reported that the invitation to approve the document sent via email to Sarah König (SK) was delivered.
      

    

		2022-05-27 09:12:21.612067 UTC ±8 ms		2022-05-27 08:27:22.867721 UTC		
      90.129.240.148
      
        Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/101.0.4951.67 Safari/537.36
      
    		
      
        The party Sarah König (SK) opened the document in Scrive eSign’s online interface to approve documents.
      

    

		2022-05-27 09:14:07.869515 UTC ±8 ms		2022-05-27 08:27:22.867721 UTC		
      90.129.240.148
      
        Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/101.0.4951.67 Safari/537.36
      
    		
      
        The approver party Sarah König (SK) approved the document.
      

    

		2022-05-27 09:14:07.869515 UTC ±8 ms		2022-05-27 08:27:22.867721 UTC		
      
      
        
      
    		
      
        Scrive eSign sent an invitation to approve the document via email to Daniel Holmberg (DH). The invitation included a link that when clicked led to Scrive eSign’s online interface to approve documents. 
The invitation contained the following message: 
 Vänligen signera bifogat avtal,

Vid frågor ring mig på 0722120513

Hälsningar
Beata Savén, Byggmax
      

    

		2022-05-27 09:14:15.850154 UTC ±8 ms		2022-05-27 08:27:22.867721 UTC		
      
      
        
      
    		
      
        Scrive eSign’s external email delivery system reported that the invitation to approve the document sent via email to Daniel Holmberg (DH) was delivered.
      

    

		2022-05-27 09:18:58.036504 UTC ±9 ms		2022-05-27 08:27:22.867721 UTC		
      
      
        
      
    		
      
        Scrive eSign’s external email delivery system reported that the invitation sent to daniel@trerevisorer.se was opened.
      

    

		2022-05-27 09:19:00.5139 UTC ±9 ms		2022-05-27 08:27:22.867721 UTC		
      89.233.255.66
      
        Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/102.0.5005.62 Safari/537.36
      
    		
      
        The party Daniel Holmberg (DH) opened the document in Scrive eSign’s online interface to approve documents.
      

    

		2022-05-27 09:24:11.697897 UTC ±10 ms		2022-05-27 08:27:22.867721 UTC		
      89.233.255.66
      
        Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/102.0.5005.62 Safari/537.36
      
    		
      
        The approver party Daniel Holmberg (DH) approved the document.
      

    

		2022-05-27 09:24:11.697897 UTC ±10 ms		2022-05-27 08:27:22.867721 UTC		
      
      
        
      
    		
      
        Scrive eSign sent an invitation to sign the document via email (jonas.gylling@silkflower.se) to Jonas Gylling (JG). The invitation included a link that when clicked led to Scrive eSign’s online interface to sign documents. 
The invitation contained the following message: 
 Vänligen signera bifogat avtal,

Vid frågor ring mig på 0722120513

Hälsningar
Beata Savén, Byggmax
      

    

		2022-05-27 09:24:11.697897 UTC ±10 ms		2022-05-27 08:27:22.867721 UTC		
      
      
        
      
    		
      
        Scrive eSign sent an invitation to sign the document via email (martina.gylling@silkflower.se) to Martina Gylling (MG). The invitation included a link that when clicked led to Scrive eSign’s online interface to sign documents. 
The invitation contained the following message: 
 Vänligen signera bifogat avtal,

Vid frågor ring mig på 0722120513

Hälsningar
Beata Savén, Byggmax
      

    

		2022-05-27 09:24:21.004388 UTC ±10 ms		2022-05-27 08:27:22.867721 UTC		
      
      
        
      
    		
      
        Scrive eSign’s external email delivery system reported that the invitation to sign the document sent via email to Jonas Gylling (JG) was delivered.
      

    

		2022-05-27 09:24:21.023782 UTC ±10 ms		2022-05-27 08:27:22.867721 UTC		
      
      
        
      
    		
      
        Scrive eSign’s external email delivery system reported that the invitation to sign the document sent via email to Martina Gylling (MG) was delivered.
      

    

		2022-05-27 09:25:11.908665 UTC ±10 ms		2022-05-27 08:27:22.867721 UTC		
      
      
        
      
    		
      
        Scrive eSign’s external email delivery system reported that the invitation sent to daniel@trerevisorer.se was opened.
      

    

		2022-05-27 09:28:54.528232 UTC ±1 ms		2022-05-27 09:27:24.520019 UTC		
      
      
        
      
    		
      
        Scrive eSign’s external email delivery system reported that the invitation sent to jonas.gylling@silkflower.se was opened.
      

    

		2022-05-27 12:02:39.729801 UTC ±13 ms		2022-05-27 11:27:28.323773 UTC		
      
      
        
      
    		
      
        Scrive eSign’s external email delivery system reported that the invitation sent to daniel@trerevisorer.se was opened.
      

    

		2022-05-30 13:21:27.789934 UTC ±10 ms		2022-05-30 12:29:54.147637 UTC		
      62.119.48.52
      
        Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/101.0.4951.64 Safari/537.36 Edg/101.0.1210.53
      
    		
      
        Scrive eSign sent a reminder to sign via email to Jonas Gylling (JG) at the request of the user Beata Savén (BS).
      

    

		2022-05-30 13:21:33.635408 UTC ±10 ms		2022-05-30 12:29:54.147637 UTC		
      62.119.48.52
      
        Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/101.0.4951.64 Safari/537.36 Edg/101.0.1210.53
      
    		
      
        Scrive eSign sent a reminder to sign via email to Martina Gylling (MG) at the request of the user Beata Savén (BS).
      

    

		2022-05-30 13:21:46.203937 UTC ±10 ms		2022-05-30 12:29:54.147637 UTC		
      
      
        
      
    		
      
        Scrive eSign’s external email delivery system reported that the invitation to sign the document sent via email to Jonas Gylling (JG) was delivered.
      

    

		2022-05-30 13:21:47.006322 UTC ±10 ms		2022-05-30 12:29:54.147637 UTC		
      
      
        
      
    		
      
        Scrive eSign’s external email delivery system reported that the invitation to sign the document sent via email to Martina Gylling (MG) was delivered.
      

    

		2022-05-30 14:00:53.201701 UTC ±11 ms		2022-05-30 13:29:56.12796 UTC		
      194.218.221.218
      
        Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/101.0.4951.64 Safari/537.36 Edg/101.0.1210.53
      
    		
      
        The party Martina Gylling (MG) opened the document in Scrive eSign’s online interface to sign documents.
      

    

		2022-05-30 14:01:32.153951 UTC ±11 ms		2022-05-30 13:29:56.12796 UTC		
      194.218.221.218
      
        Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/101.0.4951.64 Safari/537.36 Edg/101.0.1210.53
      
    		
      
        The signatory Martina Gylling (MG) changed the text in the text field “ID number” from 
  blank
 to 
  “197108246708”
.  
      

    

		2022-05-30 14:01:32.153951 UTC ±11 ms		2022-05-30 13:29:56.12796 UTC		
      194.218.221.218
      
        Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/101.0.4951.64 Safari/537.36 Edg/101.0.1210.53
      
    		
      
        The signatory Martina Gylling (MG) checked the checkbox "Bilaga 1 A ASKERSUND_M_SITUATIONSPLAN_22.03.18". The text next to the checkbox was "Jag har läst och accepterat innehållet i bilagan Bilaga 1 A ASKERSUND_M_SITUATIONSPLAN_22.03.18.".
      

    

		2022-05-30 14:01:32.153951 UTC ±11 ms		2022-05-30 13:29:56.12796 UTC		
      194.218.221.218
      
        Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/101.0.4951.64 Safari/537.36 Edg/101.0.1210.53
      
    		
      
        The signatory Martina Gylling (MG) checked the checkbox "Bilaga 1 B ASKERSUND_M_FASAD-SKYLT_22.03.18". The text next to the checkbox was "Jag har läst och accepterat innehållet i bilagan Bilaga 1 B ASKERSUND_M_FASAD-SKYLT_22.03.18.".
      

    

		2022-05-30 14:01:32.153951 UTC ±11 ms		2022-05-30 13:29:56.12796 UTC		
      194.218.221.218
      
        Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/101.0.4951.64 Safari/537.36 Edg/101.0.1210.53
      
    		
      
        The signatory Martina Gylling (MG) checked the checkbox "Bilaga 1 C ASKERSUND_M_EL-DATA_22.03.18". The text next to the checkbox was "Jag har läst och accepterat innehållet i bilagan Bilaga 1 C ASKERSUND_M_EL-DATA_22.03.18.".
      

    

		2022-05-30 14:01:32.153951 UTC ±11 ms		2022-05-30 13:29:56.12796 UTC		
      194.218.221.218
      
        Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/101.0.4951.64 Safari/537.36 Edg/101.0.1210.53
      
    		
      
        The signatory Martina Gylling (MG) checked the checkbox "Bilaga 2 Teknisk Beskrivning Askersund 22.04.12". The text next to the checkbox was "Jag har läst och accepterat innehållet i bilagan Bilaga 2 Teknisk Beskrivning Askersund 22.04.12.".
      

    

		2022-05-30 14:01:39.459733 UTC ±11 ms		2022-05-30 13:29:56.12796 UTC		
      194.218.221.218
      
        Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/101.0.4951.64 Safari/537.36 Edg/101.0.1210.53
      
    		
      
        The document was signed by Martina Gylling (MG) using 
  Swedish BankID
 through 
  the BankID network
 as the authentication method. 




The text signed in the 
  Swedish BankID
 client was:


SmFnIHNpZ25lcmFyIGRva3VtZW50ZXQgIkh5cmVzYXZ0YWwgQXNrZXJzdW5kIEJ5Z2dtYXgiIG1lZCB0cmFuc2FrdGlvbnNudW1tZXIgOTIyMjExNTU1NzQ3MDA4NDA3OS4=







Data returned from 
  the BankID network
:
  
Name: Martina Maria Victoria Gylling
  
ID number: 
  197108246708

  
IP: 194.218.221.218















Signature: 


  


Online Certificate Status Protocol (OCSP) Response:
  






      

    

		2022-05-31 10:08:32.589189 UTC ±9 ms		2022-05-31 09:30:35.974343 UTC		
      194.218.221.218
      
        Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/102.0.5005.61 Safari/537.36
      
    		
      
        The party Jonas Gylling (JG) opened the document in Scrive eSign’s online interface to sign documents.
      

    

		2022-05-31 22:02:51.002819 UTC ±7 ms		2022-05-31 21:30:59.478867 UTC		
      
      
        
      
    		
      
        The due date for signing the document passed. Scrive eSign disabled the possibility to sign for all parties.
      

    

		2022-06-02 18:59:37.333477 UTC ±6 ms		2022-06-02 18:32:31.002672 UTC		
      85.224.10.107
      
        Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/101.0.4951.64 Safari/537.36 Edg/101.0.1210.53
      
    		
      
        The user Beata Savén (BS) prolonged the signing due date.
      

    

		2022-06-02 19:00:01.728816 UTC ±6 ms		2022-06-02 18:32:31.002672 UTC		
      85.224.10.107
      
        Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/101.0.4951.64 Safari/537.36 Edg/101.0.1210.53
      
    		
      
        Scrive eSign sent a reminder to sign via email to Jonas Gylling (JG) at the request of the user Beata Savén (BS).
      

    

		2022-06-02 19:07:51.535986 UTC ±7 ms		2022-06-02 18:32:31.002672 UTC		
      2.248.139.39
      
        Mozilla/5.0 (Linux; Android 12; SAMSUNG SM-G996B) AppleWebKit/537.36 (KHTML, like Gecko) SamsungBrowser/17.0 Chrome/96.0.4664.104 Mobile Safari/537.36
      
    		
      
        The party Jonas Gylling (JG) opened the document in Scrive eSign’s online interface to sign documents.
      

    

		2022-06-02 19:09:12.916045 UTC ±7 ms		2022-06-02 18:32:31.002672 UTC		
      2.248.139.39
      
        Mozilla/5.0 (Linux; Android 12; SAMSUNG SM-G996B) AppleWebKit/537.36 (KHTML, like Gecko) SamsungBrowser/17.0 Chrome/96.0.4664.104 Mobile Safari/537.36
      
    		
      
        The signatory Jonas Gylling (JG) changed the text in the text field “ID number” from 
  blank
 to 
  “196801043933”
.  
      

    

		2022-06-02 19:09:12.916045 UTC ±7 ms		2022-06-02 18:32:31.002672 UTC		
      2.248.139.39
      
        Mozilla/5.0 (Linux; Android 12; SAMSUNG SM-G996B) AppleWebKit/537.36 (KHTML, like Gecko) SamsungBrowser/17.0 Chrome/96.0.4664.104 Mobile Safari/537.36
      
    		
      
        The signatory Jonas Gylling (JG) checked the checkbox "Bilaga 1 A ASKERSUND_M_SITUATIONSPLAN_22.03.18". The text next to the checkbox was "Jag har läst och accepterat innehållet i bilagan Bilaga 1 A ASKERSUND_M_SITUATIONSPLAN_22.03.18.".
      

    

		2022-06-02 19:09:12.916045 UTC ±7 ms		2022-06-02 18:32:31.002672 UTC		
      2.248.139.39
      
        Mozilla/5.0 (Linux; Android 12; SAMSUNG SM-G996B) AppleWebKit/537.36 (KHTML, like Gecko) SamsungBrowser/17.0 Chrome/96.0.4664.104 Mobile Safari/537.36
      
    		
      
        The signatory Jonas Gylling (JG) checked the checkbox "Bilaga 1 B ASKERSUND_M_FASAD-SKYLT_22.03.18". The text next to the checkbox was "Jag har läst och accepterat innehållet i bilagan Bilaga 1 B ASKERSUND_M_FASAD-SKYLT_22.03.18.".
      

    

		2022-06-02 19:09:12.916045 UTC ±7 ms		2022-06-02 18:32:31.002672 UTC		
      2.248.139.39
      
        Mozilla/5.0 (Linux; Android 12; SAMSUNG SM-G996B) AppleWebKit/537.36 (KHTML, like Gecko) SamsungBrowser/17.0 Chrome/96.0.4664.104 Mobile Safari/537.36
      
    		
      
        The signatory Jonas Gylling (JG) checked the checkbox "Bilaga 1 C ASKERSUND_M_EL-DATA_22.03.18". The text next to the checkbox was "Jag har läst och accepterat innehållet i bilagan Bilaga 1 C ASKERSUND_M_EL-DATA_22.03.18.".
      

    

		2022-06-02 19:09:12.916045 UTC ±7 ms		2022-06-02 18:32:31.002672 UTC		
      2.248.139.39
      
        Mozilla/5.0 (Linux; Android 12; SAMSUNG SM-G996B) AppleWebKit/537.36 (KHTML, like Gecko) SamsungBrowser/17.0 Chrome/96.0.4664.104 Mobile Safari/537.36
      
    		
      
        The signatory Jonas Gylling (JG) checked the checkbox "Bilaga 2 Teknisk Beskrivning Askersund 22.04.12". The text next to the checkbox was "Jag har läst och accepterat innehållet i bilagan Bilaga 2 Teknisk Beskrivning Askersund 22.04.12.".
      

    

		2022-06-02 19:09:23.371526 UTC ±7 ms		2022-06-02 18:32:31.002672 UTC		
      2.248.139.39
      
        Mozilla/5.0 (Linux; Android 12; SAMSUNG SM-G996B) AppleWebKit/537.36 (KHTML, like Gecko) SamsungBrowser/17.0 Chrome/96.0.4664.104 Mobile Safari/537.36
      
    		
      
        The document was signed by Jonas Gylling (JG) using 
  Swedish BankID
 through 
  the BankID network
 as the authentication method. 




The text signed in the 
  Swedish BankID
 client was:


SmFnIHNpZ25lcmFyIGRva3VtZW50ZXQgIkh5cmVzYXZ0YWwgQXNrZXJzdW5kIEJ5Z2dtYXgiIG1lZCB0cmFuc2FrdGlvbnNudW1tZXIgOTIyMjExNTU1NzQ3MDA4NDA3OS4=







Data returned from 
  the BankID network
:
  
Name: Nils Jonas Gylling
  
ID number: 
  196801043933

  
IP: 2.248.139.39















Signature: 


  


Online Certificate Status Protocol (OCSP) Response:
  






      

    

		2022-06-02 19:09:23.371526 UTC ±7 ms		2022-06-02 18:32:31.002672 UTC		
      
      
        
      
    		
      
        Scrive eSign sent an invitation to sign the document via email (mattias.ankarberg@byggmax.se) to Mattias Ankarberg (MA). The invitation included a link that when clicked led to Scrive eSign’s online interface to sign documents. 
The invitation contained the following message: 
 Vänligen signera bifogat avtal,

Vid frågor ring mig på 0722120513

Hälsningar
Beata Savén, Byggmax
      

    

		2022-06-02 19:09:23.371526 UTC ±7 ms		2022-06-02 18:32:31.002672 UTC		
      
      
        
      
    		
      
        Scrive eSign sent an invitation to sign the document via email (helena.nathhorst@byggmax.se) to Helena Nathhorst (HN). The invitation included a link that when clicked led to Scrive eSign’s online interface to sign documents. 
The invitation contained the following message: 
 Vänligen signera bifogat avtal,

Vid frågor ring mig på 0722120513

Hälsningar
Beata Savén, Byggmax
      

    

		2022-06-02 19:21:56.062378 UTC ±9 ms		2022-06-02 18:32:31.002672 UTC		
      80.217.153.43
      
        Mozilla/5.0 (iPhone; CPU iPhone OS 15_4_1 like Mac OS X) AppleWebKit/605.1.15 (KHTML, like Gecko) Version/15.4 Mobile/15E148 Safari/604.1
      
    		
      
        The party Mattias Ankarberg (MA) opened the document in Scrive eSign’s online interface to sign documents.
      

    

		2022-06-02 19:22:17.463125 UTC ±9 ms		2022-06-02 18:32:31.002672 UTC		
      80.217.153.43
      
        Mozilla/5.0 (iPhone; CPU iPhone OS 15_4_1 like Mac OS X) AppleWebKit/605.1.15 (KHTML, like Gecko) Version/15.4 Mobile/15E148 Safari/604.1
      
    		
      
        The signatory Mattias Ankarberg (MA) changed the text in the text field “ID number” from 
  blank
 to 
  “7602243516”
.  
      

    

		2022-06-02 19:22:17.463125 UTC ±9 ms		2022-06-02 18:32:31.002672 UTC		
      80.217.153.43
      
        Mozilla/5.0 (iPhone; CPU iPhone OS 15_4_1 like Mac OS X) AppleWebKit/605.1.15 (KHTML, like Gecko) Version/15.4 Mobile/15E148 Safari/604.1
      
    		
      
        The signatory Mattias Ankarberg (MA) checked the checkbox "Bilaga 1 A ASKERSUND_M_SITUATIONSPLAN_22.03.18". The text next to the checkbox was "Jag har läst och accepterat innehållet i bilagan Bilaga 1 A ASKERSUND_M_SITUATIONSPLAN_22.03.18.".
      

    

		2022-06-02 19:22:17.463125 UTC ±9 ms		2022-06-02 18:32:31.002672 UTC		
      80.217.153.43
      
        Mozilla/5.0 (iPhone; CPU iPhone OS 15_4_1 like Mac OS X) AppleWebKit/605.1.15 (KHTML, like Gecko) Version/15.4 Mobile/15E148 Safari/604.1
      
    		
      
        The signatory Mattias Ankarberg (MA) checked the checkbox "Bilaga 1 B ASKERSUND_M_FASAD-SKYLT_22.03.18". The text next to the checkbox was "Jag har läst och accepterat innehållet i bilagan Bilaga 1 B ASKERSUND_M_FASAD-SKYLT_22.03.18.".
      

    

		2022-06-02 19:22:17.463125 UTC ±9 ms		2022-06-02 18:32:31.002672 UTC		
      80.217.153.43
      
        Mozilla/5.0 (iPhone; CPU iPhone OS 15_4_1 like Mac OS X) AppleWebKit/605.1.15 (KHTML, like Gecko) Version/15.4 Mobile/15E148 Safari/604.1
      
    		
      
        The signatory Mattias Ankarberg (MA) checked the checkbox "Bilaga 1 C ASKERSUND_M_EL-DATA_22.03.18". The text next to the checkbox was "Jag har läst och accepterat innehållet i bilagan Bilaga 1 C ASKERSUND_M_EL-DATA_22.03.18.".
      

    

		2022-06-02 19:22:17.463125 UTC ±9 ms		2022-06-02 18:32:31.002672 UTC		
      80.217.153.43
      
        Mozilla/5.0 (iPhone; CPU iPhone OS 15_4_1 like Mac OS X) AppleWebKit/605.1.15 (KHTML, like Gecko) Version/15.4 Mobile/15E148 Safari/604.1
      
    		
      
        The signatory Mattias Ankarberg (MA) checked the checkbox "Bilaga 2 Teknisk Beskrivning Askersund 22.04.12". The text next to the checkbox was "Jag har läst och accepterat innehållet i bilagan Bilaga 2 Teknisk Beskrivning Askersund 22.04.12.".
      

    

		2022-06-02 19:22:28.977166 UTC ±9 ms		2022-06-02 18:32:31.002672 UTC		
      80.217.153.43
      
        Mozilla/5.0 (iPhone; CPU iPhone OS 15_4_1 like Mac OS X) AppleWebKit/605.1.15 (KHTML, like Gecko) Version/15.4 Mobile/15E148 Safari/604.1
      
    		
      
        The document was signed by Mattias Ankarberg (MA) using 
  Swedish BankID
 through 
  the BankID network
 as the authentication method. 




The text signed in the 
  Swedish BankID
 client was:


SmFnIHNpZ25lcmFyIGRva3VtZW50ZXQgIkh5cmVzYXZ0YWwgQXNrZXJzdW5kIEJ5Z2dtYXgiIG1lZCB0cmFuc2FrdGlvbnNudW1tZXIgOTIyMjExNTU1NzQ3MDA4NDA3OS4=







Data returned from 
  the BankID network
:
  
Name: MATTIAS ANKARBERG
  
ID number: 
  197602243516

  
IP: 80.217.153.43















Signature: 


  


Online Certificate Status Protocol (OCSP) Response:
  






      

    

		2022-06-02 20:02:31.015266 UTC ±7 ms		2022-06-02 19:32:32.73277 UTC		
      
      
        
      
    		
      
        Scrive eSign’s external email delivery system reported that the invitation to sign the document sent via email to Jonas Gylling (JG) was delivered.
      

    

		2022-06-02 20:02:31.046047 UTC ±7 ms		2022-06-02 19:32:32.73277 UTC		
      
      
        
      
    		
      
        Scrive eSign’s external email delivery system reported that the invitation sent to jonas.gylling@silkflower.se was opened.
      

    

		2022-06-02 20:02:50.007651 UTC ±7 ms		2022-06-02 19:32:32.73277 UTC		
      
      
        
      
    		
      
        Scrive eSign’s external email delivery system reported that the invitation to sign the document sent via email to Mattias Ankarberg (MA) was delivered.
      

    

		2022-06-02 20:02:50.039947 UTC ±7 ms		2022-06-02 19:32:32.73277 UTC		
      
      
        
      
    		
      
        Scrive eSign’s external email delivery system reported that the invitation sent to mattias.ankarberg@byggmax.se was opened.
      

    

		2022-06-02 20:02:50.067741 UTC ±7 ms		2022-06-02 19:32:32.73277 UTC		
      
      
        
      
    		
      
        Scrive eSign’s external email delivery system reported that the invitation to sign the document sent via email to Helena Nathhorst (HN) was delivered.
      

    

		2022-06-02 20:02:50.097206 UTC ±7 ms		2022-06-02 19:32:32.73277 UTC		
      
      
        
      
    		
      
        Scrive eSign’s external email delivery system reported that the invitation sent to helena.nathhorst@byggmax.se was opened.
      

    

		2022-06-03 11:56:00.501671 UTC ±12 ms		2022-06-03 11:33:07.325742 UTC		
      85.224.10.107
      
        Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/102.0.5005.63 Safari/537.36 Edg/102.0.1245.30
      
    		
      
        Scrive eSign sent a reminder to sign via email to Helena Nathhorst (HN) at the request of the user Beata Savén (BS).
      

    

		2022-06-03 11:56:14.469385 UTC ±12 ms		2022-06-03 11:33:07.325742 UTC		
      
      
        
      
    		
      
        Scrive eSign’s external email delivery system reported that the invitation to sign the document sent via email to Helena Nathhorst (HN) was delivered.
      

    

		2022-06-03 15:41:55.699361 UTC ±3 ms		2022-06-03 15:33:14.659907 UTC		
      62.119.48.52
      
        Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/102.0.5005.63 Safari/537.36 Edg/102.0.1245.30
      
    		
      
        The party Helena Nathhorst (HN) opened the document in Scrive eSign’s online interface to sign documents.
      

    

		2022-06-03 15:42:21.170327 UTC ±3 ms		2022-06-03 15:33:14.659907 UTC		
      62.119.48.52
      
        Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/102.0.5005.63 Safari/537.36 Edg/102.0.1245.30
      
    		
      
        The signatory Helena Nathhorst (HN) changed the text in the text field “ID number” from 
  blank
 to 
  “6711210168”
.  
      

    

		2022-06-03 15:42:21.170327 UTC ±3 ms		2022-06-03 15:33:14.659907 UTC		
      62.119.48.52
      
        Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/102.0.5005.63 Safari/537.36 Edg/102.0.1245.30
      
    		
      
        The signatory Helena Nathhorst (HN) checked the checkbox "Bilaga 1 A ASKERSUND_M_SITUATIONSPLAN_22.03.18". The text next to the checkbox was "Jag har läst och accepterat innehållet i bilagan Bilaga 1 A ASKERSUND_M_SITUATIONSPLAN_22.03.18.".
      

    

		2022-06-03 15:42:21.170327 UTC ±3 ms		2022-06-03 15:33:14.659907 UTC		
      62.119.48.52
      
        Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/102.0.5005.63 Safari/537.36 Edg/102.0.1245.30
      
    		
      
        The signatory Helena Nathhorst (HN) checked the checkbox "Bilaga 1 B ASKERSUND_M_FASAD-SKYLT_22.03.18". The text next to the checkbox was "Jag har läst och accepterat innehållet i bilagan Bilaga 1 B ASKERSUND_M_FASAD-SKYLT_22.03.18.".
      

    

		2022-06-03 15:42:21.170327 UTC ±3 ms		2022-06-03 15:33:14.659907 UTC		
      62.119.48.52
      
        Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/102.0.5005.63 Safari/537.36 Edg/102.0.1245.30
      
    		
      
        The signatory Helena Nathhorst (HN) checked the checkbox "Bilaga 1 C ASKERSUND_M_EL-DATA_22.03.18". The text next to the checkbox was "Jag har läst och accepterat innehållet i bilagan Bilaga 1 C ASKERSUND_M_EL-DATA_22.03.18.".
      

    

		2022-06-03 15:42:21.170327 UTC ±3 ms		2022-06-03 15:33:14.659907 UTC		
      62.119.48.52
      
        Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/102.0.5005.63 Safari/537.36 Edg/102.0.1245.30
      
    		
      
        The signatory Helena Nathhorst (HN) checked the checkbox "Bilaga 2 Teknisk Beskrivning Askersund 22.04.12". The text next to the checkbox was "Jag har läst och accepterat innehållet i bilagan Bilaga 2 Teknisk Beskrivning Askersund 22.04.12.".
      

    

		2022-06-03 15:42:36.594787 UTC ±3 ms		2022-06-03 15:33:14.659907 UTC		
      62.119.48.52
      
        Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/102.0.5005.63 Safari/537.36 Edg/102.0.1245.30
      
    		
      
        The document was signed by Helena Nathhorst (HN) using 
  Swedish BankID
 through 
  the BankID network
 as the authentication method. 




The text signed in the 
  Swedish BankID
 client was:


SmFnIHNpZ25lcmFyIGRva3VtZW50ZXQgIkh5cmVzYXZ0YWwgQXNrZXJzdW5kIEJ5Z2dtYXgiIG1lZCB0cmFuc2FrdGlvbnNudW1tZXIgOTIyMjExNTU1NzQ3MDA4NDA3OS4=







Data returned from 
  the BankID network
:
  
Name: Helena Larsson Nathhorst
  
ID number: 
  196711210168

  
IP: 62.119.48.52















Signature: 


  


Online Certificate Status Protocol (OCSP) Response:
  






      

    

		2022-06-03 15:42:36.594787 UTC ±3 ms		2022-06-03 15:33:14.659907 UTC		
      
      
        
      
    		
      
        Scrive eSign locked the document from further modifications by the parties.
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1. Purpose

The purpose of this document is to explain how Scrive eSign measures time and provide a mathematical algorithm by which it is possible to calculate the probability of the error of the time stamps recorded by Scrive eSign.

2. Time measurement process

This section explains the NTP (Network Time Protocol) configurations of the systems involved with time measurement of Scrive eSign.

2.1 The hypervisor

Amazon, which Scrive eSign uses as hosting provider, use Xen or KVM depending on the generation of the virtual machine, for virtualisation. The default configuration is that all VM hosts are time synced using a clustered public pool of NTP servers. Scrive eSign does not use this mechanism.

2.2 Time synchronisation

Scrive eSign relies on NTP running on the virtual machine guests to get coordinated time from an NTP source. Scrive eSign does not use the time provided by the hypervisor hosts hosting the virtual machines, i.e. Amazon. This will help mitigate factors like load on the hypervisors or virtual machine guests affecting clock accuracy. This NTP synchronisation will override the clock synchronisation from the VM hosts’ clocks.

3. Configuration of hardware and services

This section describes the time/NTP and monitoring configuration of the application servers that run the Scrive eSign service.

3.1 Boot Time

The guest virtual machine behavior for the database server is as follows:

		On boot the virtual machine guest clock is set from the VM host

		ntp-date is run once from an init script

		ntpd is then run from another init script, which runs continuously



The behavior on the application server is the same with the exception of the ntpdate step which is not present on this system. It is worth noting that entries in procfs are not available for querying the configuration of the kernel with regards to Xen/clock configuration.

3.2 NTP Configuration

Logging that traces accuracy and time synchronisation is configured to use local NTP servers in the Scrive environment, which in turn acts as a proxy for the NTP server pool below that follows UTC(SP), i.e. official Swedish time:

		ntp1.sth.netnod.se

		ntp2.sth.netnod.se

		ntp1.gbg.netnod.se

		ntp2.gbg.netnod.se

		ntp1.mmo.netnod.se

		ntp2.mmo.netnod.se



3.3 Monitoring

Scrive eSign service has a monitoring system (Nagios) that monitors various aspects of the NTP statistics and keeps historic logs. It informs of problems with NTP server connectivity, jitter and offset, immediately regardless of what time of day it is.

3.4 Time scale

The NTP configuration together with the logging implies that we are following UTC(SP), and all timestamps are because of this traceable to this time scale.

4. Calculation of the probability of the clock error

This section describes how to calculate the probability of the clock error of the Scrive eSign timestamps.

4.1 Clock error samples

Once per hour Scrive eSign uses the NTP protocol to check the difference between the Scrive eSign server clock and UTC(SP). This check is performed directly against servers in the NTP server pool listed in Section 3.2. Each check results in one clock error sample (hereinafter “Clock Error Samples”), which is assumed to accurately reflect the actual clock error.

4.2 Clock error algorithm

The calculation of the probability of the clock error can be done by inserting the Clock Error Samples into the algorithm below. We assume that the samples follow a normal distribution.

		Let [image: 1.png]

 be a set of the clock error samples (in seconds). Let [image: 2.png]

, [image: 3.png]

.

		Let [image: 4.png]

 be the random variable representing the clock error with parameters estimated using data set [image: CodeCogsEqn.png]

.

		Let [image: 7.png]

, [image: 8.png]

 be the the empirical distribution function.

		Let [image: 9.png]

 be the size of discretized value space, [image: 10.png]

. Let [image: 11.png]

 be the discretized value space, [image: 12.png]

 be the set of data points representing empirical distribution function, [image: 13.png]

 be the set of data points representing cumulative distribution function of the random variable estimating the clock error.

		Plot the data in [image: 14.png]

 and [image: 15.png]

 to assess the accuracy of the estimation.

		[image: 16.png]

 is the estimated probability that the clock error is smaller than [image: 17.png]

 seconds.



4.3 Clock error samples and evidence of normal distribution

The last 1000 Clock Error Samples are inserted into this document in section 5. These Clock Error Samples can be used as input data to the algorithm in 4.2 to provide evidence of normal distribution and to calculate the probability of the clock error of the Scrive eSign time stamps. From the Clock Error Samples one can derive the parameters (mean and variance) for a normal distribution. One can also calculate the difference between this estimated distribution and the empirical data given by the Clock Error Samples themselves. You can see cumulative distribution functions (cdf) for the estimates and the empirical data and on top of that the difference between the empirical and estimated errors in the graph below. This graph also allow us to visually estimate the probability of a specific maximum error.







Produced by GNUPLOT 4.6 patchlevel 2 
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4.4 Input parameters

Based on the Clock Error Samples in section 5 it is possible to calculate the variables that define the normal distribution (mean and standard deviation). Scrive eSign has automatically calculated these variables as per the below:

		mean: -0.16 ms

		standard deviation: 0.98 ms



4.5 Probability of the clock error

By using the algorithm and the Clock Error Samples Scrive eSign calculated the following probabilities of the clock error ‘e’:

		|e| < 2.5 ms: ≈98.823%

		|e| < 5 ms: ≈100.000%

		|e| < 10 ms: ≈100.000%



5. Clock Error Samples

The following are the clock error samples collected between 2022-04-22 23:59:23.771138 UTC and 2022-06-03 15:33:14.659907 UTC:

		Time collected		Clock offset

		2022-04-22 23:59:23.771138		-1.3 ms

		2022-04-23 00:59:25.414469		-0.9 ms

		2022-04-23 01:59:27.544905		-1.7 ms

		2022-04-23 02:59:29.170375		-0.6 ms

		2022-04-23 03:59:31.48128		-2.0 ms

		2022-04-23 04:59:33.959849		-0.5 ms

		2022-04-23 05:59:35.748987		-0.4 ms

		2022-04-23 06:59:37.476502		0.9 ms

		2022-04-23 07:59:38.975124		1.7 ms

		2022-04-23 08:59:40.57325		0.4 ms

		2022-04-23 09:59:42.731484		1.1 ms

		2022-04-23 10:59:44.43662		0.2 ms

		2022-04-23 11:59:46.88628		-3.0 ms

		2022-04-23 12:59:48.475775		-1.6 ms

		2022-04-23 13:59:50.723755		-0.9 ms

		2022-04-23 14:59:52.544797		-0.9 ms

		2022-04-23 15:59:54.341521		-0.9 ms

		2022-04-23 16:59:55.995212		0.6 ms

		2022-04-23 17:59:59.152323		0.3 ms

		2022-04-23 19:00:00.815595		-0.4 ms

		2022-04-23 20:00:03.306245		-1.9 ms

		2022-04-23 21:00:05.137194		1.0 ms

		2022-04-23 22:00:06.895273		0.3 ms

		2022-04-23 23:00:08.452431		-1.5 ms

		2022-04-24 00:00:09.918026		-2.0 ms

		2022-04-24 01:00:11.513454		-0.7 ms

		2022-04-24 02:00:12.976304		-1.6 ms

		2022-04-24 03:00:14.477128		-1.4 ms

		2022-04-24 04:00:16.0637		-0.9 ms

		2022-04-24 05:00:17.796021		-1.0 ms

		2022-04-24 06:00:19.40915		-1.0 ms

		2022-04-24 07:00:21.09759		0.7 ms

		2022-04-24 08:00:22.80486		2.0 ms

		2022-04-24 09:00:24.353918		0.4 ms

		2022-04-24 10:00:26.435692		0.2 ms

		2022-04-24 11:00:28.785598		-0.3 ms

		2022-04-24 12:00:30.408545		-0.2 ms

		2022-04-24 13:00:32.027851		-0.9 ms

		2022-04-24 14:00:34.089717		-1.3 ms

		2022-04-24 15:00:36.665836		0.4 ms

		2022-04-24 16:00:38.17128		-1.2 ms

		2022-04-24 17:00:39.805355		0.4 ms

		2022-04-24 18:00:41.364769		-0.6 ms

		2022-04-24 19:00:43.719815		-1.5 ms

		2022-04-24 20:00:45.441875		-1.5 ms

		2022-04-24 21:00:47.278072		0.2 ms

		2022-04-24 22:00:49.212395		-1.6 ms

		2022-04-24 23:00:50.890914		-1.2 ms

		2022-04-25 00:00:53.033924		-0.5 ms

		2022-04-25 01:00:55.037197		-2.0 ms

		2022-04-25 02:00:56.517476		-0.6 ms

		2022-04-25 03:00:58.434767		-0.8 ms

		2022-04-25 04:01:00.23512		0.6 ms

		2022-04-25 05:01:02.434652		-0.4 ms

		2022-04-25 06:01:04.297692		-1.7 ms

		2022-04-25 07:01:05.775567		0.2 ms

		2022-04-25 08:01:08.743435		-0.2 ms

		2022-04-25 09:01:10.694346		1.3 ms

		2022-04-25 10:01:13.064649		1.3 ms

		2022-04-25 11:01:14.677018		-0.3 ms

		2022-04-25 12:01:17.339783		-2.4 ms

		2022-04-25 13:01:19.037472		-2.6 ms

		2022-04-25 14:01:21.193268		-0.1 ms

		2022-04-25 15:01:23.243076		-1.0 ms

		2022-04-25 16:01:25.593398		-1.2 ms

		2022-04-25 17:01:27.963308		-0.3 ms

		2022-04-25 18:01:29.949508		0.1 ms

		2022-04-25 19:01:32.64789		-0.3 ms

		2022-04-25 20:01:34.587448		0.0 ms

		2022-04-25 21:01:36.292261		-1.4 ms

		2022-04-25 22:01:38.042807		-2.4 ms

		2022-04-25 23:01:39.59715		-1.8 ms

		2022-04-26 00:01:43.283548		-0.6 ms

		2022-04-26 01:01:45.332501		-0.7 ms

		2022-04-26 02:01:47.106562		0.1 ms

		2022-04-26 03:01:48.775808		1.0 ms

		2022-04-26 04:01:50.701968		0.5 ms

		2022-04-26 05:01:52.252629		-1.0 ms

		2022-04-26 06:01:54.780477		-0.3 ms

		2022-04-26 07:01:56.612718		-0.2 ms

		2022-04-26 08:01:58.689581		1.0 ms

		2022-04-26 09:02:00.754133		2.3 ms

		2022-04-26 10:02:02.548505		1.9 ms

		2022-04-26 11:02:04.642452		1.1 ms

		2022-04-26 12:02:06.755233		0.9 ms

		2022-04-26 13:02:08.979548		0.4 ms

		2022-04-26 14:02:11.130174		-3.2 ms

		2022-04-26 15:02:13.309316		0.5 ms

		2022-04-26 16:02:15.163585		0.0 ms

		2022-04-26 17:02:16.837199		0.6 ms

		2022-04-26 18:02:18.611472		-0.9 ms

		2022-04-26 19:02:20.618837		-1.8 ms

		2022-04-26 20:02:22.878942		-0.1 ms

		2022-04-26 21:02:24.771734		-0.2 ms

		2022-04-26 22:02:26.559087		-0.2 ms

		2022-04-26 23:02:28.138693		-0.8 ms

		2022-04-27 00:02:30.78424		-2.7 ms

		2022-04-27 01:02:32.253851		-1.5 ms

		2022-04-27 02:02:35.36632		-0.1 ms

		2022-04-27 03:02:37.316329		0.4 ms

		2022-04-27 04:02:39.101914		0.1 ms

		2022-04-27 05:02:40.774862		-0.4 ms

		2022-04-27 06:02:42.590478		-0.4 ms

		2022-04-27 07:02:44.197011		1.2 ms

		2022-04-27 08:02:46.148574		0.2 ms

		2022-04-27 09:02:48.653942		0.0 ms

		2022-04-27 10:02:50.37782		-0.6 ms

		2022-04-27 11:02:52.103595		-1.0 ms

		2022-04-27 12:02:53.824804		-0.9 ms

		2022-04-27 13:02:55.506959		-1.3 ms

		2022-04-27 14:02:57.98256		0.2 ms

		2022-04-27 15:03:00.806447		-0.3 ms

		2022-04-27 16:03:02.626275		-1.6 ms

		2022-04-27 17:03:04.262496		-0.8 ms

		2022-04-27 18:03:05.958985		-1.9 ms

		2022-04-27 19:03:08.15151		-0.4 ms

		2022-04-27 20:03:10.54025		-0.5 ms

		2022-04-27 21:03:12.205662		-1.7 ms

		2022-04-27 22:03:13.716624		-1.9 ms

		2022-04-27 23:03:15.633412		-0.9 ms

		2022-04-28 00:03:17.380093		-2.3 ms

		2022-04-28 01:03:19.537917		-2.0 ms

		2022-04-28 02:03:22.692439		-0.9 ms

		2022-04-28 03:03:24.242666		0.1 ms

		2022-04-28 04:03:25.795837		0.6 ms

		2022-04-28 05:03:27.859397		0.4 ms

		2022-04-28 06:03:30.105481		0.3 ms

		2022-04-28 07:03:32.506715		-0.5 ms

		2022-04-28 08:03:35.163802		0.6 ms

		2022-04-28 09:03:36.952033		0.4 ms

		2022-04-28 10:03:39.189714		0.2 ms

		2022-04-28 11:03:41.5179		0.0 ms

		2022-04-28 12:03:43.385739		0.4 ms

		2022-04-28 13:03:46.043131		0.8 ms

		2022-04-28 14:03:48.825831		-1.1 ms

		2022-04-28 15:03:50.789745		1.0 ms

		2022-04-28 16:03:52.659533		-0.4 ms

		2022-04-28 17:03:54.795417		-0.8 ms

		2022-04-28 18:03:56.27864		-0.8 ms

		2022-04-28 19:03:59.16618		-0.2 ms

		2022-04-28 20:04:00.757299		-2.0 ms

		2022-04-28 21:04:02.333326		-0.9 ms

		2022-04-28 22:04:03.852537		-0.9 ms

		2022-04-28 23:04:05.800754		-0.8 ms

		2022-04-29 00:04:07.445142		-1.2 ms

		2022-04-29 01:04:09.520724		0.0 ms

		2022-04-29 02:04:11.907854		-0.3 ms

		2022-04-29 03:04:13.483315		0.1 ms

		2022-04-29 04:04:15.343766		0.2 ms

		2022-04-29 05:04:17.93094		0.3 ms

		2022-04-29 06:04:19.887443		-1.9 ms

		2022-04-29 07:04:22.155816		0.2 ms

		2022-04-29 08:04:23.990213		0.3 ms

		2022-04-29 09:04:25.584199		-0.6 ms

		2022-04-29 10:04:28.830671		-1.0 ms

		2022-04-29 11:04:30.845944		0.5 ms

		2022-04-29 12:04:32.47762		-0.9 ms

		2022-04-29 13:04:34.232179		0.6 ms

		2022-04-29 14:04:36.473954		0.1 ms

		2022-04-29 15:04:39.081351		-0.4 ms

		2022-04-29 16:04:41.017126		0.5 ms

		2022-04-29 17:04:42.889831		-0.4 ms

		2022-04-29 18:04:45.270757		-0.5 ms

		2022-04-29 19:04:47.156391		-0.8 ms

		2022-04-29 20:04:49.547855		-1.3 ms

		2022-04-29 21:04:51.401553		-0.5 ms

		2022-04-29 22:04:52.980391		-2.1 ms

		2022-04-29 23:04:54.613701		-1.7 ms

		2022-04-30 00:04:56.445197		-2.4 ms

		2022-04-30 01:04:58.095871		-0.6 ms

		2022-04-30 02:04:59.897354		0.3 ms

		2022-04-30 03:05:02.253144		0.5 ms

		2022-04-30 04:05:04.496659		0.6 ms

		2022-04-30 05:05:06.512327		-0.8 ms

		2022-04-30 06:05:08.563199		-1.0 ms

		2022-04-30 07:05:11.72813		0.7 ms

		2022-04-30 08:05:13.729847		-0.1 ms

		2022-04-30 09:05:15.466068		2.0 ms

		2022-04-30 10:05:17.010275		0.9 ms

		2022-04-30 11:05:18.672006		-0.4 ms

		2022-04-30 12:05:20.268538		-0.2 ms

		2022-04-30 13:05:21.743104		-1.8 ms

		2022-04-30 14:05:23.907032		-1.4 ms

		2022-04-30 15:05:26.20925		-1.2 ms

		2022-04-30 16:05:28.092474		-2.0 ms

		2022-04-30 17:05:29.678218		-0.5 ms

		2022-04-30 18:05:31.684372		-0.4 ms

		2022-04-30 19:05:33.681326		-0.1 ms

		2022-04-30 20:05:35.982844		0.2 ms

		2022-04-30 21:05:38.069457		0.6 ms

		2022-04-30 22:05:40.28307		1.0 ms

		2022-04-30 23:05:41.970582		-0.8 ms

		2022-05-01 00:05:44.128464		-0.6 ms

		2022-05-01 01:05:45.996099		-0.3 ms

		2022-05-01 02:05:47.753289		-0.5 ms

		2022-05-01 03:05:49.463245		-0.2 ms

		2022-05-01 04:05:53.910154		0.4 ms

		2022-05-01 05:05:55.569565		-0.1 ms

		2022-05-01 06:05:57.210947		0.4 ms

		2022-05-01 07:05:59.587264		-1.6 ms

		2022-05-01 08:06:01.401699		0.8 ms

		2022-05-01 09:06:03.639253		-0.1 ms

		2022-05-01 10:06:05.517178		-0.2 ms

		2022-05-01 11:06:06.899584		0.9 ms

		2022-05-01 12:06:08.799328		0.1 ms

		2022-05-01 13:06:11.12317		-0.2 ms

		2022-05-01 14:06:12.810914		-1.1 ms

		2022-05-01 15:06:14.582643		-0.7 ms

		2022-05-01 16:06:16.553584		-0.3 ms

		2022-05-01 17:06:19.001532		0.0 ms

		2022-05-01 18:06:20.462188		0.0 ms

		2022-05-01 19:06:22.393639		0.2 ms

		2022-05-01 20:06:24.811249		-1.2 ms

		2022-05-01 21:06:27.254402		-0.2 ms

		2022-05-01 22:06:29.174193		-1.2 ms

		2022-05-01 23:06:31.813801		-0.2 ms

		2022-05-02 00:06:33.745931		-0.9 ms

		2022-05-02 01:06:35.6198		-1.7 ms

		2022-05-02 02:06:37.775394		0.3 ms

		2022-05-02 03:06:40.06648		0.5 ms

		2022-05-02 04:06:42.839258		-1.0 ms

		2022-05-02 05:06:44.52662		0.0 ms

		2022-05-02 06:06:47.610972		0.4 ms

		2022-05-02 07:06:50.25807		-0.4 ms

		2022-05-02 08:06:52.289751		-1.4 ms

		2022-05-02 09:06:53.949425		-1.0 ms

		2022-05-02 10:06:56.046857		-1.9 ms

		2022-05-02 11:06:58.85087		-1.7 ms

		2022-05-02 12:07:01.251186		-1.0 ms

		2022-05-02 13:07:03.342096		-0.3 ms

		2022-05-02 14:07:05.508391		1.0 ms

		2022-05-02 15:07:07.62508		0.0 ms

		2022-05-02 16:07:09.458349		0.3 ms

		2022-05-02 17:07:11.033077		1.2 ms

		2022-05-02 18:07:12.762191		1.1 ms

		2022-05-02 19:07:15.143678		-1.1 ms

		2022-05-02 20:07:17.199609		-0.4 ms

		2022-05-02 21:07:18.899254		-0.6 ms

		2022-05-02 22:07:20.996556		-0.3 ms

		2022-05-02 23:07:22.643425		0.8 ms

		2022-05-03 00:07:24.660028		0.7 ms

		2022-05-03 01:07:26.254819		0.4 ms

		2022-05-03 02:07:28.038671		0.6 ms

		2022-05-03 03:07:32.361396		0.7 ms

		2022-05-03 04:07:35.478827		-0.2 ms

		2022-05-03 05:07:37.491283		0.2 ms

		2022-05-03 06:07:39.528812		0.8 ms

		2022-05-03 07:07:41.412053		0.7 ms

		2022-05-03 08:07:43.175859		0.9 ms

		2022-05-03 09:07:44.94875		-0.1 ms

		2022-05-03 10:07:47.135332		-0.1 ms

		2022-05-03 11:07:49.432763		-1.3 ms

		2022-05-03 12:07:51.703541		-0.1 ms

		2022-05-03 13:07:53.812189		-0.6 ms

		2022-05-03 14:07:55.653835		0.7 ms

		2022-05-03 15:07:57.459771		0.8 ms

		2022-05-03 16:07:59.091362		0.1 ms

		2022-05-03 17:08:01.08769		0.8 ms

		2022-05-03 18:08:02.595301		-1.8 ms

		2022-05-03 19:08:04.308977		-0.5 ms

		2022-05-03 20:08:06.907728		0.1 ms

		2022-05-03 21:08:08.615074		-0.2 ms

		2022-05-03 22:08:10.202561		-0.3 ms

		2022-05-03 23:08:11.841425		-0.5 ms

		2022-05-04 00:08:14.145448		0.0 ms

		2022-05-04 01:08:15.776946		-2.0 ms

		2022-05-04 02:08:17.425445		-1.6 ms

		2022-05-04 03:08:20.109266		-0.4 ms

		2022-05-04 04:08:22.420333		-1.0 ms

		2022-05-04 05:08:24.394095		-0.9 ms

		2022-05-04 06:08:26.082407		0.1 ms

		2022-05-04 07:08:27.84704		0.4 ms

		2022-05-04 08:08:30.021894		-0.2 ms

		2022-05-04 09:08:32.32051		1.6 ms

		2022-05-04 10:08:34.80848		0.5 ms

		2022-05-04 11:08:36.769634		-2.3 ms

		2022-05-04 12:08:39.295563		0.1 ms

		2022-05-04 13:08:41.569602		0.5 ms

		2022-05-04 14:08:43.161369		0.2 ms

		2022-05-04 15:08:45.164638		0.4 ms

		2022-05-04 16:08:47.112059		2.3 ms

		2022-05-04 17:08:49.833144		1.0 ms

		2022-05-04 18:08:51.774255		0.0 ms

		2022-05-04 19:08:54.242909		0.3 ms

		2022-05-04 20:08:55.903269		0.7 ms

		2022-05-04 21:08:57.483813		0.2 ms

		2022-05-04 22:08:59.303361		-0.3 ms

		2022-05-04 23:09:01.833543		0.4 ms

		2022-05-05 00:09:03.853651		0.2 ms

		2022-05-05 01:09:05.561059		0.3 ms

		2022-05-05 02:09:07.282859		-1.2 ms

		2022-05-05 03:09:09.959304		0.2 ms

		2022-05-05 04:09:13.270164		-0.7 ms

		2022-05-05 05:09:15.002374		0.8 ms

		2022-05-05 06:09:17.08559		-0.2 ms

		2022-05-05 07:09:19.646538		-0.6 ms

		2022-05-05 08:09:21.653642		-1.1 ms

		2022-05-05 09:09:23.653729		-1.0 ms

		2022-05-05 10:09:26.170828		-0.5 ms

		2022-05-05 11:09:28.386744		-0.9 ms

		2022-05-05 12:09:29.898104		0.2 ms

		2022-05-05 13:09:32.846144		1.0 ms

		2022-05-05 14:09:34.924974		0.9 ms

		2022-05-05 15:09:37.554099		0.9 ms

		2022-05-05 16:09:39.121681		0.7 ms

		2022-05-05 17:09:41.388322		0.9 ms

		2022-05-05 18:09:43.086087		0.3 ms

		2022-05-05 19:09:44.960588		-0.2 ms

		2022-05-05 20:09:46.840342		1.6 ms

		2022-05-05 21:09:48.574715		0.6 ms

		2022-05-05 22:09:50.398147		-0.2 ms

		2022-05-05 23:09:53.049187		0.5 ms

		2022-05-06 00:09:54.670019		1.0 ms

		2022-05-06 01:09:56.419925		-0.7 ms

		2022-05-06 02:09:58.506399		-0.7 ms

		2022-05-06 03:10:00.202355		-0.1 ms

		2022-05-06 04:10:04.567061		-0.3 ms

		2022-05-06 05:10:08.755997		-0.6 ms

		2022-05-06 06:10:11.330198		-1.0 ms

		2022-05-06 07:10:13.90553		-0.3 ms

		2022-05-06 08:10:15.943474		-0.2 ms

		2022-05-06 09:10:18.026049		0.2 ms

		2022-05-06 10:10:19.557571		-0.5 ms

		2022-05-06 11:10:21.212016		0.4 ms

		2022-05-06 12:10:23.498485		-0.6 ms

		2022-05-06 13:10:25.296752		0.1 ms

		2022-05-06 14:10:27.535197		-0.2 ms

		2022-05-06 15:10:29.158344		-0.2 ms

		2022-05-06 16:10:30.937639		0.6 ms

		2022-05-06 17:10:32.67546		-0.2 ms

		2022-05-06 18:10:34.607354		-0.6 ms

		2022-05-06 19:10:36.199271		0.3 ms

		2022-05-06 20:10:38.311241		-4.2 ms

		2022-05-06 21:10:40.249635		0.6 ms

		2022-05-06 22:10:42.827617		0.2 ms

		2022-05-06 23:10:45.239621		2.1 ms

		2022-05-07 00:10:47.410813		1.4 ms

		2022-05-07 01:10:49.170221		-0.4 ms

		2022-05-07 02:10:51.021674		1.5 ms

		2022-05-07 03:10:52.774376		0.9 ms

		2022-05-07 04:10:55.550931		-0.7 ms

		2022-05-07 05:10:57.410868		-2.0 ms

		2022-05-07 06:11:00.022993		-1.2 ms

		2022-05-07 07:11:02.411277		-0.6 ms

		2022-05-07 08:11:04.542242		0.1 ms

		2022-05-07 09:11:06.43945		-0.3 ms

		2022-05-07 10:11:08.493392		1.4 ms

		2022-05-07 11:11:10.22268		-0.5 ms

		2022-05-07 12:11:11.914074		-0.5 ms

		2022-05-07 13:11:13.510192		-0.1 ms

		2022-05-07 14:11:16.280227		-0.5 ms

		2022-05-07 15:11:18.451095		0.6 ms

		2022-05-07 16:11:20.032306		0.3 ms

		2022-05-07 17:11:22.473257		1.3 ms

		2022-05-07 18:11:23.941156		1.7 ms

		2022-05-07 19:11:25.695152		1.5 ms

		2022-05-07 20:11:27.165934		1.8 ms

		2022-05-07 21:11:28.844506		0.4 ms

		2022-05-07 22:11:30.347537		0.4 ms

		2022-05-07 23:11:31.953967		0.0 ms

		2022-05-08 00:11:33.62948		-2.2 ms

		2022-05-08 01:11:35.637155		-1.7 ms

		2022-05-08 02:11:39.041194		-0.5 ms

		2022-05-08 03:11:41.220803		-0.4 ms

		2022-05-08 04:11:44.292987		-1.6 ms

		2022-05-08 05:11:46.115596		-0.6 ms

		2022-05-08 06:11:48.155805		0.3 ms

		2022-05-08 07:11:50.016275		0.6 ms

		2022-05-08 08:11:51.916544		0.7 ms

		2022-05-08 09:11:54.34725		1.5 ms

		2022-05-08 10:11:55.896781		0.9 ms

		2022-05-08 11:11:58.539461		1.6 ms

		2022-05-08 12:12:01.065878		0.7 ms

		2022-05-08 13:12:02.973512		1.4 ms

		2022-05-08 14:12:04.856634		-1.0 ms

		2022-05-08 15:12:06.592783		-1.1 ms

		2022-05-08 16:12:08.116299		-0.6 ms

		2022-05-08 17:12:09.776564		-1.1 ms

		2022-05-08 18:12:11.937305		1.7 ms

		2022-05-08 19:12:14.136177		-1.1 ms

		2022-05-08 20:12:16.162748		0.4 ms

		2022-05-08 21:12:18.079668		1.9 ms

		2022-05-08 22:12:20.111493		0.8 ms

		2022-05-08 23:12:21.82636		1.6 ms

		2022-05-09 00:12:23.853085		2.2 ms

		2022-05-09 01:12:25.856104		1.2 ms

		2022-05-09 02:12:28.098046		0.5 ms

		2022-05-09 03:12:31.266479		0.1 ms

		2022-05-09 04:12:34.651246		1.1 ms

		2022-05-09 05:12:36.949628		-0.4 ms

		2022-05-09 06:12:38.901929		-0.9 ms

		2022-05-09 07:12:40.700342		-0.2 ms

		2022-05-09 08:12:42.482086		-6.0 ms

		2022-05-09 09:12:44.317453		-1.3 ms

		2022-05-09 10:12:46.439952		0.1 ms

		2022-05-09 11:12:48.541284		-3.5 ms

		2022-05-09 12:12:50.789978		-0.4 ms

		2022-05-09 13:12:52.587858		-0.2 ms

		2022-05-09 14:12:54.440259		-0.3 ms

		2022-05-09 15:12:56.253411		-0.4 ms

		2022-05-09 16:12:58.541268		0.1 ms

		2022-05-09 17:12:59.984063		-0.7 ms

		2022-05-09 18:13:01.581746		0.0 ms

		2022-05-09 19:13:03.361909		0.7 ms

		2022-05-09 20:13:05.915545		-0.7 ms

		2022-05-09 21:13:07.940084		-1.5 ms

		2022-05-09 22:13:09.585657		-0.3 ms

		2022-05-09 23:13:11.123653		-0.1 ms

		2022-05-10 00:13:12.791439		-0.7 ms

		2022-05-10 01:13:14.345397		-0.7 ms

		2022-05-10 02:13:16.033665		-0.5 ms

		2022-05-10 03:13:18.705258		1.8 ms

		2022-05-10 04:13:21.64217		0.5 ms

		2022-05-10 05:13:23.665563		-0.3 ms

		2022-05-10 06:13:25.986754		0.2 ms

		2022-05-10 07:13:27.957578		-1.4 ms

		2022-05-10 08:13:29.955711		-1.0 ms

		2022-05-10 09:13:32.180914		-0.4 ms

		2022-05-10 10:13:33.92029		0.4 ms

		2022-05-10 11:13:35.67622		0.8 ms

		2022-05-10 12:13:38.132086		-0.6 ms

		2022-05-10 13:13:40.725025		-0.1 ms

		2022-05-10 14:13:42.733409		-0.6 ms

		2022-05-10 15:13:47.131502		-1.6 ms

		2022-05-10 16:13:49.846418		-0.7 ms

		2022-05-10 17:13:51.546423		-1.1 ms

		2022-05-10 18:13:53.226572		0.7 ms

		2022-05-10 19:13:55.533357		0.1 ms

		2022-05-10 20:13:57.200903		-1.0 ms

		2022-05-10 21:13:59.867703		-1.1 ms

		2022-05-10 22:14:02.647624		-1.4 ms

		2022-05-10 23:14:04.77572		-1.2 ms

		2022-05-11 00:14:06.800112		-1.4 ms

		2022-05-11 01:14:08.667445		0.1 ms

		2022-05-11 02:14:10.617425		0.2 ms

		2022-05-11 03:14:15.31267		0.2 ms

		2022-05-11 04:14:18.123936		-0.1 ms

		2022-05-11 05:14:20.39492		-1.2 ms

		2022-05-11 06:14:22.028017		-0.3 ms

		2022-05-11 07:14:24.088178		0.7 ms

		2022-05-11 08:14:26.480049		0.5 ms

		2022-05-11 09:14:28.543359		2.1 ms

		2022-05-11 10:14:31.297854		-1.0 ms

		2022-05-11 11:14:33.638197		1.1 ms

		2022-05-11 12:14:35.705173		-0.2 ms

		2022-05-11 13:14:37.430729		0.4 ms

		2022-05-11 14:14:39.077086		-1.2 ms

		2022-05-11 15:14:40.811457		-0.2 ms

		2022-05-11 16:14:43.559146		0.1 ms

		2022-05-11 17:14:45.239764		-0.3 ms

		2022-05-11 18:14:46.876067		0.7 ms

		2022-05-11 19:14:49.334792		0.9 ms

		2022-05-11 20:14:51.004505		0.5 ms

		2022-05-11 21:14:53.371028		0.9 ms

		2022-05-11 22:14:55.229948		-0.5 ms

		2022-05-11 23:14:56.876024		0.3 ms

		2022-05-12 00:14:58.772824		-0.5 ms

		2022-05-12 01:15:00.377198		-0.7 ms

		2022-05-12 02:15:02.425928		-0.9 ms

		2022-05-12 03:15:06.577515		-0.4 ms

		2022-05-12 04:15:10.540221		-0.2 ms

		2022-05-12 05:15:12.85164		0.0 ms

		2022-05-12 06:15:14.378188		-0.1 ms

		2022-05-12 07:15:16.152148		0.9 ms

		2022-05-12 08:15:17.91092		-0.4 ms

		2022-05-12 09:15:19.949003		-0.7 ms

		2022-05-12 10:15:22.664324		-0.7 ms

		2022-05-12 11:15:25.381467		-1.2 ms

		2022-05-12 12:15:27.039627		-0.4 ms

		2022-05-12 13:15:28.631706		1.5 ms

		2022-05-12 14:15:30.203662		0.7 ms

		2022-05-12 15:15:31.850253		2.5 ms

		2022-05-12 16:15:34.193612		0.7 ms

		2022-05-12 17:15:36.01641		1.4 ms

		2022-05-12 18:15:38.022294		2.4 ms

		2022-05-12 19:15:39.875037		0.7 ms

		2022-05-12 20:15:43.033925		0.5 ms

		2022-05-12 21:15:44.657149		1.1 ms

		2022-05-12 22:15:46.614418		4.3 ms

		2022-05-12 23:15:50.028534		-2.4 ms

		2022-05-13 00:15:51.819487		-5.4 ms

		2022-05-13 01:15:53.935322		-2.9 ms

		2022-05-13 02:15:55.870308		-0.4 ms

		2022-05-13 03:15:57.614869		-2.2 ms

		2022-05-13 04:15:59.531588		-4.7 ms

		2022-05-13 05:16:01.682139		-1.4 ms

		2022-05-13 06:16:04.045292		-2.7 ms

		2022-05-13 07:16:05.78437		-0.2 ms

		2022-05-13 08:16:07.664634		0.7 ms

		2022-05-13 09:16:10.568525		0.6 ms

		2022-05-13 10:16:12.158986		2.2 ms

		2022-05-13 11:16:14.312616		-0.2 ms

		2022-05-13 12:16:16.275939		1.1 ms

		2022-05-13 13:16:18.004435		-0.9 ms

		2022-05-13 14:16:19.935274		2.5 ms

		2022-05-13 15:16:21.636941		1.6 ms

		2022-05-13 16:16:23.644207		0.8 ms

		2022-05-13 17:16:25.704898		-0.8 ms

		2022-05-13 18:16:27.318315		0.7 ms

		2022-05-13 19:16:30.696335		-0.7 ms

		2022-05-13 20:16:32.638949		-0.2 ms

		2022-05-13 21:16:35.228394		0.0 ms

		2022-05-13 22:16:37.927645		-1.2 ms

		2022-05-13 23:16:40.11486		-0.5 ms

		2022-05-14 00:16:42.094579		-0.9 ms

		2022-05-14 01:16:43.877837		-2.5 ms

		2022-05-14 02:16:45.675998		-0.1 ms

		2022-05-14 03:16:47.959188		0.0 ms

		2022-05-14 04:16:51.204162		0.7 ms

		2022-05-14 05:16:52.999206		2.3 ms

		2022-05-14 06:16:55.052896		-0.1 ms

		2022-05-14 07:16:56.848312		0.2 ms

		2022-05-14 08:16:58.715102		0.2 ms

		2022-05-14 09:17:00.786976		1.4 ms

		2022-05-14 10:17:02.405417		0.4 ms

		2022-05-14 11:17:03.895552		0.7 ms

		2022-05-14 12:17:05.918695		-0.3 ms

		2022-05-14 13:17:07.643397		-0.5 ms

		2022-05-14 14:17:09.168623		0.3 ms

		2022-05-14 15:17:10.846178		0.2 ms

		2022-05-14 16:17:12.492301		-0.5 ms

		2022-05-14 17:17:14.308579		0.0 ms

		2022-05-14 18:17:15.882693		-0.1 ms

		2022-05-14 19:17:18.189725		-1.0 ms

		2022-05-14 20:17:20.276008		-1.1 ms

		2022-05-14 21:17:22.135795		-0.4 ms

		2022-05-14 22:17:23.85736		-0.1 ms

		2022-05-14 23:17:25.365646		-0.8 ms

		2022-05-15 00:17:27.210489		-1.1 ms

		2022-05-15 01:17:28.893643		-2.4 ms

		2022-05-15 02:17:31.035493		0.5 ms

		2022-05-15 03:17:32.645835		1.0 ms

		2022-05-15 04:17:35.067995		0.3 ms

		2022-05-15 05:17:36.733091		0.9 ms

		2022-05-15 06:17:38.983486		0.0 ms

		2022-05-15 07:17:40.966681		-0.3 ms

		2022-05-15 08:17:43.365846		-2.5 ms

		2022-05-15 09:17:45.297696		-0.7 ms

		2022-05-15 10:17:46.834268		0.7 ms

		2022-05-15 11:17:48.515359		0.8 ms

		2022-05-15 12:17:49.991898		1.6 ms

		2022-05-15 13:17:51.824204		1.9 ms

		2022-05-15 14:17:54.204373		-0.3 ms

		2022-05-15 15:17:57.452198		-1.1 ms

		2022-05-15 16:17:58.961374		-1.3 ms

		2022-05-15 17:18:02.920835		-1.2 ms

		2022-05-15 18:18:04.65434		1.1 ms

		2022-05-15 19:18:06.401247		1.3 ms

		2022-05-15 20:18:07.984947		0.2 ms

		2022-05-15 21:18:11.010708		1.1 ms

		2022-05-15 22:18:13.128316		0.4 ms

		2022-05-15 23:18:14.681533		0.2 ms

		2022-05-16 00:18:16.821915		-1.2 ms

		2022-05-16 01:18:18.574329		-1.2 ms

		2022-05-16 02:18:20.592709		-0.5 ms

		2022-05-16 03:18:22.929138		0.0 ms

		2022-05-16 04:18:24.72835		-0.3 ms

		2022-05-16 05:18:26.721269		-1.1 ms

		2022-05-16 06:18:29.043547		-0.5 ms

		2022-05-16 07:18:30.701902		-1.0 ms

		2022-05-16 08:18:32.484405		1.3 ms

		2022-05-16 09:18:34.198531		0.6 ms

		2022-05-16 10:18:36.594931		-0.4 ms

		2022-05-16 11:18:38.277942		1.0 ms

		2022-05-16 12:18:40.841742		-4.6 ms

		2022-05-16 13:18:48.538581		-0.5 ms

		2022-05-16 14:18:50.510232		2.0 ms

		2022-05-16 15:18:52.950226		0.4 ms

		2022-05-16 16:18:54.864704		0.1 ms

		2022-05-16 17:18:58.322724		1.4 ms

		2022-05-16 18:19:00.100768		-0.4 ms

		2022-05-16 19:19:03.136223		-0.8 ms

		2022-05-16 20:19:05.092277		0.6 ms

		2022-05-16 21:19:07.302353		-1.3 ms

		2022-05-16 22:19:09.403915		-0.8 ms

		2022-05-16 23:19:11.040956		-1.0 ms

		2022-05-17 00:19:12.887285		0.3 ms

		2022-05-17 01:19:15.069329		1.0 ms

		2022-05-17 02:19:16.668793		-0.1 ms

		2022-05-17 03:19:18.282986		0.2 ms

		2022-05-17 04:19:19.951649		0.7 ms

		2022-05-17 05:19:21.605485		-0.8 ms

		2022-05-17 06:19:23.391826		-0.9 ms

		2022-05-17 07:19:25.162518		0.2 ms

		2022-05-17 08:19:27.041322		0.1 ms

		2022-05-17 09:19:29.054533		-1.0 ms

		2022-05-17 10:19:30.656973		0.4 ms

		2022-05-17 11:19:33.410339		-1.0 ms

		2022-05-17 12:19:35.449173		-0.7 ms

		2022-05-17 13:19:37.652915		1.2 ms

		2022-05-17 14:19:39.232472		-0.8 ms

		2022-05-17 15:19:41.175654		-1.0 ms

		2022-05-17 16:19:43.012887		0.9 ms

		2022-05-17 17:19:45.044594		-1.8 ms

		2022-05-17 18:19:46.572154		0.4 ms

		2022-05-17 19:19:48.394701		-0.4 ms

		2022-05-17 20:19:50.393816		0.3 ms

		2022-05-17 21:19:52.116484		-1.3 ms

		2022-05-17 22:19:55.439389		0.5 ms

		2022-05-17 23:19:57.601444		-2.2 ms

		2022-05-18 00:19:59.68953		-2.3 ms

		2022-05-18 01:20:01.987673		-0.1 ms

		2022-05-18 02:20:03.554519		0.4 ms

		2022-05-18 03:20:05.261357		0.3 ms

		2022-05-18 04:20:06.988576		1.1 ms

		2022-05-18 05:20:08.959946		0.7 ms

		2022-05-18 06:20:10.556073		-0.4 ms

		2022-05-18 07:20:12.300508		-0.5 ms

		2022-05-18 08:20:14.82845		0.5 ms

		2022-05-18 09:20:16.485296		0.9 ms

		2022-05-18 10:20:18.667753		0.1 ms

		2022-05-18 11:20:21.165109		0.3 ms

		2022-05-18 12:20:22.82028		-0.7 ms

		2022-05-18 13:20:24.78541		-1.4 ms

		2022-05-18 14:20:26.431082		-0.1 ms

		2022-05-18 15:20:28.392614		-1.2 ms

		2022-05-18 16:20:30.180316		-0.1 ms

		2022-05-18 17:20:32.029768		0.6 ms

		2022-05-18 18:20:33.577116		-1.0 ms

		2022-05-18 19:20:35.827163		-0.4 ms

		2022-05-18 20:20:37.661925		1.1 ms

		2022-05-18 21:20:39.838465		-0.4 ms

		2022-05-18 22:20:41.366882		-0.6 ms

		2022-05-18 23:20:43.502067		-0.8 ms

		2022-05-19 00:20:45.102264		-1.3 ms

		2022-05-19 01:20:47.027694		-0.9 ms

		2022-05-19 02:20:49.95112		-1.5 ms

		2022-05-19 03:20:52.093924		0.1 ms

		2022-05-19 04:20:54.666643		-0.4 ms

		2022-05-19 05:20:56.784571		0.4 ms

		2022-05-19 06:20:58.656391		-0.9 ms

		2022-05-19 07:21:00.396075		-0.5 ms

		2022-05-19 08:21:02.404004		0.6 ms

		2022-05-19 09:21:04.196006		-0.1 ms

		2022-05-19 10:21:06.520679		-0.8 ms

		2022-05-19 11:21:08.502266		0.5 ms

		2022-05-19 12:21:10.677416		0.5 ms

		2022-05-19 13:21:12.199413		0.6 ms

		2022-05-19 14:21:14.130697		1.1 ms

		2022-05-19 15:21:16.005493		1.4 ms

		2022-05-19 16:21:17.556599		-0.1 ms

		2022-05-19 17:21:20.698312		-0.3 ms

		2022-05-19 18:21:22.223887		-0.4 ms

		2022-05-19 19:21:24.289358		-2.1 ms

		2022-05-19 20:21:26.220444		0.1 ms

		2022-05-19 21:21:27.843835		-2.1 ms

		2022-05-19 22:21:29.928925		-2.9 ms

		2022-05-19 23:21:31.554295		-3.9 ms

		2022-05-20 00:21:33.649215		-0.4 ms

		2022-05-20 01:21:35.687291		1.1 ms

		2022-05-20 02:21:37.345879		-1.7 ms

		2022-05-20 03:21:39.81855		-4.1 ms

		2022-05-20 04:21:41.425319		1.2 ms

		2022-05-20 05:21:43.516419		-2.4 ms

		2022-05-20 06:21:45.376181		-0.8 ms

		2022-05-20 07:21:47.316939		-0.2 ms

		2022-05-20 08:21:48.861577		-0.7 ms

		2022-05-20 09:21:50.727243		-0.1 ms

		2022-05-20 10:21:52.478844		0.0 ms

		2022-05-20 11:21:54.513266		-0.3 ms

		2022-05-20 12:21:56.843507		0.5 ms

		2022-05-20 13:21:59.162976		4.5 ms

		2022-05-20 14:22:01.702346		0.5 ms

		2022-05-20 15:22:04.336616		-0.1 ms

		2022-05-20 16:22:06.998555		-0.3 ms

		2022-05-20 17:22:08.666667		0.1 ms

		2022-05-20 18:22:10.220521		-0.1 ms

		2022-05-20 19:22:11.893836		-0.1 ms

		2022-05-20 20:22:13.500396		-0.5 ms

		2022-05-20 21:22:15.467605		-0.2 ms

		2022-05-20 22:22:17.421289		-0.6 ms

		2022-05-20 23:22:19.04904		-0.5 ms

		2022-05-21 00:22:20.811472		-1.2 ms

		2022-05-21 01:22:22.396164		-0.5 ms

		2022-05-21 02:22:24.544405		0.3 ms

		2022-05-21 03:22:26.9266		-1.1 ms

		2022-05-21 04:22:28.467103		0.2 ms

		2022-05-21 05:22:30.465631		-0.4 ms

		2022-05-21 06:22:31.972442		-0.2 ms

		2022-05-21 07:22:33.836739		0.5 ms

		2022-05-21 08:22:35.655646		0.1 ms

		2022-05-21 09:22:37.426118		-0.8 ms

		2022-05-21 10:22:39.169099		-0.2 ms

		2022-05-21 11:22:41.212064		-0.6 ms

		2022-05-21 12:22:42.99235		-0.4 ms

		2022-05-21 13:22:45.476279		-0.1 ms

		2022-05-21 14:22:47.184705		-0.2 ms

		2022-05-21 15:22:48.717817		-0.2 ms

		2022-05-21 16:22:50.574513		-0.6 ms

		2022-05-21 17:22:52.6757		0.2 ms

		2022-05-21 18:22:54.803856		-0.4 ms

		2022-05-21 19:22:56.365906		0.7 ms

		2022-05-21 20:22:58.765222		0.1 ms

		2022-05-21 21:23:00.521382		0.1 ms

		2022-05-21 22:23:02.31313		-0.9 ms

		2022-05-21 23:23:04.351119		-2.1 ms

		2022-05-22 00:23:05.785417		-0.3 ms

		2022-05-22 01:23:07.515062		-0.2 ms

		2022-05-22 02:23:09.140894		-1.0 ms

		2022-05-22 03:23:10.688319		-0.7 ms

		2022-05-22 04:23:12.805192		-0.3 ms

		2022-05-22 05:23:14.492833		-0.8 ms

		2022-05-22 06:23:16.656203		0.8 ms

		2022-05-22 07:23:18.934203		1.8 ms

		2022-05-22 08:23:20.92589		-1.0 ms

		2022-05-22 09:23:22.751709		-0.1 ms

		2022-05-22 10:23:24.57858		0.7 ms

		2022-05-22 11:23:27.291		-1.6 ms

		2022-05-22 12:23:29.051948		0.7 ms

		2022-05-22 13:23:30.511096		0.1 ms

		2022-05-22 14:23:32.529015		0.4 ms

		2022-05-22 15:23:34.304362		0.2 ms

		2022-05-22 16:23:36.523683		2.1 ms

		2022-05-22 17:23:38.455941		1.9 ms

		2022-05-22 18:23:40.738221		-0.2 ms

		2022-05-22 19:23:43.030554		-0.6 ms

		2022-05-22 20:23:44.901926		-1.0 ms

		2022-05-22 21:23:46.619457		-0.8 ms

		2022-05-22 22:23:48.770086		-1.4 ms

		2022-05-22 23:23:50.628408		-1.1 ms

		2022-05-23 00:23:52.577165		-0.8 ms

		2022-05-23 01:23:54.14896		0.6 ms

		2022-05-23 02:23:56.078735		0.3 ms

		2022-05-23 03:23:57.819162		0.5 ms

		2022-05-23 04:23:59.451308		-0.2 ms

		2022-05-23 05:24:02.000948		-0.3 ms

		2022-05-23 06:24:04.487473		0.0 ms

		2022-05-23 07:24:06.991531		0.1 ms

		2022-05-23 08:24:09.449162		-0.8 ms

		2022-05-23 09:24:12.032182		-0.8 ms

		2022-05-23 10:24:14.032895		-0.7 ms

		2022-05-23 11:24:15.860172		0.0 ms

		2022-05-23 12:24:18.364571		-4.0 ms

		2022-05-23 13:24:20.07604		0.6 ms

		2022-05-23 14:24:22.812047		0.3 ms

		2022-05-23 15:24:24.685229		-0.1 ms

		2022-05-23 16:24:26.618837		0.9 ms

		2022-05-23 17:24:28.171862		0.3 ms

		2022-05-23 18:24:29.689668		0.8 ms

		2022-05-23 19:24:32.691867		1.4 ms

		2022-05-23 20:24:34.249294		0.4 ms

		2022-05-23 21:24:36.164877		0.1 ms

		2022-05-23 22:24:37.729503		-2.2 ms

		2022-05-23 23:24:39.709482		-0.7 ms

		2022-05-24 00:24:42.454378		0.1 ms

		2022-05-24 01:24:44.508508		0.3 ms

		2022-05-24 02:24:46.438966		0.5 ms

		2022-05-24 03:24:49.475402		0.5 ms

		2022-05-24 04:24:52.153772		-0.9 ms

		2022-05-24 05:24:54.358371		1.2 ms

		2022-05-24 06:24:56.23303		-0.4 ms

		2022-05-24 07:24:59.03058		0.2 ms

		2022-05-24 08:25:01.4741		-3.5 ms

		2022-05-24 09:25:03.380628		-1.8 ms

		2022-05-24 10:25:05.356471		-1.1 ms

		2022-05-24 11:25:07.270717		-3.2 ms

		2022-05-24 12:25:09.209946		-3.5 ms

		2022-05-24 13:25:11.583141		1.6 ms

		2022-05-24 14:25:13.843169		0.0 ms

		2022-05-24 15:25:15.870615		0.3 ms

		2022-05-24 16:25:18.756201		1.4 ms

		2022-05-24 17:25:20.215225		0.0 ms

		2022-05-24 18:25:21.822122		-0.8 ms

		2022-05-24 19:25:23.834018		-0.3 ms

		2022-05-24 20:25:25.482257		0.1 ms

		2022-05-24 21:25:27.61627		0.1 ms

		2022-05-24 22:25:29.654485		0.0 ms

		2022-05-24 23:25:31.324436		-0.2 ms

		2022-05-25 00:25:33.458519		0.3 ms

		2022-05-25 01:25:35.55205		1.5 ms

		2022-05-25 02:25:37.425192		0.3 ms

		2022-05-25 03:25:39.353332		1.7 ms

		2022-05-25 04:25:41.134697		0.7 ms

		2022-05-25 05:25:43.022366		0.1 ms

		2022-05-25 06:25:44.664426		0.3 ms

		2022-05-25 07:25:46.688849		0.0 ms

		2022-05-25 08:25:48.729485		-0.2 ms

		2022-05-25 09:25:51.271587		0.2 ms

		2022-05-25 10:25:53.195725		0.1 ms

		2022-05-25 11:25:55.376224		0.5 ms

		2022-05-25 12:25:57.483606		0.6 ms

		2022-05-25 13:25:59.652426		0.8 ms

		2022-05-25 14:26:01.098079		1.0 ms

		2022-05-25 15:26:02.802725		0.2 ms

		2022-05-25 16:26:04.784485		0.0 ms

		2022-05-25 17:26:06.558679		-0.2 ms

		2022-05-25 18:26:08.78328		-1.2 ms

		2022-05-25 19:26:10.617225		-0.5 ms

		2022-05-25 20:26:12.404515		-0.8 ms

		2022-05-25 21:26:14.383502		-1.3 ms

		2022-05-25 22:26:15.942136		-1.2 ms

		2022-05-25 23:26:17.505858		-1.4 ms

		2022-05-26 00:26:19.486508		-1.7 ms

		2022-05-26 01:26:21.600285		-0.6 ms

		2022-05-26 02:26:23.267376		-0.5 ms

		2022-05-26 03:26:25.274142		0.9 ms

		2022-05-26 04:26:26.993818		0.1 ms

		2022-05-26 05:26:29.105929		1.2 ms

		2022-05-26 06:26:30.973057		0.5 ms

		2022-05-26 07:26:32.878848		1.3 ms

		2022-05-26 08:26:34.652137		-1.3 ms

		2022-05-26 09:26:36.964244		-0.8 ms

		2022-05-26 10:26:39.94908		1.2 ms

		2022-05-26 11:26:41.543987		0.8 ms

		2022-05-26 12:26:43.790322		1.5 ms

		2022-05-26 13:26:45.437208		1.7 ms

		2022-05-26 14:26:47.525114		-0.2 ms

		2022-05-26 15:26:49.328275		-0.7 ms

		2022-05-26 16:26:51.003253		-0.5 ms

		2022-05-26 17:26:53.291874		-0.3 ms

		2022-05-26 18:26:55.835574		-1.2 ms

		2022-05-26 19:26:57.717458		0.4 ms

		2022-05-26 20:26:59.703593		0.5 ms

		2022-05-26 21:27:01.135326		0.8 ms

		2022-05-26 22:27:02.989148		0.1 ms

		2022-05-26 23:27:04.573036		-0.9 ms

		2022-05-27 00:27:06.397272		-1.3 ms

		2022-05-27 01:27:08.524157		-1.3 ms

		2022-05-27 02:27:10.280009		-1.0 ms

		2022-05-27 03:27:12.726315		-1.4 ms

		2022-05-27 04:27:14.82482		-1.4 ms

		2022-05-27 05:27:16.692241		0.6 ms

		2022-05-27 06:27:18.736031		-1.0 ms

		2022-05-27 07:27:20.88474		-0.4 ms

		2022-05-27 08:27:22.867721		0.3 ms

		2022-05-27 09:27:24.520019		-0.8 ms

		2022-05-27 10:27:26.188058		0.5 ms

		2022-05-27 11:27:28.323773		0.9 ms

		2022-05-27 12:27:30.181895		-0.4 ms

		2022-05-27 13:27:32.202106		-1.6 ms

		2022-05-27 14:27:34.152157		0.3 ms

		2022-05-27 15:27:36.083141		1.2 ms

		2022-05-27 16:27:37.968521		0.8 ms

		2022-05-27 17:27:39.882168		-0.3 ms

		2022-05-27 18:27:41.46664		0.4 ms

		2022-05-27 19:27:43.028583		1.2 ms

		2022-05-27 20:27:45.113374		1.2 ms

		2022-05-27 21:27:47.964894		1.4 ms

		2022-05-27 22:27:49.603189		-1.3 ms

		2022-05-27 23:27:51.736786		-0.9 ms

		2022-05-28 00:27:53.27699		-3.0 ms

		2022-05-28 01:27:55.200696		-2.5 ms

		2022-05-28 02:27:58.031316		-2.6 ms

		2022-05-28 03:27:59.601572		0.8 ms

		2022-05-28 04:28:01.791322		0.9 ms

		2022-05-28 05:28:03.6379		0.5 ms

		2022-05-28 06:28:05.831534		-0.1 ms

		2022-05-28 07:28:07.613407		-0.3 ms

		2022-05-28 08:28:09.289635		1.1 ms

		2022-05-28 09:28:11.397154		1.3 ms

		2022-05-28 10:28:13.129886		0.6 ms

		2022-05-28 11:28:14.690712		-1.4 ms

		2022-05-28 12:28:17.351102		0.5 ms

		2022-05-28 13:28:19.011902		0.6 ms

		2022-05-28 14:28:21.578304		0.5 ms

		2022-05-28 15:28:23.934435		0.8 ms

		2022-05-28 16:28:25.9775		-1.3 ms

		2022-05-28 17:28:27.53431		-0.7 ms

		2022-05-28 18:28:29.39659		-0.9 ms

		2022-05-28 19:28:31.186478		0.0 ms

		2022-05-28 20:28:32.969308		0.4 ms

		2022-05-28 21:28:35.553458		0.4 ms

		2022-05-28 22:28:37.006431		0.5 ms

		2022-05-28 23:28:38.82078		-1.1 ms

		2022-05-29 00:28:40.756188		-0.7 ms

		2022-05-29 01:28:42.741561		-2.4 ms

		2022-05-29 02:28:44.376251		-2.4 ms

		2022-05-29 03:28:46.419595		-0.8 ms

		2022-05-29 04:28:48.075599		-0.8 ms

		2022-05-29 05:28:50.475006		0.8 ms

		2022-05-29 06:28:52.19035		0.8 ms

		2022-05-29 07:28:54.069317		0.6 ms

		2022-05-29 08:28:55.956411		1.1 ms

		2022-05-29 09:28:57.634433		1.7 ms

		2022-05-29 10:28:59.948806		2.3 ms

		2022-05-29 11:29:01.586873		0.9 ms

		2022-05-29 12:29:03.482417		-0.5 ms

		2022-05-29 13:29:05.638486		0.2 ms

		2022-05-29 14:29:07.796709		-0.4 ms

		2022-05-29 15:29:10.320168		-0.4 ms

		2022-05-29 16:29:11.87744		0.1 ms

		2022-05-29 17:29:13.741723		1.6 ms

		2022-05-29 18:29:16.265263		1.9 ms

		2022-05-29 19:29:17.873886		0.5 ms

		2022-05-29 20:29:19.540842		-1.4 ms

		2022-05-29 21:29:21.306777		-0.1 ms

		2022-05-29 22:29:23.340211		-0.6 ms

		2022-05-29 23:29:25.83446		0.0 ms

		2022-05-30 00:29:27.939381		0.3 ms

		2022-05-30 01:29:30.169619		0.0 ms

		2022-05-30 02:29:31.996012		1.1 ms

		2022-05-30 03:29:35.741185		0.2 ms

		2022-05-30 04:29:37.987215		-0.3 ms

		2022-05-30 05:29:40.138511		0.8 ms

		2022-05-30 06:29:41.89082		0.3 ms

		2022-05-30 07:29:43.95501		0.6 ms

		2022-05-30 08:29:45.684823		0.5 ms

		2022-05-30 09:29:47.460653		0.3 ms

		2022-05-30 10:29:50.375929		1.0 ms

		2022-05-30 11:29:52.328013		0.5 ms

		2022-05-30 12:29:54.147637		-0.3 ms

		2022-05-30 13:29:56.12796		0.1 ms

		2022-05-30 14:29:58.167883		0.1 ms

		2022-05-30 15:29:59.845008		-0.1 ms

		2022-05-30 16:30:02.343855		0.2 ms

		2022-05-30 17:30:04.388049		-0.6 ms

		2022-05-30 18:30:06.55891		-0.5 ms

		2022-05-30 19:30:08.596522		-0.7 ms

		2022-05-30 20:30:10.190096		-1.1 ms

		2022-05-30 21:30:12.449036		0.2 ms

		2022-05-30 22:30:15.102421		0.7 ms

		2022-05-30 23:30:17.349801		-1.0 ms

		2022-05-31 00:30:18.745713		-0.2 ms

		2022-05-31 01:30:21.17883		-0.7 ms

		2022-05-31 02:30:22.683412		0.8 ms

		2022-05-31 03:30:24.767148		-1.5 ms

		2022-05-31 04:30:26.387207		-0.9 ms

		2022-05-31 05:30:28.171131		-0.5 ms

		2022-05-31 06:30:29.916995		0.2 ms

		2022-05-31 07:30:31.683524		0.6 ms

		2022-05-31 08:30:34.023576		-0.8 ms

		2022-05-31 09:30:35.974343		0.9 ms

		2022-05-31 10:30:37.845556		-0.9 ms

		2022-05-31 11:30:39.456284		-1.1 ms

		2022-05-31 12:30:41.18114		-0.5 ms

		2022-05-31 13:30:42.864958		0.8 ms

		2022-05-31 14:30:45.25441		1.1 ms

		2022-05-31 15:30:46.789767		0.6 ms

		2022-05-31 16:30:48.792713		0.1 ms

		2022-05-31 17:30:50.926299		-1.5 ms

		2022-05-31 18:30:53.685771		-3.2 ms

		2022-05-31 19:30:55.351227		-1.8 ms

		2022-05-31 20:30:57.866		-0.9 ms

		2022-05-31 21:30:59.478867		-0.2 ms

		2022-05-31 22:31:01.767037		0.1 ms

		2022-05-31 23:31:03.692972		0.0 ms

		2022-06-01 00:31:05.817183		0.2 ms

		2022-06-01 01:31:07.278343		-0.4 ms

		2022-06-01 02:31:09.235213		-0.4 ms

		2022-06-01 03:31:10.785852		0.7 ms

		2022-06-01 04:31:12.857158		-0.2 ms

		2022-06-01 05:31:14.576894		0.4 ms

		2022-06-01 06:31:16.434077		0.2 ms

		2022-06-01 07:31:18.424069		0.1 ms

		2022-06-01 08:31:19.977395		-0.6 ms

		2022-06-01 09:31:22.218007		0.7 ms

		2022-06-01 10:31:24.071125		-1.7 ms

		2022-06-01 11:31:25.747243		-0.2 ms

		2022-06-01 12:31:28.603134		-1.3 ms

		2022-06-01 13:31:30.323414		-1.7 ms

		2022-06-01 14:31:32.9305		1.9 ms

		2022-06-01 15:31:35.061086		2.1 ms

		2022-06-01 16:31:37.007705		1.0 ms

		2022-06-01 17:31:38.626372		-1.0 ms

		2022-06-01 18:31:40.828912		-0.9 ms

		2022-06-01 19:31:43.156967		-0.7 ms

		2022-06-01 20:31:45.234183		0.7 ms

		2022-06-01 21:31:47.097345		-1.2 ms

		2022-06-01 22:31:48.925053		0.1 ms

		2022-06-01 23:31:50.743194		-1.1 ms

		2022-06-02 00:31:52.373285		1.4 ms

		2022-06-02 01:31:54.069971		-0.4 ms

		2022-06-02 02:31:55.569699		-0.1 ms

		2022-06-02 03:31:57.69667		-1.9 ms

		2022-06-02 04:32:00.908642		-1.7 ms

		2022-06-02 05:32:03.570262		-1.4 ms

		2022-06-02 06:32:05.241987		-1.1 ms

		2022-06-02 07:32:06.674673		-0.3 ms

		2022-06-02 08:32:09.129853		0.9 ms

		2022-06-02 09:32:12.495868		0.3 ms

		2022-06-02 10:32:14.862351		0.9 ms

		2022-06-02 11:32:17.311884		2.1 ms

		2022-06-02 12:32:18.943368		-0.2 ms

		2022-06-02 13:32:21.23584		-0.6 ms

		2022-06-02 14:32:23.339195		-1.0 ms

		2022-06-02 15:32:25.26296		0.0 ms

		2022-06-02 16:32:26.992071		-0.8 ms

		2022-06-02 17:32:28.882915		-1.0 ms

		2022-06-02 18:32:31.002672		-0.8 ms

		2022-06-02 19:32:32.73277		0.7 ms

		2022-06-02 20:32:34.985742		-1.3 ms

		2022-06-02 21:32:36.648583		-1.0 ms

		2022-06-02 22:32:38.52489		-1.5 ms

		2022-06-02 23:32:40.316955		-0.8 ms

		2022-06-03 00:32:42.470712		-0.5 ms

		2022-06-03 01:32:43.946948		0.8 ms

		2022-06-03 02:32:45.971323		0.5 ms

		2022-06-03 03:32:48.205677		0.6 ms

		2022-06-03 04:32:51.60007		-0.2 ms

		2022-06-03 05:32:53.79649		1.1 ms

		2022-06-03 06:32:56.204273		0.3 ms

		2022-06-03 07:32:58.941246		1.3 ms

		2022-06-03 08:33:00.623115		0.3 ms

		2022-06-03 09:33:02.814766		0.4 ms

		2022-06-03 10:33:05.199368		-0.5 ms

		2022-06-03 11:33:07.325742		-0.8 ms

		2022-06-03 12:33:09.193886		0.5 ms

		2022-06-03 13:33:11.122319		-0.7 ms

		2022-06-03 14:33:12.783455		-1.3 ms

		2022-06-03 15:33:14.659907		0.9 ms





###
Evidence of Intent

Last updated: Fri 06 Mar 2020 14:08:40 UTC

1. Purpose

The purpose of this document Evidence of Intent is to secure a) evidence of intent to sign and b) evidence of what Sign Material there was intent to sign, to avoid claims that different Sign Material was viewed than what was the output in the final Evidence Package.

2. Screen captures

When a person signs a document using Scrive eSign a screen capture is executed on the person´s screen and saved by Scrive eSign. When sealing the signed document Scrive eSign includes the screen captures from all signing parties into this document. 

The screen capture technology used sometimes fails to execute the screen capture. Therefore, in case the screen capture technology would fail, a screen capture with a reference signing view is prepared in Scrive eSign at each production upgrade and Upon sealing the document, Scrive eSign includes the latest reference screen captures in this Evidence of Intent as a reference. Important to note is also that, in the event log below each time stamp reflects the clock of the client, which may be different from the clock of Scrive eSign.

		Time		IP		Event

		2022-05-30 14:00:56.727 UTC		194.218.221.218		Martina Gylling (MG) opened the document in the signing view. Click here to see an attached screen capture of the top of their signing view.

		2022-05-30 14:01:31.417 UTC		194.218.221.218		Martina Gylling (MG) signed the document. Click here to see attached screen capture of their signing view. Click here to see attached screen capture of the reference signing view created at 2022-05-17 11:18:12 UTC.

		2022-06-02 19:07:55.305 UTC		2.248.139.39		Jonas Gylling (JG) opened the document in the signing view. Click here to see an attached screen capture of the top of their signing view.

		2022-06-02 19:09:12.131 UTC		2.248.139.39		Jonas Gylling (JG) signed the document. Click here to see attached screen capture of their signing view. Click here to see attached screen capture of the reference signing view created at 2022-05-17 11:18:12 UTC.

		2022-06-02 19:22:00.285 UTC		80.217.153.43		Mattias Ankarberg (MA) opened the document in the signing view. Click here to see an attached screen capture of the top of their signing view.

		2022-06-02 19:22:16.752 UTC		80.217.153.43		Mattias Ankarberg (MA) signed the document. Click here to see attached screen capture of their signing view. Click here to see attached screen capture of the reference signing view created at 2022-05-17 11:18:12 UTC.

		2022-06-03 15:41:58.952 UTC		62.119.48.52		Helena Nathhorst (HN) opened the document in the signing view. Click here to see an attached screen capture of the top of their signing view.

		2022-06-03 15:42:20.582 UTC		62.119.48.52		Helena Nathhorst (HN) signed the document. Click here to see attached screen capture of their signing view. Click here to see attached screen capture of the reference signing view created at 2022-05-17 11:18:12 UTC.







